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Disclaimer
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This is not legal advice, nor should it be considered legal advice. 

This presentation and the comments contained therein represent only 
the personal views of  the participants, and do not reflect those of  their 
employers or clients. 

This presentation is offered for educational and informational uses 
only. 
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Cyber Risk Landscape
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What is a data breach and cyber-
attack?

• A data breach is an incident in which sensitive, protected or 
confidential data has potentially been viewed, stolen or used 
by an individual unauthorized to do so.  Data breaches may 
involve Personally Identifiable Information (PII), trade secrets 
or intellectual property.

*National Research Council, Technology, Policy, Law, and Ethics Regarding U.S. 
Acquisition and Use of  Cyberattack Capabilities

• A cyber-attack is a deliberate action to alter, disrupt, deceive, 
degrade, or destroy computer systems or networks or the 
information and/or programs resident in or transiting these 
systems or networks.

*National Research Council
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Questions to consider when 
assessing threat of  a data breach

• Threats – Who is attacking?

• Vulnerabilities – What weaknesses can be attacked?

• Impacts – What the attack does – what is the financial damage 
of  any breach?
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The act of  protecting information and 
communications technology (ICT) systems and their 
contents has come to be known as cybersecurity

• A broad and arguably somewhat fuzzy concept, cybersecurity 
can be a useful term but tends to defy precise definition. It 
usually refers to one or more of  three things: 

• A set of  activities and other measures intended to protect—
from attack, disruption, or other threats—computers, 
computer networks, related hardware and devices software 
and the information they contain and communicate, including 
software and data, as well as other elements of  cyberspace.

• The state or quality of  being protected from such threats. 

• The broad field of  endeavor aimed at implementing and 
improving those activities and quality. 

(c) 2022 Lexeprint Inc. All Rights Reserved 8

This Photo by Unknown Author is licensed under CC BY-NC

https://freepngimg.com/png/32476-technology-transparent-image
https://creativecommons.org/licenses/by-nc/3.0/


What are some weapons? 

• Social Engineering

• Unpatched Vulnerabilities 

• Bypassing Security

• Denial of  Service Attacks 
(DoS)

• Group Phishing 

• Spear Phishing 

• Viruses/Worms

• Trojan Horse

• Zero Day Exploit

• Website Exploit 

• Spyware, Malware, 
Ransomware 
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Legal, Business, and Technical 
Issues to Consider at the Board 
Level
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Board Duties

• Board duties generally fall within seven categories:

• Governance 

• Strategy 

• Risk

• Talent 

• Compliance 

• Culture

• Insurance 

• With respect to cybersecurity, the board’s duties in each of  
these categories play a critical role in effective oversight of  the 
cybersecurity program. 
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Cyber Risk Mitigation Model 
for the Board of  Directors 

• HR & Compliance 

• Provide training and education

• Business Units/Operations 

• Implement and drive conformance with the cyber strategy 

• Government Affairs & Communications 

• Help shape policy (including crisis management plan) and assure 
good communications with regulations 

• Finance 

• Assure maximum efficiencies with limited dollars 

• Internal Audit & Compliance 

• Assure accountability and effective systems and controls
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Cyber Risk Mitigation Model 
for the Board of  Directors 

• Acquisitions & Growth 

• Adopt strategies to decrease risks in entering into new 
markets

• Procurement 

• Protect against third party intrusions 

• Legal/Regulatory & Privacy 

• Assure compliance with applicable cyber and privacy laws 

• IT & Security 

• Evaluate cyber risks and drive implementation of  cyber 
strategy and ERM 
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Board Compliance 

• In general, boards rely on the general counsel, internal audits 
and ERM, among other functions, to provide independent 
risk assessments and to confirm risk management processes 
are in place. 

• For the foreseeable future, cyber risks are potentially more 
consequential than other enterprise-significant risks. 
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Board Compliance 

• It is important that the general counsel, internal audits and 
ERM give cybersecurity a high priority. Boards should 
undertake regular, proactive discussions with these functions 
to ensure their leaders recognize that cyber risk is dynamic and 
requires continuous external screening for new forms of  
threat mitigation. 

• For example, internal audits can no longer focus solely on 
perimeter defense controls, without consideration of  risk-
based controls. 

• Likewise, ERM should monitor and screen externally new 
forms of  cyber risks, with the awareness that some cyber 
risks are more qualitative and difficult to measure.
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SEC on Board Responsibility

The SEC has stated:

• A director is expected to attend the Company’s annual meeting of  
members. A director who is unable to attend any meeting (which it is 
understood will occur on occasion) is expected to notify the Chairman of  
the Board or the Chairman of  the appropriate committee in advance of  
such meeting. In addition, directors are expected to act in the best 
interests of  the Company, maintain independence and integrity, develop 
and maintain a sound understanding of  the Company’s strategies, 
industries and businesses, review management development and 
succession planning, endeavor to be available on reasonable notice, attend 
and prepare for meetings, and provide active, objective and constructive 
participation at meetings of  the Board and its committees.

(c) 2022 Lexeprint Inc. All Rights Reserved 16

This Photo by Unknown Author is licensed under CC BY

https://digital.report/ict-systems-for-complex-infrastructures-from-security-technologies-to-security-solutions/
https://creativecommons.org/licenses/by/3.0/


Potential impacts and possible 
implications for the board include:

• Loss of  IP

• Regulatory Risk

• Reputational Risk

• Legal expenses
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Essential Questions for the 
Board
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What to Ask Fellow Board 
Members?

• General Questions

• Does your insurance cover the Board if  there is a cyber -
attack?

• Does your insurance cover the C-Suite if  there is a 
breach?

• Is there a Board committee assigned to address 
cybersecurity?
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What to Ask Fellow Board 
Members?

• Technology Specific Risks

• Who has board ownership of  the operational 
management of  IT?  

• Are you confident that the organization has identified the 
key systems and information assets and assessed their 
vulnerability to attack? 
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What to Ask Fellow Board 
Members?

• Operational Cyber Risks

• Do the outsourced providers and contractors have 
controls and policies in place and do they align with our 
company’s expectations?

• Is there a written security policy which is supported by 
regular testing and training?

• Are you confident employees understand and follow 
this?
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What to Ask the C-Suite?

• CISO and CIO

• How confident are you that your organization's most 
important systems and information are being properly 
managed?

• How confident are you they can withstand cyberattacks 
from internal and external actors?  

• Does your IT strategy adequately reflect cyber risk? 
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What to Ask the C-Suite?

• CFO and General Counsel

• Is legal involved in the incident response plan?

• Do you know who your incident response vendor?

• Do you know who your contact is with the federal and 
local law enforcement?

• Have you identified your publication relations/crises 
management firm?

• Do you have a law firm retained?

• Does your company have cyber insurance?
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What to Ask the C-Suite?

• Everyone

• Do you have a full and accurate picture of  the impact on 
your organization following a successful cyber-attack, 
from a financial perspective?

• Do you have a full and accurate picture of  the impact on 
your organization following a successful cyber-attack, 
from a operational perspective? 

• Do you have a full and accurate picture of  the impact on 
your organization following a successful cyber-attack, 
from a reputational perspective? 
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Questions to Ask After a 
Breach

• How many breaches were there?

• How far did hackers get into the system?

• How quickly did management address or react to the breach?

• What were the results of  penetration testing on third parties?
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What to Consider When the 
CISO Presents Cyber Concerns

Updates from the chief  information officer on information security and 
cyber threat intelligence that is both meaningful and actionable.

• Identification. 
Which are the top three to five threats that are most relevant to the 
organization?

• Protection. 
Which actions have been taken to mitigate these threats?

• Detection. 
What mechanisms are being used to detect incidents? What activity has 
been seen since the last report?

• Response/Recovery.
How did the company respond to each incident?
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Questions?
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at Harvard for Computer Forensics and prior to Law & Forensics, he successfully built and sold several technology start-up companies.

Since co-founding Law & Forensics LLC in 2008, Daniel has built it into one of  the leading boutique cybersecurity forensic engineering firms in the industry. 
He is a mediator, arbitrator, and e-discovery special master for JAMS and is a partner and head of  the Cybersecurity at Zeichner, Ellman & Krause LLP. 
Daniel has both a Bachelor’s and a Master’s degree in computer science from Brandeis University, as well as a J.D. from Rutgers Law School.
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for advanced cybersecurity and forensic platform he built with his team that is currently used in the industry, TableTop.AI, CustodyTrack.IO, and Forensic 
Scan.

Daniel is also well-published in the cybersecurity space and has authored more than 200 articles and books. His work is cited by Black’s Law Dictionary 10th 
Ed. In defining the terms “software”, “internet”, and “algorithm.” Lastly, he has been recognized by several United States Supreme Court Justices for his 
legal scholarship and is a trusted source and thought leader for cybersecurity articles and opinions, being cited over 500 times to date.
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David Cass is a senior partner at Law & Forensics LLC where he leads the Cryptocurrency and Digital Banking Practice and is a member of  the Cyber Security and 
Forensics Practice. He has extensive experience in financial services regulation, cryptocurrency, digital assets, blockchain, cloud, and digital banking.

He most recently served as a lead regulator for the Federal Reserve Bank of  New York where he was a member of  the Large Insti tution Supervision Committee 
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processes, and policies.
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10 major international banks.
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privacy, security, and risk management guidance on a global basis. He also served as Elsevier’s HIPAA officer.

David has an MSE from the University of  Pennsylvania, and an MBA from MIT. He is a frequent speaker at high-profile conferences and served on a public 
corporation’s Board of  Directors. He also is an editorial board member for The Journal of  Law & Cyber Warfare and serves as a board member for the UCLA 
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Rutgers Law School. He is a member of  the New York City Cyber Critical Services & Infrastructure team organized by the NYPD a nd the office of  the NY District 
Attorney.

In his free time, David is a volunteer firefighter & Swiftwater Rescue Technician.
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With decades of experience in data issues as a litigator, federal prosecutor and senior in-house counsel at a global insurance company, Mr. Liebermann regularly advises
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A cybersecurity guide for directors 
By R. William “Bill” Ide III and Amanda Leech, Dentons Governance Center[1]

With the ever-present reality of cybersecurity 
breaches, there has been a tendency in board 
governance literature to treat cybersecurity risks 
differently than other risks facing the organization. 
In practice, however, boards have long been tasked 
with protecting their companies from significant 
risks. While cybersecurity may appear to many 
board members to be a daunting new risk, the 
long-established “tried and true” board governance 
approach to risk oversight described herein works 
well and should be applied to cybersecurity risk.

Board duties generally fall within six categories: 
(i) governance, (ii) strategy, (iii) risk, (iv) talent, 
(v) compliance and (vi) culture. With respect to 
cybersecurity, the board’s duties in each of these 
categories play a critical role in effective oversight of 
a company’s cybersecurity program.

Every director should have a general understanding 
of cybersecurity risk and what it means for directors’ 
oversight responsibilities. While the basic business-
judgment obligations of directors are the same for 
this emerging area of risk, cybersecurity itself is 
a dynamic and complex subject. The purpose of 
this guide is to provide a “plain English” review that 
helps directors and senior managers carry out their 
cybersecurity oversight duties, including cyber 
strategy development and governance. Effective 
oversight in this area can mean the difference 
between “learning the hard way” and incurring 
significant damages, or successfully mitigating the 

damages that frequently accompany a significant 
breach. 

While this guide is specific to boards of directors, 
the fiduciary principles of oversight apply to senior 
management as well. Senior management also 
delegates and oversees, but at a more granular level 
than boards. In the end, senior managers should 
also follow the principles of this guide to establish 
proper oversight, ensure that sufficient processes 
and controls are in place and assure their boards that 
cyber risks are identified and managed well.

Cybersecurity oversight: The role of the board
For company management and boards of directors, a 
record number of recent incursions—such as those at 
Target and Sony—demonstrate that cybersecurity risk 
is as significant as other critical strategic, operational, 
financial and compliance risks under boards’ 
purviews.

Since the passage of the Sarbanes–Oxley Act 
of 2002, the Delaware courts have repeatedly 
broadened proactive duties of oversight for 
independent directors in areas of material impact 
on shareholder value such as risk, compliance and 
executive compensation. Just as boards are charged 
with overseeing a company’s financial systems 
and controls, they also have a duty to oversee a 
company’s management of cybersecurity, including 
oversight of appropriate risk mitigation strategies, 
systems, processes and controls.
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Without effective oversight and accountability, 
an organization’s cybersecurity governance 
systems, policies and procedures can be rendered 
meaningless, leaving the enterprise vulnerable 
to attack. In today’s world of continually reported 
material data breaches, boards cannot claim lack 
of awareness as a defense against allegations of 
oversight failures. Regulators and shareholders are 
increasingly demanding more evidence of director 
attentiveness to cyber risk. As the Target breach 
demonstrated, breaches can result in calls for 
director removal. Even if directors are re-elected, the 
board and the company will likely face numerous 
shareholder derivative and class action lawsuits.

Cybersecurity governance
The first question for the board is: Who owns 
management of the cybersecurity risk at the board 
level and management level? Typically, boards 
delegate cybersecurity oversight to the audit 
committee—or to the risk committee if one is part 
of the board’s governance structure—for a more 
concentrated review, with periodic reports to the full 
board. Others approach cybersecurity as a matter to 
be overseen by the full board. Company size, industry 
and existing board risk management structures will 
dictate the best approach. For the foreseeable future, 
cybersecurity will require considerable attention by 
boards working with management, internal audit, 
enterprise risk management (ERM) and cybersecurity 
experts as the threats continue to evolve and the total 
enterprise seeks to adjust. Processes, systems and 
controls must remain fluid for the foreseeable future.

At the management level, the CEO is ultimately 
accountable to the board for management of 
cybersecurity risk. Often, a CEO looks to business 
information technology (IT) or, in larger organizations, 
a chief information security officer (CISO) to 
interface with the board and hold accountability 
for cybersecurity risk management. This approach 
builds from a technology knowledge platform, 
but the major challenge is governance of the total 
enterprise requiring established management skills 
of communications, project management, behavioral 
science and command presence. 

Technical solutions are one piece of managing the 
risk, but as the following chart shows, every function 
in the enterprise has a role to play. For success, each 
business unit must own and embrace cybersecurity 
as a priority. Tension between a decentralized 
business model and cybersecurity’s desire for 

centralization requires high-level management 
attention to resolve conflicts. Decentralization 
favors local decision-making by each unit; on the 
other hand, cybersecurity must by its nature be 
centralized, and at times must seek to override those 
local decisions. Accordingly, IT or the CISO should 
report to a senior management member who can 
oversee the enterprise’s cybersecurity program 
decision-making, and to whom the board can look as 
accountable for cybersecurity.

Cybersecurity strategy and risk oversight
Too often, IT presents boards with cybersecurity 
reports that are technical but lack an enterprise-wide 
strategic overlay. For effective oversight, boards 
should hold senior management accountable 
to ensure that a clear and concise cybersecurity 
strategy, understandable in nontechnical terms, 
is in place, along with systems and controls to 
monitor its implementation. This requires regular 
dialogue between the board and management, 
and the sharing of accurate and useful information, 
including metrics to track performance and provide 
accountability. Most importantly, a concise, high-level, 
“plain English” cybersecurity strategic plan must be 
agreed to by the board and senior management.

Risk-based strategy
Instead of a castle-and-moat, “keep the bad guys out” 
prevention-based approach, cybersecurity strategy 
has evolved to a risk-based approach. Because 
a perimeter defense cannot provide complete 
protection, the risk-based approach focuses instead 
on prioritizing and protecting identified “crown jewels” 
(for example, third-party information, intellectual 
property and critical process control networks). Risk-
based defense includes detecting and responding 
before the additional protections around the “crown 
jewels”  can be compromised, while also stopping 
intruders before they inflict other forms of disruptive 
and reputational damages, as in the Sony breach. 

While perimeter defenses remain essential for 
deterring less sophisticated attacks, effective cyber 
strategies now allocate security resources around a 
company’s information and processes, with additional 
layers of protection around the most valuable assets. 
Tomorrow, new technologies and techniques may 
require further shifts in strategies. Boards should 
regularly seek independent third-party reviews on 
strategic best practices for companies with a similar 
industry, size and risk profile.
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Risk prioritization
This key part of strategy begins with the identification and prioritization of cyber risks. Cybersecurity resources 
are finite, so the strategy should focus on the most material cyber risks, considering the likelihood of harm if risks 
were realized. To facilitate this prioritization, many companies maintain a risk register of material cyber risks—a 
central repository for all risks identified by the company, including data, locations, access points, security devices 
and other related information. The risk prioritization process should precede the budget and resource allocation 
process to ensure alignment between resources and risks.
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conformance with the 

cyber strategy

Acquisitions &

 

Growth
Adopt strategies to 

decrease risks in

 

entering into new

 

markets (i.e., China)

Procurement
Protect against third 

party intrusions

Legal/Regulatory & 
Privacy

Assure compliance 
with applicable cyber

 

and privacy laws

IT & Security
Evaluate cyber risks and 
drive implementation of  
cyber strategy and ERM

Board of Directors
Oversee cyber strategy and monitor risks as part of the overall 

strategy and ERM

Best-in-Class 
Cyber Risk 

Mitigation Model

Cybersecurity Governance Components

 These critical components all need to collaborate

 

and be a part of the cybersecurity strategy.

Success of the entity

 

now depends on 
cyber – and the entity

 

is only as protected 
as its weakest link.

The cyber threat calls

 

for the business 
model to adopt

 

cybersecurity as a 
key component.
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Ranking risks and determining which to accept, 
mitigate or transfer is a substantial undertaking. Its 
effectiveness depends on the quality of information 
and knowledge of individuals who make the 
recommendations. Board members must be assured 
that every function in the company has been solicited 
to contribute to the strategy’s development. In 
particular, those with responsibility for law, privacy, 
physical security and crisis management response 
will need to offer integral input. Many industries 
will have specific regulatory concerns that must 
be woven into the strategy. As part of the risk 
prioritization process, senior management should 
provide detailed recommendations about the plan 
to the board, including identification of risks to be 
accepted, mitigated or transferred (through cyber 
insurance).

Strategy best practices and standards
Cyber risk has escalated so rapidly, and so publicly, 
that entities everywhere are scrambling to regain 
ground and keep up with the evolving cyber threat. 
Governments, regulators, industries, companies 
and thought leaders alike are looking for the 
right approach—or approaches—to address this 
complex and dynamic issue. So it’s no surprise that 
cybersecurity strategy best practices, standards 
and public policies are still very fluid and multiplying 
rapidly.[1] 

Today, it is unclear today what standards will become 
widely viewed as best practices, and whether those 
standards will vary by industry and/or company 
size. Boards and management should agree on the 
best approach for their company. For purposes 
of demonstration, let’s assume that the standards 
defined below are the right approach in the present 
discussion.

In February 2014, in response to Executive Order 
13636, the National Institute of Standards and 
Technology (NIST) released its Framework for 
Improving Critical Infrastructure Cybersecurity, 
a set of industry standards and best practices 
for cybersecurity risk management.[2] The NIST 
Cybersecurity Framework was developed as a 
voluntary framework to reduce cyber risks to critical 
infrastructure, and incorporates globally accepted 
technical standards, guidelines and practices, 
including ISO 27001, ISA 62443 and COBIT 5, among 
others. The framework includes five functions 

that together can comprise the foundation of a 
cybersecurity risk strategy for any enterprise:

•	 Identify: Develop organizational understanding 
of the overall cyber risk context, including asset 
management (systems, data, hardware, devices, 
communication flows), business environment 
(prioritization of risks, objectives and activities) 
and governance (every part of the enterprise must 
know its role and be accountable). In other words, 
what are the cyber activities that could be harmed 
and in what ways?

•	 Protect: Deploy safeguards to prevent intrusions, 
including access control, awareness and training, 
data security, information protection processes, 
maintenance and protective technology.

•	 Detect: Enable timely discovery of a cybersecurity 
breach to limit the harm from intrusions through 
surveillance, detection of anomalies and events; 
continuous security monitoring; and detection 
processes.

•	 Respond: Implement plans and activities to contain 
any damage resulting from a cybersecurity breach 
through comprehensive crisis management 
incident response planning and implementation of 
tabletop exercises.

•	 Recover: Develop plans and activities to resume 
normal operations following a cybersecurity 
event, including post-event mitigation and lessons 
learned.

As an initial matter, the company should develop 
a detailed plan highlighting the gaps between 
current practices and best practices in each of 
the above functions, along with concrete steps 
for remediation. High priority should be given to 
implementing a robust incident response plan to 
minimize damages from breaches. In addition to 
any required remediation, the board should monitor 
the development of the complete cybersecurity 
strategy, beginning with risk prioritization, as well 
as the program’s effectiveness. There are two major 
activities to monitor: (i) the build-out and installation 
of the strategic plan and (ii) the effectiveness of 
the plan. The utilization of dashboards to monitor 
the installation and effectiveness of the strategic 
plans is essential for meaningful board oversight of 
cybersecurity strategy.
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Dashboards
With respect to cybersecurity, effective dashboards should be carefully tailored to meet the needs of the 
company and its board. As a result, creating a dashboard requires input from both management and the 
board. The general trend is a bifurcated approach, in which maturity and overall effectiveness are monitored 
by separate dashboards. Below are descriptions of both,  as well as sample dashboards that can be modified 
to the particular dynamics of industries and size.

Maturity dashboards

The maturity dashboard presents metrics that depict the maturity of the company’s cybersecurity program. 
At its most basic, this dashboard can simply be an assessment of the company’s cybersecurity strategy with 
respect to the five NIST designed functions, detailed above. NIST recommends that, with respect to each 
function, a company determine the maturity of its program using the following terms: (i) partial, (ii) risk-
informed, (iii) risk informed and repeatable or (iv) adaptive. For companies that have previously identified 
weaknesses and remediation efforts in its cybersecurity program, the maturity dashboard should also include 
metrics that allow the board to monitor the progress of the identified improvement efforts.

Sample maturity dashboard
•	 NIST assessment 

•	 Implementation of projects 

•	 Summary of implementation challenges 

Function Target Actual Change
Identity

Protect

Detect

Respond

Recover

*Actual state can be color coded. for example, red can be used if the target state has not been 
achieved; green can be used if the target state has been acheived.

Project Projected Timeframe On Track Notes
1.

2.

3.

4.

*Additional rows should be added to table as needed. 
† The “on-track” column shuold include ”yes” or “no.” Again, the boxes can be color-coded for ease 
of review

Project Item Number:
Summary of Challenges

Proposed New Timeline: # of Previous Extensions:
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Effectiveness dashboards
In contrast to the maturity dashboard, the effectiveness dashboard provides metrics that allow the board to 
ascertain how effective the program is. It generally focus on threat assessment, threat detection, remediation 
metrics and recovery metrics. Some boards also request certain protection-related metrics when the program 
is maturing; however, as protection efforts become consistent, these metrics have limited usefulness. The 
effectiveness dashboard is most useful when it provides numerical metrics rather than high-level conclusory 
determinations based on underlying numbers not provided to the board.

Sample end-of-quarter effectiveness dashboard 

•	 1. Number of severe incidents: ________

•	 2. Description of severe incident

•	 3. Detection metrics 
 
Physical access controls – number of incidents: ________ 
Environmental controls – number of incidents: ________

4. Training metrics 

Type of Incident Status: Resolved or Ongoing
Description

How Discovered:

Time to Discovery: Time to Resolve: Estimated Cost:

* Table should be reproduced for each severe incident in the applicable time period. External incidents that suggest new 
forms of risk should also be reported with description of mitigation activities.

Item Detected/Received Resolved Notes
Unauthorized User 

Accounts

Unauthorized Devices

Credential Theft

Incidents Involving PPI

Alerts from Security 
Service Provider

Metric End of Q1 End of Q2 End of Q3 End of Q4
Percent of New Hires Competing 

training w/in 30 days
Percentage of Employees Current on 

Annual Awareness Training
*Metrics should be included for cuirrent and at least two previous quarters to show trends.
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While it is management’s responsibility to develop 
and implement the cybersecurity strategy, and 
boards should not micromanage, boards have an 
obligation to retain the prerogative to fully understand 
a company’s risk exposures. In the event that a board 
finds itself in need of additional information about a 
particular issue, it can engage in a deep dive. Similarly, 
if a board observes a large number of stakeholders 
providing input on the same cybersecurity concern—
or if management faces delays in implementing a 
particular aspect of the strategy—the board can use 
a deep dive to assure proper management of the 
identified risk area. While boards should generally stay 
focused on the macro and defer to management on 
the micro, as noted above, there are times when they 
should be more deeply involved in the tactics and 
implementation of strategy (for instance, in the event 
of a material cyber incident). On these occasions, 
especially, good communication and leadership are 
critical for maintaining trust between management 
and the board.

Talent
A major responsibility of a board is to ensure the 
company has the right talent to accomplish its goals. 
Selection, evaluation and compensation of the CEO 
is the major task. However, it is also important that 
the board ensures the right skills and experiences are 
brought to bear in managing something as vital to the 
organization as cybersecurity.

Following the departure of Target’s CEO, much was 
made of the fact that the company did not have a 
CISO or a chief security officer (CSO).[4] A key area 
of board oversight is ensuring that the company’s 
organizational structure is aligned behind its strategy, 
and that management has the skills and experience 
to execute the strategy.

Historically, the business IT function has primarily 
been a technology provider, charged with delivering 
top quality data, Internet connectivity, hardware, 
software and other technologies to business units. 
Many companies also allowed business units to 
use third-party technologies. Following decades in 
which entities have become totally dependent on 
IT for their flow of information, the cyber threat has 
now developed into something far more dangerous 
than previously anticipated. Nevertheless, many 
companies that relied on the IT function for cyber risk 
management continued to do so without considering 
that the threat has grown exponentially beyond just a 
question of technology.

As cyber threats have continued to escalate, it is 
increasingly unrealistic to expect that IT alone is able 
to provide adequate protection against cyber risks. 
These should be managed through the lens of the 
entire enterprise. History demonstrates that “viewing 
data breaches as a ‘technical issue’ is a recipe for 
failure.”[5] While IT will likely always have a major 
role in cyber risk mitigation, there are significant 
differences in the skills and goals of the IT function 
and the information security function.

More and more enterprises are appointing a CISO to 
lead cybersecurity. While the CISO must honor and 
reinforce the business support mission of IT, his/her 
highest responsibility is prioritizing security measures 
to mitigate cyber risk. Further, the CISO must have a 
national security outlook, including awareness of “tail 
risks” and “black swans.” It will be rare that a CISO will 
have the business operations, project management, 
communications and C-suite skills to eliminate the 
need of a senior management member overseeing 
the CISO for the CEO and the board.

Distinguishing responsibility between the delivery 
of IT and information security is an important 
governance step. Assuring cyber risk management 
throughout the full enterprise, beyond IT, raises other 
governance dynamics. The cyber threat involves 
information in the hands of suppliers and other 
third parties beyond the purview of IT, in which 
procurement and legal experts must be involved. 
Dealing with significant insider risks and pressures to 
compromise are also beyond the scope of IT. Further, 
limiting oversight to IT can restrict the budget, 
influence and authority required to manage cyber 
risk effectively, which places the whole company at 
greater risk. 

The risk-reward considerations for cybersecurity 
management are so significant that senior 
management must be in charge of the process. 
In addition, “deferring responsibility to IT inhibits 
critical analysis and communication about security 
issues, and hampers the implementation of 
effective security strategies.”[6] In the end, senior 
management must lead cyber risk decisions so the 
appropriate cybersecurity strategy can be effectively 
implemented and monitored throughout the 
enterprise, with effective oversight by the board.

In addition to the management skills and experiences 
needed to address cyber risk, an advocate is needed 
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to assure such skills and experience at the board 
level. As noted previously, cybersecurity is primarily 
a governance challenge beyond IT. A CEO whose 
company manages cybersecurity well would bring 
to valuable insights and experiences. The right IT 
technologist could be a positive contribution to a 
board, but for most companies that would not be 
necessary.

Compliance
In general, boards rely on the general counsel, 
internal audits and ERM, among other functions, to 
provide independent risk assessments and to confirm 
risk management processes are in place. For the 
foreseeable future, cyber risks are potentially more 
consequential than other enterprise-significant risks. 
It is important that the general counsel, internal audits 
and ERM give cybersecurity a high priority. Boards 
should undertake regular, proactive discussions with 
these functions to ensure their leaders recognize 
that cyber risk is dynamic and requires continuous 
external screening for new forms of threat mitigation. 
For example, internal audits can no longer focus 
solely on perimeter defense controls, without 
consideration of risk-based controls. Likewise, ERM 
should monitor and screen externally new forms of 
cyber risks, with the awareness that some cyber risks 
are more qualitative and difficult to measure.

Increasingly, cybersecurity is becoming more of a 
legal and regulatory area where the general counsel’s 
lead on assuring disclosures, full understanding of 
legal risks and adequate crisis management plans will 
be critical.

For independent verification as to the status of the 
company’s cybersecurity program, the board should 
strongly consider authorization of an ethical hacking 
program. Ethical hacking is designed to uncover 
vulnerabilities, and is conducted internally or by an 
external contractor. Few companies receive pristine 
reports from ethical hacking. While the greatest 
value from ethical hacking can be achieved by 
leveraging findings across the enterprise to remediate 
immediate security vulnerabilities, the activity also 
has important awareness-raising implications for 
internal audits, ERM and the board. Finally, internal 
auditors and the general counsel should periodically 
commission a third-party cybersecurity strategy and 
governance review to assure that the company is 
keeping pace with best practices and that the picture 
presented to the board is verified as accurate.

Culture
Cyber risks should be managed through the lens 
of the entire enterprise. Every employee has a role 
to play, and a top-down culture of cybersecurity is 
essential for containing and managing this evolving 
risk. Studies show that employee lapses are the major 
enablers of cyber intrusions. A strong culture of 
inspiration and accountability is the best preventive 
measure for threats from misinformed, inattentive 
or malicious employees. Peter Drucker said, “Culture 
eats strategy for breakfast.”[7] He might have added 
that it feeds on policies, systems and controls which 
are only as effective as the culture of the organization 
in which they exist. With regard to cybersecurity, 
the culture either supports and reinforces policies, 
systems and controls, or it overrides and undermines 
them. It is essential that all employees—without 
exception—understand that everyone has an 
equally important role and obligation to protect the 
enterprise from cyber intrusions. They must feel 
empowered to so act.

Cybersecurity, like all major risks, requires a culture 
of accountability, collaboration and continuous 
education and training, with all efforts geared toward 
supporting the strategy and mitigating cyber risks. 
Creating that culture drives individual awareness and 
acceptance of the strategy, shared commitment to its 
implementation and, ultimately, cyber risk mitigation. 
All of this starts with a “tone at the top” from the 
board and senior management. For values and 
behavior to permeate through the organization, the 
highest levels of the enterprise must lead by example. 
If a board member or C-suite member is cavalier 
about passwords or phishing, that will soon be known 
throughout an organization. Cybersecurity requires all 
at the top to live in glass houses.
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RQ�

x )HHGEDFN�DQG�IUHTXHQWO\�DVNHG�TXHVWLRQV�WR�1,67�VLQFH�UHOHDVH�RI�)UDPHZRUN�9HUVLRQ�
����

x ����UHVSRQVHV WR�WKH�'HFHPEHU������UHTXHVW�IRU�LQIRUPDWLRQ��5),���9LHZV�RQ�WKH�
)UDPHZRUN�IRU�,PSURYLQJ�&ULWLFDO�,QIUDVWUXFWXUH�&\EHUVHFXULW\�

x 2YHU ���FRPPHQWV RQ�D�'HFHPEHU���������SURSRVHG�VHFRQG�GUDIW�RI�9HUVLRQ�����
x 2YHU�����FRPPHQWV RQ�D�-DQXDU\�����������SURSRVHG�ILUVW�GUDIW�9HUVLRQ����� DQG
x ,QSXW�IURP RYHU�������DWWHQGHHV�DW�WKH����� DQG����� )UDPHZRUN�ZRUNVKRSV�

,Q�DGGLWLRQ��1,67�SUHYLRXVO\�UHOHDVHG�9HUVLRQ�����RI�WKH�&\EHUVHFXULW\�)UDPHZRUN�ZLWK�D�
FRPSDQLRQ�GRFXPHQW��1,67�5RDGPDS�IRU�,PSURYLQJ�&ULWLFDO�,QIUDVWUXFWXUH�&\EHUVHFXULW\��7KLV�
5RDGPDS�KLJKOLJKWHG�NH\�³DUHDV�RI�LPSURYHPHQW´�IRU�IXUWKHU�GHYHORSPHQW��DOLJQPHQW��DQG�
FROODERUDWLRQ���7KURXJK�SULYDWH�DQG�SXEOLF�VHFWRU�HIIRUWV��VRPH�DUHDV�RI�LPSURYHPHQW�KDYH�
DGYDQFHG�HQRXJK�WR�EH�LQFOXGHG�LQ�WKLV�)UDPHZRUN�9HUVLRQ�����

1,67�DFNQRZOHGJHV�DQG�WKDQNV�DOO�RI�WKRVH�ZKR�KDYH�FRQWULEXWHG�WR�WKLV�)UDPHZRUN�
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7KH�8QLWHG�6WDWHV�GHSHQGV�RQ�WKH�UHOLDEOH IXQFWLRQLQJ�RI�FULWLFDO�LQIUDVWUXFWXUH��&\EHUVHFXULW\�
WKUHDWV H[SORLW�WKH�LQFUHDVHG�FRPSOH[LW\�DQG�FRQQHFWLYLW\�RI�FULWLFDO�LQIUDVWUXFWXUH�V\VWHPV��
SODFLQJ�WKH�1DWLRQ¶V VHFXULW\��HFRQRP\��DQG�SXEOLF�VDIHW\�DQG�KHDOWK�DW�ULVN��6LPLODU�WR�ILQDQFLDO�
DQG�UHSXWDWLRQDO�ULVNV��F\EHUVHFXULW\�ULVN�DIIHFWV�D�FRPSDQ\¶V�ERWWRP�OLQH��,W�FDQ�GULYH�XS�FRVWV�
DQG�DIIHFW�UHYHQXH��,W�FDQ�KDUP�DQ�RUJDQL]DWLRQ¶V�DELOLW\�WR�LQQRYDWH�DQG�WR�JDLQ�DQG�PDLQWDLQ�
FXVWRPHUV� &\EHUVHFXULW\�FDQ�EH�DQ�LPSRUWDQW�DQG�DPSOLI\LQJ�FRPSRQHQW�RI�DQ�RUJDQL]DWLRQ¶V�
RYHUDOO�ULVN PDQDJHPHQW�

7R�EHWWHU�DGGUHVV�WKHVH�ULVNV��WKH�&\EHUVHFXULW\�(QKDQFHPHQW�$FW�RI������ �&($��XSGDWHG�WKH�
UROH�RI�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1,67��WR�LQFOXGH�LGHQWLI\LQJ�DQG�
GHYHORSLQJ�F\EHUVHFXULW\�ULVN�IUDPHZRUNV�IRU�YROXQWDU\�XVH�E\�FULWLFDO�LQIUDVWUXFWXUH�RZQHUV�DQG�
RSHUDWRUV��7KURXJK�&($��1,67�PXVW�LGHQWLI\ ³D�SULRULWL]HG��IOH[LEOH��UHSHDWDEOH��SHUIRUPDQFH�
EDVHG��DQG�FRVW�HIIHFWLYH�DSSURDFK��LQFOXGLQJ�LQIRUPDWLRQ�VHFXULW\�PHDVXUHV�DQG�FRQWUROV�WKDW�
PD\�EH�YROXQWDULO\�DGRSWHG�E\�RZQHUV�DQG�RSHUDWRUV�RI�FULWLFDO�LQIUDVWUXFWXUH�WR�KHOS�WKHP�
LGHQWLI\��DVVHVV��DQG�PDQDJH�F\EHU�ULVNV�´�7KLV�IRUPDOL]HG�1,67¶V�SUHYLRXV�ZRUN�GHYHORSLQJ�
)UDPHZRUN�9HUVLRQ�����XQGHU�([HFXWLYH�2UGHU��(2���������³,PSURYLQJ�&ULWLFDO�,QIUDVWUXFWXUH�
&\EHUVHFXULW\´��)HEUXDU\��������DQG�SURYLGHG�JXLGDQFH�IRU�IXWXUH�)UDPHZRUN�HYROXWLRQ��7KH�
)UDPHZRUN�WKDW�ZDV�GHYHORSHG�XQGHU�(2��������DQG�FRQWLQXHV�WR�HYROYH�DFFRUGLQJ�WR�&($�
XVHV�D�FRPPRQ�ODQJXDJH�WR�DGGUHVV�DQG�PDQDJH�F\EHUVHFXULW\�ULVN�LQ�D�FRVW�HIIHFWLYH�ZD\�EDVHG�
RQ�EXVLQHVV DQG�RUJDQL]DWLRQDO QHHGV�ZLWKRXW�SODFLQJ�DGGLWLRQDO�UHJXODWRU\�UHTXLUHPHQWV�RQ�
EXVLQHVVHV�

7KH�)UDPHZRUN�IRFXVHV�RQ�XVLQJ�EXVLQHVV�GULYHUV�WR�JXLGH�F\EHUVHFXULW\�DFWLYLWLHV�DQG�
FRQVLGHULQJ�F\EHUVHFXULW\�ULVNV�DV�SDUW�RI�WKH�RUJDQL]DWLRQ¶V�ULVN�PDQDJHPHQW�SURFHVVHV��7KH�
)UDPHZRUN FRQVLVWV�RI�WKUHH�SDUWV��WKH�)UDPHZRUN�&RUH��WKH�,PSOHPHQWDWLRQ�7LHUV��DQG�WKH�
)UDPHZRUN�3URILOHV��7KH�)UDPHZRUN�&RUH�LV�D�VHW�RI�F\EHUVHFXULW\�DFWLYLWLHV��RXWFRPHV� DQG�
LQIRUPDWLYH�UHIHUHQFHV�WKDW�DUH�FRPPRQ�DFURVV�VHFWRUV�DQG�FULWLFDO�LQIUDVWUXFWXUH��(OHPHQWV�RI�WKH�
&RUH�SURYLGH�GHWDLOHG�JXLGDQFH IRU�GHYHORSLQJ�LQGLYLGXDO�RUJDQL]DWLRQDO�3URILOHV��7KURXJK�XVH�RI�
3URILOHV��WKH�)UDPHZRUN�ZLOO�KHOS�DQ�RUJDQL]DWLRQ�WR�DOLJQ�DQG SULRULWL]H�LWV�F\EHUVHFXULW\�
DFWLYLWLHV�ZLWK�LWV�EXVLQHVV�PLVVLRQ UHTXLUHPHQWV��ULVN�WROHUDQFHV��DQG�UHVRXUFHV��7KH�7LHUV�
SURYLGH�D�PHFKDQLVP�IRU�RUJDQL]DWLRQV�WR�YLHZ�DQG�XQGHUVWDQG WKH�FKDUDFWHULVWLFV�RI�WKHLU�
DSSURDFK�WR�PDQDJLQJ�F\EHUVHFXULW\�ULVN��ZKLFK�ZLOO�KHOS�LQ�SULRULWL]LQJ�DQG�DFKLHYLQJ�
F\EHUVHFXULW\�REMHFWLYHV�

:KLOH�WKLV�GRFXPHQW�ZDV�GHYHORSHG�WR�LPSURYH�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�LQ�FULWLFDO�
LQIUDVWUXFWXUH��WKH�)UDPHZRUN�FDQ�EH�XVHG�E\�RUJDQL]DWLRQV�LQ�DQ\�VHFWRU�RU�FRPPXQLW\��7KH�
)UDPHZRUN�HQDEOHV�RUJDQL]DWLRQV�± UHJDUGOHVV�RI�VL]H��GHJUHH�RI�F\EHUVHFXULW\�ULVN��RU�
F\EHUVHFXULW\�VRSKLVWLFDWLRQ�± WR�DSSO\�WKH�SULQFLSOHV�DQG�EHVW�SUDFWLFHV�RI�ULVN�PDQDJHPHQW�WR�
LPSURYLQJ�VHFXULW\�DQG�UHVLOLHQFH�

7KH�)UDPHZRUN�SURYLGHV D�FRPPRQ RUJDQL]LQJ VWUXFWXUH�IRU PXOWLSOH DSSURDFKHV�WR�
F\EHUVHFXULW\ E\�DVVHPEOLQJ�VWDQGDUGV��JXLGHOLQHV� DQG�SUDFWLFHV WKDW�DUH�ZRUNLQJ HIIHFWLYHO\�
WRGD\��0RUHRYHU��EHFDXVH�LW�UHIHUHQFHV�JOREDOO\�UHFRJQL]HG�VWDQGDUGV�IRU�F\EHUVHFXULW\��WKH�

ϭ6HH ���8�6�&��������H�����$��L����7KH�&\EHUVHFXULW\�(QKDQFHPHQW�$FW�RI�������6�������EHFDPH�SXEOLF�ODZ�����
����RQ�'HFHPEHU����������DQG�PD\�EH�IRXQG�DW��KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�VHQDWH�
ELOO������WH[W�
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)UDPHZRUN�FDQ�VHUYH�DV�D�PRGHO�IRU�LQWHUQDWLRQDO�FRRSHUDWLRQ�RQ�VWUHQJWKHQLQJ�F\EHUVHFXULW\�LQ�
FULWLFDO�LQIUDVWUXFWXUH�DV�ZHOO�DV�RWKHU�VHFWRUV�DQG�FRPPXQLWLHV�

7KH�)UDPHZRUN�RIIHUV�D�IOH[LEOH�ZD\�WR�DGGUHVV�F\EHUVHFXULW\��LQFOXGLQJ�F\EHUVHFXULW\¶V�HIIHFW�
RQ�SK\VLFDO��F\EHU��DQG�SHRSOH�GLPHQVLRQV��,W�LV�DSSOLFDEOH�WR�RUJDQL]DWLRQV�UHO\LQJ�RQ�
WHFKQRORJ\��ZKHWKHU�WKHLU�F\EHUVHFXULW\�IRFXV�LV�SULPDULO\�RQ�LQIRUPDWLRQ�WHFKQRORJ\��,7���
LQGXVWULDO�FRQWURO�V\VWHPV��,&6���F\EHU�SK\VLFDO�V\VWHPV��&36���RU�FRQQHFWHG�GHYLFHV�PRUH�
JHQHUDOO\��LQFOXGLQJ�WKH�,QWHUQHW�RI�7KLQJV��,R7���7KH�)UDPHZRUN�FDQ�DVVLVW�RUJDQL]DWLRQV�LQ�
DGGUHVVLQJ�F\EHUVHFXULW\�DV�LW�DIIHFWV�WKH�SULYDF\�RI�FXVWRPHUV��HPSOR\HHV��DQG�RWKHU�SDUWLHV�
$GGLWLRQDOO\��WKH�)UDPHZRUN¶V�RXWFRPHV�VHUYH�DV�WDUJHWV�IRU�ZRUNIRUFH�GHYHORSPHQW�DQG�
HYROXWLRQ�DFWLYLWLHV�

7KH�)UDPHZRUN�LV�QRW�D�RQH�VL]H�ILWV�DOO�DSSURDFK�WR�PDQDJLQJ�F\EHUVHFXULW\ ULVN�IRU�FULWLFDO�
LQIUDVWUXFWXUH� 2UJDQL]DWLRQV�ZLOO�FRQWLQXH�WR�KDYH�XQLTXH ULVNV�± GLIIHUHQW�WKUHDWV��GLIIHUHQW�
YXOQHUDELOLWLHV��GLIIHUHQW�ULVN�WROHUDQFHV��7KH\�DOVR�ZLOO�YDU\�LQ KRZ�WKH\�FXVWRPL]H�SUDFWLFHV�
GHVFULEHG�LQ�WKH�)UDPHZRUN��2UJDQL]DWLRQV FDQ�GHWHUPLQH�DFWLYLWLHV�WKDW�DUH�LPSRUWDQW�WR�FULWLFDO�
VHUYLFH�GHOLYHU\�DQG�FDQ�SULRULWL]H�LQYHVWPHQWV�WR�PD[LPL]H�WKH�LPSDFW�RI�HDFK�GROODU�VSHQW��
8OWLPDWHO\��WKH�)UDPHZRUN�LV�DLPHG�DW�UHGXFLQJ�DQG�EHWWHU�PDQDJLQJ�F\EHUVHFXULW\�ULVNV�

7R�DFFRXQW�IRU�WKH�XQLTXH�F\EHUVHFXULW\�QHHGV�RI�RUJDQL]DWLRQV��WKHUH�DUH�D�ZLGH�YDULHW\�RI�ZD\V�
WR�XVH�WKH�)UDPHZRUN��7KH�GHFLVLRQ�DERXW�KRZ�WR�DSSO\�LW�LV�OHIW�WR�WKH�LPSOHPHQWLQJ�
RUJDQL]DWLRQ��)RU�H[DPSOH��RQH�RUJDQL]DWLRQ�PD\�FKRRVH�WR�XVH�WKH�)UDPHZRUN�,PSOHPHQWDWLRQ�
7LHUV�WR�DUWLFXODWH�HQYLVLRQHG�ULVN�PDQDJHPHQW�SUDFWLFHV��$QRWKHU�RUJDQL]DWLRQ�PD\�XVH�WKH�
)UDPHZRUN¶V�ILYH�)XQFWLRQV�WR�DQDO\]H�LWV�HQWLUH�ULVN�PDQDJHPHQW�SRUWIROLR��WKDW�DQDO\VLV�PD\�RU�
PD\�QRW�UHO\�RQ�PRUH�GHWDLOHG�FRPSDQLRQ�JXLGDQFH��VXFK�DV�FRQWUROV�FDWDORJV��7KHUH�VRPHWLPHV�
LV�GLVFXVVLRQ�DERXW�³FRPSOLDQFH´�ZLWK�WKH�)UDPHZRUN��DQG�WKH�)UDPHZRUN�KDV�XWLOLW\�DV�D�
VWUXFWXUH�DQG�ODQJXDJH�IRU�RUJDQL]LQJ�DQG�H[SUHVVLQJ�FRPSOLDQFH�ZLWK�DQ�RUJDQL]DWLRQ¶V�RZQ�
F\EHUVHFXULW\�UHTXLUHPHQWV��1HYHUWKHOHVV��WKH�YDULHW\�RI�ZD\V�LQ�ZKLFK�WKH�)UDPHZRUN�FDQ�EH�
XVHG�E\�DQ�RUJDQL]DWLRQ�PHDQV�WKDW�SKUDVHV OLNH�³FRPSOLDQFH ZLWK�WKH )UDPHZRUN´�FDQ�EH�
FRQIXVLQJ�DQG�PHDQ�VRPHWKLQJ�YHU\�GLIIHUHQW�WR�YDULRXV�VWDNHKROGHUV�

7KH�)UDPHZRUN�LV�D�OLYLQJ�GRFXPHQW�DQG�ZLOO FRQWLQXH�WR�EH�XSGDWHG�DQG�LPSURYHG�DV�LQGXVWU\�
SURYLGHV�IHHGEDFN�RQ�LPSOHPHQWDWLRQ��1,67�ZLOO�FRQWLQXH�FRRUGLQDWLQJ�ZLWK�WKH�SULYDWH�VHFWRU�
DQG�JRYHUQPHQW�DJHQFLHV�DW�DOO�OHYHOV��$V�WKH�)UDPHZRUN�LV�SXW�LQWR�JUHDWHU�SUDFWLFH��DGGLWLRQDO�
OHVVRQV�OHDUQHG�ZLOO�EH�LQWHJUDWHG�LQWR�IXWXUH�YHUVLRQV��7KLV�ZLOO�HQVXUH�WKH�)UDPHZRUN LV�
PHHWLQJ�WKH�QHHGV�RI�FULWLFDO�LQIUDVWUXFWXUH�RZQHUV�DQG�RSHUDWRUV�LQ�D�G\QDPLF�DQG�FKDOOHQJLQJ�
HQYLURQPHQW RI�QHZ�WKUHDWV��ULVNV��DQG�VROXWLRQV�

([SDQGHG�DQG�PRUH�HIIHFWLYH�XVH�DQG�VKDULQJ�RI�EHVW�SUDFWLFHV�RI�WKLV�YROXQWDU\�)UDPHZRUN�DUH�
WKH�QH[W�VWHSV�WR�LPSURYH�WKH�F\EHUVHFXULW\�RI�RXU�1DWLRQ¶V�FULWLFDO�LQIUDVWUXFWXUH�± SURYLGLQJ�
HYROYLQJ�JXLGDQFH�IRU�LQGLYLGXDO�RUJDQL]DWLRQV�ZKLOH�LQFUHDVLQJ�WKH�F\EHUVHFXULW\�SRVWXUH�RI�WKH�
1DWLRQ¶V�FULWLFDO�LQIUDVWUXFWXUH�DQG�WKH�EURDGHU�HFRQRP\�DQG�VRFLHW\�
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1RWH�WR�5HDGHUV�RQ�WKH�8SGDWH ������������������������������������������������������������������������������������������������������� LL

$FNQRZOHGJHPHQWV������������������������������������������������������������������������������������������������������������������������ LY

([HFXWLYH�6XPPDU\�������������������������������������������������������������������������������������������������������������������������Y

��� )UDPHZRUN�,QWURGXFWLRQ ��������������������������������������������������������������������������������������������������������

��� )UDPHZRUN�%DVLFV������������������������������������������������������������������������������������������������������������������

��� +RZ�WR�8VH�WKH�)UDPHZRUN ��������������������������������������������������������������������������������������������������

��� 6HOI�$VVHVVLQJ�&\EHUVHFXULW\�5LVN�ZLWK�WKH�)UDPHZRUN������������������������������������������������������

$SSHQGL[�$��)UDPHZRUN�&RUH���������������������������������������������������������������������������������������������������������

$SSHQGL[�%��*ORVVDU\����������������������������������������������������������������������������������������������������������������������

$SSHQGL[�&��$FURQ\PV �������������������������������������������������������������������������������������������������������������������

��������	������
)LJXUH����)UDPHZRUN�&RUH�6WUXFWXUH ���������������������������������������������������������������������������������������������� �

)LJXUH����1RWLRQDO�,QIRUPDWLRQ�DQG�'HFLVLRQ�)ORZV�ZLWKLQ�DQ�2UJDQL]DWLRQ ������������������������������ ��

)LJXUH����&\EHU�6XSSO\�&KDLQ�5HODWLRQVKLSV�������������������������������������������������������������������������������� ��

��������������
7DEOH����)XQFWLRQ�DQG�&DWHJRU\�8QLTXH�,GHQWLILHUV ��������������������������������������������������������������������� ��

7DEOH����)UDPHZRUN�&RUH ������������������������������������������������������������������������������������������������������������� ��

7DEOH����)UDPHZRUN�*ORVVDU\������������������������������������������������������������������������������������������������������� ��
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7KH�8QLWHG�6WDWHV�GHSHQGV�RQ�WKH�UHOLDEOH�IXQFWLRQLQJ�RI�LWV�FULWLFDO�LQIUDVWUXFWXUH��&\EHUVHFXULW\�
WKUHDWV H[SORLW�WKH�LQFUHDVHG�FRPSOH[LW\�DQG�FRQQHFWLYLW\�RI�FULWLFDO�LQIUDVWUXFWXUH�V\VWHPV��
SODFLQJ�WKH�1DWLRQ¶V VHFXULW\��HFRQRP\��DQG�SXEOLF�VDIHW\�DQG�KHDOWK�DW�ULVN��6LPLODU�WR�ILQDQFLDO�
DQG UHSXWDWLRQDO�ULVNV��F\EHUVHFXULW\�ULVN�DIIHFWV�D�FRPSDQ\¶V�ERWWRP�OLQH��,W�FDQ�GULYH�XS�FRVWV�
DQG�DIIHFW�UHYHQXH��,W�FDQ�KDUP�DQ�RUJDQL]DWLRQ¶V�DELOLW\�WR�LQQRYDWH�DQG�WR�JDLQ�DQG�PDLQWDLQ�
FXVWRPHUV� &\EHUVHFXULW\�FDQ�EH�DQ�LPSRUWDQW�DQG�DPSOLI\LQJ�FRPSRQHQW�RI�DQ�RUJDQL]DWLRQ¶V
RYHUDOO�ULVN PDQDJHPHQW�

7R�VWUHQJWKHQ�WKH�UHVLOLHQFH�RI�WKLV�LQIUDVWUXFWXUH��WKH�&\EHUVHFXULW\�(QKDQFHPHQW�$FW�RI������

�&($��XSGDWHG�WKH�UROH�RI�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1,67��WR�
³IDFLOLWDWH�DQG�VXSSRUW�WKH�GHYHORSPHQW�RI´�F\EHUVHFXULW\�ULVN�IUDPHZRUNV��7KURXJK�&($��1,67�
PXVW�LGHQWLI\ ³D�SULRULWL]HG��IOH[LEOH��UHSHDWDEOH��SHUIRUPDQFH�EDVHG��DQG�FRVW�HIIHFWLYH�DSSURDFK��
LQFOXGLQJ�LQIRUPDWLRQ�VHFXULW\�PHDVXUHV�DQG�FRQWUROV�WKDW�PD\�EH�YROXQWDULO\�DGRSWHG�E\�RZQHUV�
DQG�RSHUDWRUV�RI�FULWLFDO�LQIUDVWUXFWXUH�WR�KHOS�WKHP�LGHQWLI\��DVVHVV��DQG�PDQDJH�F\EHU�ULVNV�´�
7KLV�IRUPDOL]HG�1,67¶V�SUHYLRXV�ZRUN�GHYHORSLQJ�)UDPHZRUN�9HUVLRQ�����XQGHU�([HFXWLYH�
2UGHU��������³,PSURYLQJ�&ULWLFDO�,QIUDVWUXFWXUH�&\EHUVHFXULW\�´ LVVXHG�LQ�)HEUXDU\��������DQG�
SURYLGHG JXLGDQFH�IRU�IXWXUH�)UDPHZRUN�HYROXWLRQ�

&ULWLFDO�LQIUDVWUXFWXUH� LV�GHILQHG�LQ�WKH�8�6��3DWULRW�$FW�RI������ DV�³V\VWHPV�DQG�DVVHWV��ZKHWKHU�
SK\VLFDO�RU�YLUWXDO��VR�YLWDO�WR�WKH�8QLWHG�6WDWHV�WKDW�WKH�LQFDSDFLW\�RU�GHVWUXFWLRQ�RI�VXFK�V\VWHPV�
DQG�DVVHWV�ZRXOG�KDYH�D�GHELOLWDWLQJ�LPSDFW�RQ�VHFXULW\��QDWLRQDO�HFRQRPLF�VHFXULW\��QDWLRQDO�
SXEOLF�KHDOWK�RU�VDIHW\��RU�DQ\�FRPELQDWLRQ�RI�WKRVH�PDWWHUV�´�'XH�WR�WKH�LQFUHDVLQJ�SUHVVXUHV�
IURP�H[WHUQDO�DQG�LQWHUQDO�WKUHDWV��RUJDQL]DWLRQV�UHVSRQVLEOH�IRU�FULWLFDO�LQIUDVWUXFWXUH�QHHG�WR�
KDYH�D�FRQVLVWHQW�DQG�LWHUDWLYH�DSSURDFK�WR�LGHQWLI\LQJ��DVVHVVLQJ��DQG�PDQDJLQJ�F\EHUVHFXULW\�
ULVN��7KLV�DSSURDFK�LV�QHFHVVDU\ UHJDUGOHVV�RI�DQ�RUJDQL]DWLRQ¶V�VL]H��WKUHDW�H[SRVXUH��RU�
F\EHUVHFXULW\�VRSKLVWLFDWLRQ�WRGD\�

7KH�FULWLFDO�LQIUDVWUXFWXUH�FRPPXQLW\�LQFOXGHV�SXEOLF�DQG�SULYDWH�RZQHUV�DQG�RSHUDWRUV� DQG�
RWKHU�HQWLWLHV ZLWK�D�UROH�LQ�VHFXULQJ�WKH�1DWLRQ¶V�LQIUDVWUXFWXUH��0HPEHUV�RI�HDFK�FULWLFDO�
LQIUDVWUXFWXUH�VHFWRU�SHUIRUP�IXQFWLRQV�WKDW�DUH�VXSSRUWHG�E\�WKH�EURDG�FDWHJRU\�RI�WHFKQRORJ\��
LQFOXGLQJ LQIRUPDWLRQ�WHFKQRORJ\��,7�� LQGXVWULDO�FRQWURO�V\VWHPV��,&6���F\EHU�SK\VLFDO�V\VWHPV�
�&36���DQG FRQQHFWHG�GHYLFHV�PRUH�JHQHUDOO\��LQFOXGLQJ�WKH�,QWHUQHW�RI�7KLQJV��,R7�� 7KLV�
UHOLDQFH�RQ�WHFKQRORJ\��FRPPXQLFDWLRQ� DQG LQWHUFRQQHFWLYLW\ KDV�FKDQJHG�DQG�H[SDQGHG�WKH�
SRWHQWLDO�YXOQHUDELOLWLHV�DQG�LQFUHDVHG�SRWHQWLDO�ULVN�WR�RSHUDWLRQV��)RU�H[DPSOH��DV�WHFKQRORJ\
DQG�WKH GDWD�LW SURGXFHV DQG�SURFHVVHV DUH LQFUHDVLQJO\�XVHG�WR�GHOLYHU�FULWLFDO�VHUYLFHV�DQG�
VXSSRUW�EXVLQHVV�PLVVLRQ GHFLVLRQV��WKH�SRWHQWLDO�LPSDFWV�RI�D�F\EHUVHFXULW\�LQFLGHQW�RQ�DQ�

� 6HH ���8�6�&��������H�����$��L���7KH�&\EHUVHFXULW\�(QKDQFHPHQW�$FW�RI�������6�������EHFDPH�SXEOLF�ODZ�����
����RQ�'HFHPEHU����������DQG�PD\�EH�IRXQG�DW��KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�VHQDWH�
ELOO������WH[W�

� ([HFXWLYH�2UGHU�QR���������,PSURYLQJ�&ULWLFDO�,QIUDVWUXFWXUH�&\EHUVHFXULW\��'&3'������������)HEUXDU\�����
������KWWSV���ZZZ�JSR�JRY�IGV\V�SNJ�&)5������WLWOH��YRO��SGI�&)5������WLWOH��YRO��HR������SGI

� 7KH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\��'+6� &ULWLFDO�,QIUDVWUXFWXUH�SURJUDP�SURYLGHV�D�OLVWLQJ�RI�WKH�VHFWRUV�DQG�
WKHLU�DVVRFLDWHG�FULWLFDO�IXQFWLRQV�DQG�YDOXH�FKDLQV��KWWS���ZZZ�GKV�JRY�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV

� 6HH����8�6�&��������F�H�����7KH�8�6��3DWULRW�$FW�RI�������+�5�������EHFDPH�SXEOLF�ODZ��������RQ�2FWREHU�����
�����DQG�PD\�EH�IRXQG�DW� KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�KRXVH�ELOO�����
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RUJDQL]DWLRQ� WKH�KHDOWK�DQG�VDIHW\�RI�LQGLYLGXDOV��WKH�HQYLURQPHQW��FRPPXQLWLHV��DQG�WKH�EURDGHU�
HFRQRP\�DQG�VRFLHW\ VKRXOG�EH�FRQVLGHUHG��

7R�PDQDJH�F\EHUVHFXULW\�ULVNV��D�FOHDU�XQGHUVWDQGLQJ�RI�WKH RUJDQL]DWLRQ¶V�EXVLQHVV�GULYHUV�DQG�
VHFXULW\�FRQVLGHUDWLRQV�VSHFLILF�WR�LWV XVH�RI�WHFKQRORJ\�LV UHTXLUHG� %HFDXVH�HDFK�RUJDQL]DWLRQ¶V�
ULVNV��SULRULWLHV� DQG�V\VWHPV�DUH XQLTXH��WKH�WRROV�DQG�PHWKRGV�XVHG�WR�DFKLHYH�WKH�RXWFRPHV�
GHVFULEHG�E\�WKH�)UDPHZRUN�ZLOO�YDU\�

5HFRJQL]LQJ�WKH�UROH�WKDW�WKH�SURWHFWLRQ�RI�SULYDF\�DQG�FLYLO�OLEHUWLHV�SOD\V�LQ�FUHDWLQJ�JUHDWHU�
SXEOLF�WUXVW��WKH�)UDPHZRUN�LQFOXGHV D�PHWKRGRORJ\ WR�SURWHFW�LQGLYLGXDO�SULYDF\�DQG�FLYLO�
OLEHUWLHV ZKHQ�FULWLFDO�LQIUDVWUXFWXUH�RUJDQL]DWLRQV�FRQGXFW�F\EHUVHFXULW\�DFWLYLWLHV� 0DQ\�
RUJDQL]DWLRQV�DOUHDG\�KDYH�SURFHVVHV�IRU�DGGUHVVLQJ�SULYDF\�DQG�FLYLO�OLEHUWLHV��7KH�PHWKRGRORJ\�
LV�GHVLJQHG�WR�FRPSOHPHQW�VXFK�SURFHVVHV�DQG�SURYLGH�JXLGDQFH�WR�IDFLOLWDWH�SULYDF\�ULVN�
PDQDJHPHQW�FRQVLVWHQW�ZLWK�DQ�RUJDQL]DWLRQ¶V DSSURDFK�WR�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�
,QWHJUDWLQJ�SULYDF\�DQG�F\EHUVHFXULW\�FDQ�EHQHILW�RUJDQL]DWLRQV�E\�LQFUHDVLQJ FXVWRPHU�
FRQILGHQFH��HQDEOLQJ PRUH�VWDQGDUGL]HG�VKDULQJ�RI�LQIRUPDWLRQ��DQG�VLPSOLI\LQJ�RSHUDWLRQV�
DFURVV�OHJDO�UHJLPHV�

7KH�)UDPHZRUN�UHPDLQV�HIIHFWLYH�DQG�VXSSRUWV WHFKQLFDO�LQQRYDWLRQ�EHFDXVH�LW�LV�WHFKQRORJ\
QHXWUDO��ZKLOH�DOVR UHIHUHQFLQJ D�YDULHW\�RI�H[LVWLQJ�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV WKDW�
HYROYH�ZLWK�WHFKQRORJ\��%\�UHO\LQJ�RQ�WKRVH�JOREDO�VWDQGDUGV��JXLGHOLQHV� DQG�SUDFWLFHV�
GHYHORSHG��PDQDJHG��DQG�XSGDWHG�E\�LQGXVWU\��WKH�WRROV�DQG�PHWKRGV�DYDLODEOH�WR�DFKLHYH�WKH
)UDPHZRUN�RXWFRPHV�ZLOO�VFDOH�DFURVV�ERUGHUV��DFNQRZOHGJH WKH�JOREDO�QDWXUH�RI�F\EHUVHFXULW\�
ULVNV��DQG�HYROYH�ZLWK�WHFKQRORJLFDO�DGYDQFHV�DQG�EXVLQHVV�UHTXLUHPHQWV��7KH�XVH�RI�H[LVWLQJ�DQG�
HPHUJLQJ�VWDQGDUGV�ZLOO�HQDEOH�HFRQRPLHV�RI�VFDOH DQG�GULYH WKH�GHYHORSPHQW�RI�HIIHFWLYH�
SURGXFWV��VHUYLFHV��DQG�SUDFWLFHV�WKDW�PHHW�LGHQWLILHG�PDUNHW�QHHGV��0DUNHW�FRPSHWLWLRQ�DOVR�
SURPRWHV�IDVWHU�GLIIXVLRQ�RI�WKHVH�WHFKQRORJLHV�DQG�SUDFWLFHV�DQG�UHDOL]DWLRQ�RI�PDQ\�EHQHILWV�E\�
WKH�VWDNHKROGHUV�LQ�WKHVH�VHFWRUV�

%XLOGLQJ�IURP�WKRVH�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV��WKH�)UDPHZRUN�SURYLGHV�D�FRPPRQ�
WD[RQRP\ DQG�PHFKDQLVP�IRU RUJDQL]DWLRQV�WR�

�� 'HVFULEH WKHLU�FXUUHQW�F\EHUVHFXULW\�SRVWXUH�

�� 'HVFULEH�WKHLU�WDUJHW�VWDWH�IRU�F\EHUVHFXULW\�

�� ,GHQWLI\�DQG�SULRULWL]H�RSSRUWXQLWLHV�IRU�LPSURYHPHQW�ZLWKLQ�WKH�FRQWH[W�RI D�
FRQWLQXRXV�DQG�UHSHDWDEOH�SURFHVV�

�� $VVHVV�SURJUHVV�WRZDUG�WKH�WDUJHW�VWDWH�

�� &RPPXQLFDWH�DPRQJ�LQWHUQDO�DQG�H[WHUQDO�VWDNHKROGHUV�DERXW�F\EHUVHFXULW\�ULVN�

7KH�)UDPHZRUN�LV�QRW�D�RQH�VL]H�ILWV�DOO�DSSURDFK�WR�PDQDJLQJ�F\EHUVHFXULW\ ULVN�IRU�FULWLFDO�
LQIUDVWUXFWXUH� 2UJDQL]DWLRQV�ZLOO�FRQWLQXH�WR�KDYH�XQLTXH ULVNV�± GLIIHUHQW�WKUHDWV��GLIIHUHQW�
YXOQHUDELOLWLHV��GLIIHUHQW�ULVN�WROHUDQFHV��7KH\�DOVR�ZLOO�YDU\�LQ KRZ�WKH\�FXVWRPL]H�SUDFWLFHV�
GHVFULEHG�LQ�WKH�)UDPHZRUN��2UJDQL]DWLRQV FDQ�GHWHUPLQH�DFWLYLWLHV�WKDW�DUH�LPSRUWDQW�WR�FULWLFDO�
VHUYLFH�GHOLYHU\�DQG�FDQ�SULRULWL]H�LQYHVWPHQWV�WR�PD[LPL]H�WKH�LPSDFW�RI�HDFK�GROODU�VSHQW��
8OWLPDWHO\��WKH�)UDPHZRUN�LV�DLPHG�DW�UHGXFLQJ�DQG�EHWWHU�PDQDJLQJ�F\EHUVHFXULW\�ULVNV�
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7R�DFFRXQW�IRU�WKH�XQLTXH�F\EHUVHFXULW\�QHHGV�RI�RUJDQL]DWLRQV��WKHUH�DUH�D�ZLGH�YDULHW\�RI�ZD\V�
WR�XVH�WKH�)UDPHZRUN��7KH�GHFLVLRQ�DERXW�KRZ�WR�DSSO\�LW�LV�OHIW�WR�WKH�LPSOHPHQWLQJ�
RUJDQL]DWLRQ��)RU�H[DPSOH��RQH�RUJDQL]DWLRQ�PD\�FKRRVH�WR�XVH WKH�)UDPHZRUN�,PSOHPHQWDWLRQ�
7LHUV�WR�DUWLFXODWH�HQYLVLRQHG�ULVN�PDQDJHPHQW�SUDFWLFHV��$QRWKHU�RUJDQL]DWLRQ�PD\�XVH�WKH�
)UDPHZRUN¶V�ILYH�)XQFWLRQV�WR�DQDO\]H�LWV�HQWLUH�ULVN�PDQDJHPHQW�SRUWIROLR��WKDW�DQDO\VLV�PD\�RU�
PD\�QRW�UHO\�RQ�PRUH�GHWDLOHG�FRPSDQLRQ�JXLGDQFH��VXFK�DV�FRQWUROV�FDWDORJV��7KHUH�VRPHWLPHV�
LV�GLVFXVVLRQ�DERXW�³FRPSOLDQFH´�ZLWK�WKH�)UDPHZRUN��DQG�WKH�)UDPHZRUN�KDV�XWLOLW\�DV�D�
VWUXFWXUH�DQG�ODQJXDJH�IRU�RUJDQL]LQJ�DQG�H[SUHVVLQJ�FRPSOLDQFH�ZLWK�DQ�RUJDQL]DWLRQ¶V�RZQ�
F\EHUVHFXULW\�UHTXLUHPHQWV��1HYHUWKHOHVV��WKH�YDULHW\�RI�ZD\V�LQ�ZKLFK�WKH�)UDPHZRUN�FDQ�EH�
XVHG�E\�DQ�RUJDQL]DWLRQ�PHDQV�WKDW�SKUDVHV OLNH�³FRPSOLDQFH ZLWK�WKH�)UDPHZRUN´�FDQ�EH�
FRQIXVLQJ�DQG�PHDQ�VRPHWKLQJ�YHU\�GLIIHUHQW�WR�YDULRXV�VWDNHKROGHUV�

7KH�)UDPHZRUN�FRPSOHPHQWV��DQG GRHV�QRW�UHSODFH��DQ�RUJDQL]DWLRQ¶V�ULVN�PDQDJHPHQW�SURFHVV�
DQG�F\EHUVHFXULW\�SURJUDP��7KH�RUJDQL]DWLRQ�FDQ�XVH�LWV�FXUUHQW�SURFHVVHV�DQG�OHYHUDJH�WKH�
)UDPHZRUN�WR�LGHQWLI\�RSSRUWXQLWLHV�WR�VWUHQJWKHQ DQG�FRPPXQLFDWH�LWV PDQDJHPHQW�RI�
F\EHUVHFXULW\�ULVN�ZKLOH�DOLJQLQJ�ZLWK�LQGXVWU\�SUDFWLFHV��$OWHUQDWLYHO\��DQ�RUJDQL]DWLRQ�ZLWKRXW�
DQ�H[LVWLQJ�F\EHUVHFXULW\�SURJUDP�FDQ�XVH�WKH�)UDPHZRUN�DV�D�UHIHUHQFH�WR�HVWDEOLVK�RQH�

:KLOH�WKH�)UDPHZRUN�KDV�EHHQ�GHYHORSHG�WR�LPSURYH�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�DV�LW�UHODWHV�
WR�FULWLFDO�LQIUDVWUXFWXUH��LW�FDQ�EH�XVHG�E\�RUJDQL]DWLRQV�LQ�DQ\�VHFWRU�RI�WKH�HFRQRP\�RU�VRFLHW\�
,W�LV�LQWHQGHG�WR�EH�XVHIXO�WR�FRPSDQLHV��JRYHUQPHQW�DJHQFLHV��DQG�QRW�IRU�SURILW�RUJDQL]DWLRQV�
UHJDUGOHVV�RI�WKHLU�IRFXV�RU�VL]H��7KH�FRPPRQ�WD[RQRP\ RI�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV�
WKDW�LW�SURYLGHV�DOVR�LV�QRW�FRXQWU\�VSHFLILF��2UJDQL]DWLRQV�RXWVLGH�WKH�8QLWHG�6WDWHV�PD\�DOVR�XVH�
WKH�)UDPHZRUN�WR�VWUHQJWKHQ�WKHLU�RZQ�F\EHUVHFXULW\�HIIRUWV��DQG�WKH�)UDPHZRUN�FDQ�FRQWULEXWH�
WR�GHYHORSLQJ�D�FRPPRQ�ODQJXDJH�IRU�LQWHUQDWLRQDO�FRRSHUDWLRQ�RQ�FULWLFDO�LQIUDVWUXFWXUH�
F\EHUVHFXULW\�

��� 2YHUYLHZ�RI�WKH�)UDPHZRUN

7KH�)UDPHZRUN�LV�D�ULVN�EDVHG�DSSURDFK�WR�PDQDJLQJ�F\EHUVHFXULW\�ULVN��DQG�LV FRPSRVHG�RI�
WKUHH�SDUWV��WKH�)UDPHZRUN�&RUH��WKH�)UDPHZRUN�,PSOHPHQWDWLRQ�7LHUV��DQG�WKH�)UDPHZRUN�
3URILOHV��(DFK�)UDPHZRUN�FRPSRQHQW�UHLQIRUFHV�WKH�FRQQHFWLRQ�EHWZHHQ�EXVLQHVV�PLVVLRQ
GULYHUV�DQG�F\EHUVHFXULW\�DFWLYLWLHV��7KHVH�FRPSRQHQWV�DUH�H[SODLQHG�EHORZ�

x 7KH�)UDPHZRUN�&RUH LV�D�VHW�RI�F\EHUVHFXULW\�DFWLYLWLHV��GHVLUHG�RXWFRPHV� DQG�
DSSOLFDEOH�UHIHUHQFHV�WKDW�DUH�FRPPRQ�DFURVV�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV� 7KH�&RUH�
SUHVHQWV�LQGXVWU\�VWDQGDUGV��JXLGHOLQHV� DQG�SUDFWLFHV�LQ�D�PDQQHU�WKDW�DOORZV�IRU�
FRPPXQLFDWLRQ�RI�F\EHUVHFXULW\�DFWLYLWLHV�DQG�RXWFRPHV DFURVV�WKH�RUJDQL]DWLRQ�IURP�WKH�
H[HFXWLYH OHYHO�WR�WKH�LPSOHPHQWDWLRQ�RSHUDWLRQV�OHYHO��7KH�)UDPHZRUN�&RUH�FRQVLVWV�RI�
ILYH�FRQFXUUHQW�DQG�FRQWLQXRXV�)XQFWLRQV²,GHQWLI\��3URWHFW��'HWHFW��5HVSRQG��5HFRYHU��
:KHQ�FRQVLGHUHG�WRJHWKHU��WKHVH�)XQFWLRQV SURYLGH�D�KLJK�OHYHO��VWUDWHJLF�YLHZ�RI�WKH�
OLIHF\FOH�RI�DQ�RUJDQL]DWLRQ¶V�PDQDJHPHQW�RI�F\EHUVHFXULW\�ULVN��7KH�)UDPHZRUN�&RUH�
WKHQ�LGHQWLILHV�XQGHUO\LQJ�NH\�&DWHJRULHV�DQG�6XEFDWHJRULHV ± ZKLFK�DUH�GLVFUHWH�
RXWFRPHV ± IRU�HDFK�)XQFWLRQ��DQG�PDWFKHV�WKHP�ZLWK�H[DPSOH�,QIRUPDWLYH�5HIHUHQFHV�
VXFK�DV�H[LVWLQJ�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV�IRU�HDFK�6XEFDWHJRU\�

x )UDPHZRUN�,PSOHPHQWDWLRQ�7LHUV �³7LHUV´� SURYLGH�FRQWH[W�RQ KRZ�DQ�RUJDQL]DWLRQ
YLHZV�F\EHUVHFXULW\�ULVN�DQG�WKH�SURFHVVHV�LQ�SODFH�WR�PDQDJH�WKDW�ULVN� 7LHUV�GHVFULEH�WKH�
GHJUHH�WR�ZKLFK�DQ�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�SUDFWLFHV�H[KLELW�WKH�
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FKDUDFWHULVWLFV�GHILQHG�LQ�WKH�)UDPHZRUN��H�J���ULVN�DQG�WKUHDW�DZDUH��UHSHDWDEOH��DQG�
DGDSWLYH���7KH�7LHUV�FKDUDFWHUL]H�DQ�RUJDQL]DWLRQ¶V�SUDFWLFHV�RYHU�D�UDQJH��IURP�3DUWLDO�
�7LHU����WR�$GDSWLYH��7LHU���� 7KHVH�7LHUV�UHIOHFW�D�SURJUHVVLRQ�IURP�LQIRUPDO��UHDFWLYH�
UHVSRQVHV WR�DSSURDFKHV�WKDW�DUH�DJLOH�DQG�ULVN�LQIRUPHG� 'XULQJ�WKH�7LHU�VHOHFWLRQ�
SURFHVV��DQ�RUJDQL]DWLRQ VKRXOG�FRQVLGHU�LWV FXUUHQW�ULVN�PDQDJHPHQW�SUDFWLFHV��WKUHDW�
HQYLURQPHQW��OHJDO�DQG�UHJXODWRU\�UHTXLUHPHQWV��EXVLQHVV�PLVVLRQ�REMHFWLYHV��DQG�
RUJDQL]DWLRQDO�FRQVWUDLQWV�

x $ )UDPHZRUN�3URILOH �³3URILOH´��UHSUHVHQWV�WKH�RXWFRPHV�EDVHG�RQ�EXVLQHVV�QHHGV�WKDW�DQ
RUJDQL]DWLRQ�KDV�VHOHFWHG�IURP�WKH�)UDPHZRUN�&DWHJRULHV�DQG�6XEFDWHJRULHV��7KH�3URILOH�
FDQ�EH�FKDUDFWHUL]HG�DV�WKH�DOLJQPHQW�RI�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV�WR�WKH�
)UDPHZRUN�&RUH�LQ�D�SDUWLFXODU�LPSOHPHQWDWLRQ�VFHQDULR� 3URILOHV�FDQ�EH�XVHG�WR�LGHQWLI\�
RSSRUWXQLWLHV�IRU�LPSURYLQJ�F\EHUVHFXULW\�SRVWXUH�E\�FRPSDULQJ�D�³&XUUHQW´�3URILOH��WKH�
³DV�LV´�VWDWH��ZLWK�D�³7DUJHW´�3URILOH��WKH�³WR�EH´�VWDWH���7R�GHYHORS�D�3URILOH��DQ�
RUJDQL]DWLRQ�FDQ�UHYLHZ�DOO�RI�WKH�&DWHJRULHV�DQG�6XEFDWHJRULHV�DQG� EDVHG�RQ�
EXVLQHVV�PLVVLRQ GULYHUV�DQG�D�ULVN�DVVHVVPHQW��GHWHUPLQH�ZKLFK�DUH�PRVW�LPSRUWDQW��LW�
FDQ�DGG�&DWHJRULHV�DQG�6XEFDWHJRULHV�DV�QHHGHG�WR�DGGUHVV�WKH�RUJDQL]DWLRQ¶V�ULVNV��7KH
&XUUHQW�3URILOH�FDQ�WKHQ�EH�XVHG�WR�VXSSRUW�SULRULWL]DWLRQ�DQG�PHDVXUHPHQW�RI�SURJUHVV�
WRZDUG�WKH�7DUJHW�3URILOH��ZKLOH�IDFWRULQJ�LQ�RWKHU�EXVLQHVV�QHHGV�LQFOXGLQJ�FRVW�
HIIHFWLYHQHVV�DQG�LQQRYDWLRQ��3URILOHV�FDQ EH�XVHG�WR�FRQGXFW�VHOI�DVVHVVPHQWV�DQG�
FRPPXQLFDWH�ZLWKLQ�DQ�RUJDQL]DWLRQ�RU�EHWZHHQ�RUJDQL]DWLRQV�

��� 5LVN�0DQDJHPHQW�DQG�WKH�&\EHUVHFXULW\�)UDPHZRUN

5LVN�PDQDJHPHQW�LV�WKH�RQJRLQJ�SURFHVV�RI�LGHQWLI\LQJ��DVVHVVLQJ��DQG�UHVSRQGLQJ�WR ULVN��7R�
PDQDJH�ULVN��RUJDQL]DWLRQV�VKRXOG�XQGHUVWDQG�WKH�OLNHOLKRRG�WKDW�DQ HYHQW�ZLOO�RFFXU�DQG�WKH�
SRWHQWLDO�UHVXOWLQJ�LPSDFWV��:LWK�WKLV�LQIRUPDWLRQ��RUJDQL]DWLRQV�FDQ�GHWHUPLQH�WKH�DFFHSWDEOH�
OHYHO�RI�ULVN�IRU�DFKLHYLQJ�WKHLU�RUJDQL]DWLRQDO�REMHFWLYHV DQG�FDQ�H[SUHVV WKLV DV�WKHLU�ULVN�
WROHUDQFH��

:LWK DQ�XQGHUVWDQGLQJ�RI�ULVN�WROHUDQFH��RUJDQL]DWLRQV�FDQ�SULRULWL]H�F\EHUVHFXULW\�DFWLYLWLHV��
HQDEOLQJ�RUJDQL]DWLRQV�WR�PDNH�LQIRUPHG�GHFLVLRQV�DERXW�F\EHUVHFXULW\�H[SHQGLWXUHV�
,PSOHPHQWDWLRQ�RI�ULVN�PDQDJHPHQW�SURJUDPV�RIIHUV�RUJDQL]DWLRQV�WKH�DELOLW\ WR�TXDQWLI\�DQG�
FRPPXQLFDWH�DGMXVWPHQWV WR�WKHLU�F\EHUVHFXULW\�SURJUDPV��2UJDQL]DWLRQV�PD\�FKRRVH�WR�KDQGOH�
ULVN�LQ�GLIIHUHQW�ZD\V��LQFOXGLQJ�PLWLJDWLQJ�WKH�ULVN��WUDQVIHUULQJ�WKH�ULVN��DYRLGLQJ�WKH�ULVN��RU�
DFFHSWLQJ�WKH�ULVN� GHSHQGLQJ�RQ�WKH�SRWHQWLDO�LPSDFW�WR�WKH�GHOLYHU\�RI�FULWLFDO�VHUYLFHV� 7KH�
)UDPHZRUN�XVHV�ULVN�PDQDJHPHQW�SURFHVVHV�WR�HQDEOH�RUJDQL]DWLRQV�WR�LQIRUP�DQG�SULRULWL]H�
GHFLVLRQV�UHJDUGLQJ�F\EHUVHFXULW\��,W VXSSRUWV�UHFXUULQJ ULVN�DVVHVVPHQWV�DQG�YDOLGDWLRQ�RI�
EXVLQHVV�GULYHUV�WR�KHOS�RUJDQL]DWLRQV�VHOHFW�WDUJHW�VWDWHV�IRU�F\EHUVHFXULW\�DFWLYLWLHV�WKDW�UHIOHFW�
GHVLUHG�RXWFRPHV��7KXV��WKH�)UDPHZRUN�JLYHV�RUJDQL]DWLRQV�WKH�DELOLW\�WR�G\QDPLFDOO\�VHOHFW�DQG�
GLUHFW�LPSURYHPHQW�LQ�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�IRU�WKH ,7 DQG ,&6�HQYLURQPHQWV�

7KH�)UDPHZRUN�LV�DGDSWLYH�WR�SURYLGH�D�IOH[LEOH�DQG�ULVN�EDVHG�LPSOHPHQWDWLRQ�WKDW�FDQ�EH�XVHG�
ZLWK D�EURDG�DUUD\�RI�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�SURFHVVHV� ([DPSOHV�RI�F\EHUVHFXULW\�ULVN�
PDQDJHPHQW�SURFHVVHV�LQFOXGH�,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ��,62��
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�������������,62�,QWHUQDWLRQDO�(OHFWURWHFKQLFDO�&RPPLVVLRQ��,(&� �������������1,67�6SHFLDO�
3XEOLFDWLRQ��63���������� DQG�WKH�(OHFWULFLW\�6XEVHFWRU�&\EHUVHFXULW\�5LVN�0DQDJHPHQW�3URFHVV
�503��JXLGHOLQH��

��� 'RFXPHQW�2YHUYLHZ

7KH�UHPDLQGHU�RI�WKLV�GRFXPHQW�FRQWDLQV�WKH�IROORZLQJ�VHFWLRQV�DQG�DSSHQGLFHV�
x 6HFWLRQ�� GHVFULEHV�WKH�)UDPHZRUN�FRPSRQHQWV��WKH�)UDPHZRUN�&RUH��WKH�7LHUV��DQG�WKH�

3URILOHV�
x 6HFWLRQ�� SUHVHQWV�H[DPSOHV�RI�KRZ�WKH�)UDPHZRUN�FDQ�EH�XVHG�
x 6HFWLRQ�� GHVFULEHV�KRZ�WR�XVH�WKH�)UDPHZRUN�IRU�VHOI�DVVHVVLQJ�DQG�GHPRQVWUDWLQJ�

F\EHUVHFXULW\�WKURXJK�PHDVXUHPHQWV�
x $SSHQGL[�$ SUHVHQWV�WKH�)UDPHZRUN�&RUH�LQ�D�WDEXODU�IRUPDW��WKH�)XQFWLRQV��&DWHJRULHV��

6XEFDWHJRULHV��DQG�,QIRUPDWLYH�5HIHUHQFHV�
x $SSHQGL[�% FRQWDLQV�D�JORVVDU\�RI�VHOHFWHG�WHUPV�
x $SSHQGL[�& OLVWV�DFURQ\PV�XVHG�LQ�WKLV�GRFXPHQW�

� ,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ��5LVN�PDQDJHPHQW�± 3ULQFLSOHV�DQG�JXLGHOLQHV��,62�������������
������KWWS���ZZZ�LVR�RUJ�LVR�KRPH�VWDQGDUGV�LVR������KWP

� ,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ�,QWHUQDWLRQDO�(OHFWURWHFKQLFDO�&RPPLVVLRQ��,QIRUPDWLRQ�
WHFKQRORJ\�± 6HFXULW\�WHFKQLTXHV�± ,QIRUPDWLRQ�VHFXULW\�ULVN�PDQDJHPHQW��,62�,(&�������������������
KWWSV���ZZZ�LVR�RUJ�VWDQGDUG�������KWPO

� -RLQW�7DVN�)RUFH�7UDQVIRUPDWLRQ�,QLWLDWLYH��0DQDJLQJ�,QIRUPDWLRQ�6HFXULW\�5LVN��2UJDQL]DWLRQ��0LVVLRQ��DQG�
,QIRUPDWLRQ�6\VWHP�9LHZ� 1,67�6SHFLDO�3XEOLFDWLRQ���������0DUFK�������KWWSV���GRL�RUJ���������1,67�63�����
��

� 8�6��'HSDUWPHQW�RI�(QHUJ\��(OHFWULFLW\�6XEVHFWRU�&\EHUVHFXULW\�5LVN�0DQDJHPHQW�3URFHVV��'2(�2(�������0D\�
������KWWSV���HQHUJ\�JRY�VLWHV�SURG�ILOHV�&\EHUVHFXULW\�5LVN�0DQDJHPHQW�3URFHVV�*XLGHOLQH�� )LQDO�� 0D\�
�����SGI
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ʹǤͲ 	���������������

7KH�)UDPHZRUN�SURYLGHV�D�FRPPRQ�ODQJXDJH IRU XQGHUVWDQGLQJ��PDQDJLQJ��DQG�H[SUHVVLQJ
F\EHUVHFXULW\�ULVN WR�LQWHUQDO�DQG�H[WHUQDO�VWDNHKROGHUV� ,W FDQ�EH�XVHG�WR�KHOS�LGHQWLI\ DQG�
SULRULWL]H�DFWLRQV�IRU�UHGXFLQJ�F\EHUVHFXULW\ ULVN� DQG�LW�LV�D�WRRO�IRU�DOLJQLQJ SROLF\��EXVLQHVV��DQG�
WHFKQRORJLFDO�DSSURDFKHV�WR�PDQDJLQJ WKDW ULVN��,W�FDQ�EH�XVHG�WR�PDQDJH�F\EHUVHFXULW\�ULVN�
DFURVV�HQWLUH�RUJDQL]DWLRQV�RU�LW�FDQ�EH�IRFXVHG�RQ�WKH�GHOLYHU\�RI�FULWLFDO�VHUYLFHV ZLWKLQ�DQ�
RUJDQL]DWLRQ��'LIIHUHQW�W\SHV�RI�HQWLWLHV�± LQFOXGLQJ�VHFWRU FRRUGLQDWLQJ�VWUXFWXUHV��DVVRFLDWLRQV��
DQG�RUJDQL]DWLRQV ± FDQ�XVH�WKH )UDPHZRUN�IRU�GLIIHUHQW SXUSRVHV��LQFOXGLQJ�WKH�FUHDWLRQ�RI�
FRPPRQ�3URILOHV�

��� )UDPHZRUN�&RUH

7KH�)UDPHZRUN�&RUH SURYLGHV�D�VHW�RI�DFWLYLWLHV WR�DFKLHYH�VSHFLILF�F\EHUVHFXULW\�RXWFRPHV��DQG�
UHIHUHQFHV�H[DPSOHV�RI�JXLGDQFH�WR�DFKLHYH�WKRVH�RXWFRPHV��7KH�&RUH LV�QRW�D�FKHFNOLVW�RI�
DFWLRQV�WR�SHUIRUP� ,W SUHVHQWV�NH\�F\EHUVHFXULW\�RXWFRPHV�LGHQWLILHG�E\�VWDNHKROGHUV�DV�KHOSIXO�
LQ�PDQDJLQJ�F\EHUVHFXULW\�ULVN��7KH�&RUH�FRPSULVHV IRXU�HOHPHQWV��)XQFWLRQV��&DWHJRULHV��
6XEFDWHJRULHV��DQG�,QIRUPDWLYH�5HIHUHQFHV��GHSLFWHG LQ�)LJXUH���

)LJXUH����)UDPHZRUN�&RUH�6WUXFWXUH

7KH�)UDPHZRUN�&RUH�HOHPHQWV�ZRUN�WRJHWKHU�DV�IROORZV�

x )XQFWLRQV RUJDQL]H�EDVLF�F\EHUVHFXULW\�DFWLYLWLHV�DW�WKHLU�KLJKHVW�OHYHO��7KHVH�)XQFWLRQV�
DUH ,GHQWLI\��3URWHFW��'HWHFW��5HVSRQG��DQG�5HFRYHU��7KH\�DLG DQ�RUJDQL]DWLRQ�LQ�
H[SUHVVLQJ�LWV�PDQDJHPHQW�RI�F\EHUVHFXULW\�ULVN�E\�RUJDQL]LQJ�LQIRUPDWLRQ��HQDEOLQJ�ULVN�
PDQDJHPHQW�GHFLVLRQV��DGGUHVVLQJ�WKUHDWV��DQG�LPSURYLQJ�E\�OHDUQLQJ�IURP�SUHYLRXV�
DFWLYLWLHV��7KH�)XQFWLRQV�DOVR�DOLJQ�ZLWK�H[LVWLQJ�PHWKRGRORJLHV�IRU�LQFLGHQW�PDQDJHPHQW
DQG�KHOS�VKRZ�WKH�LPSDFW RI�LQYHVWPHQWV�LQ�F\EHUVHFXULW\��)RU�H[DPSOH��LQYHVWPHQWV�LQ�
SODQQLQJ�DQG�H[HUFLVHV�VXSSRUW�WLPHO\�UHVSRQVH�DQG�UHFRYHU\�DFWLRQV� UHVXOWLQJ�LQ�UHGXFHG�
LPSDFW�WR WKH�GHOLYHU\�RI�VHUYLFHV�
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x &DWHJRULHV DUH�WKH�VXEGLYLVLRQV RI�D�)XQFWLRQ�LQWR�JURXSV�RI�F\EHUVHFXULW\�RXWFRPHV
FORVHO\�WLHG�WR�SURJUDPPDWLF�QHHGV�DQG�SDUWLFXODU�DFWLYLWLHV��([DPSOHV�RI�&DWHJRULHV�
LQFOXGH�³$VVHW�0DQDJHPHQW�´�³,GHQWLW\�0DQDJHPHQW�DQG�$FFHVV�&RQWURO�´�DQG�
³'HWHFWLRQ 3URFHVVHV�´�

x 6XEFDWHJRULHV IXUWKHU�GLYLGH�D�&DWHJRU\�LQWR VSHFLILF RXWFRPHV RI�WHFKQLFDO�DQG�RU�
PDQDJHPHQW�DFWLYLWLHV��7KH\�SURYLGH�D�VHW�RI�UHVXOWV�WKDW��ZKLOH�QRW�H[KDXVWLYH��KHOS�
VXSSRUW�DFKLHYHPHQW�RI�WKH�RXWFRPHV�LQ�HDFK�&DWHJRU\��([DPSOHV�RI�6XEFDWHJRULHV�
LQFOXGH�³([WHUQDO�LQIRUPDWLRQ�V\VWHPV DUH FDWDORJXHG�´�³'DWD�DW�UHVW�LV�SURWHFWHG�´�DQG�
³1RWLILFDWLRQV�IURP�GHWHFWLRQ�V\VWHPV DUH�LQYHVWLJDWHG�´�

x ,QIRUPDWLYH�5HIHUHQFHV DUH�VSHFLILF�VHFWLRQV�RI�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV�
FRPPRQ�DPRQJ�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV�WKDW�LOOXVWUDWH�D�PHWKRG�WR�DFKLHYH�WKH�
RXWFRPHV�DVVRFLDWHG�ZLWK HDFK�6XEFDWHJRU\��7KH�,QIRUPDWLYH�5HIHUHQFHV SUHVHQWHG�LQ�WKH�
)UDPHZRUN�&RUH�DUH�LOOXVWUDWLYH�DQG�QRW�H[KDXVWLYH� 7KH\�DUH�EDVHG�XSRQ�FURVV�VHFWRU�
JXLGDQFH�PRVW�IUHTXHQWO\�UHIHUHQFHG�GXULQJ�WKH�)UDPHZRUN�GHYHORSPHQW�SURFHVV�

7KH�ILYH�)UDPHZRUN�&RUH�)XQFWLRQV DUH�GHILQHG�EHORZ� 7KHVH�)XQFWLRQV�DUH�QRW�LQWHQGHG�WR�
IRUP�D�VHULDO�SDWK�RU�OHDG�WR�D�VWDWLF�GHVLUHG�HQG VWDWH� 5DWKHU��WKH�)XQFWLRQV�VKRXOG EH SHUIRUPHG�
FRQFXUUHQWO\�DQG�FRQWLQXRXVO\�WR�IRUP�DQ�RSHUDWLRQDO�FXOWXUH�WKDW�DGGUHVVHV�WKH�G\QDPLF�
F\EHUVHFXULW\�ULVN��6HH�$SSHQGL[�$ IRU WKH�FRPSOHWH�)UDPHZRUN�&RUH�OLVWLQJ�

x ,GHQWLI\ ± 'HYHORS�DQ RUJDQL]DWLRQDO�XQGHUVWDQGLQJ�WR�PDQDJH�F\EHUVHFXULW\�ULVN�WR�
V\VWHPV��SHRSOH��DVVHWV��GDWD��DQG�FDSDELOLWLHV�

7KH�DFWLYLWLHV LQ�WKH�,GHQWLI\�)XQFWLRQ�DUH�IRXQGDWLRQDO�IRU�HIIHFWLYH�XVH RI�WKH�
)UDPHZRUN��8QGHUVWDQGLQJ�WKH�EXVLQHVV�FRQWH[W��WKH�UHVRXUFHV�WKDW�VXSSRUW�FULWLFDO�
IXQFWLRQV� DQG�WKH�UHODWHG�F\EHUVHFXULW\�ULVNV�HQDEOHV DQ�RUJDQL]DWLRQ�WR�IRFXV�DQG�
SULRULWL]H�LWV�HIIRUWV��FRQVLVWHQW�ZLWK�LWV ULVN�PDQDJHPHQW VWUDWHJ\�DQG�EXVLQHVV�QHHGV��
([DPSOHV�RI�RXWFRPH�&DWHJRULHV�ZLWKLQ�WKLV�)XQFWLRQ LQFOXGH� $VVHW�0DQDJHPHQW�
%XVLQHVV�(QYLURQPHQW� *RYHUQDQFH� 5LVN�$VVHVVPHQW� DQG�5LVN�0DQDJHPHQW�6WUDWHJ\�

x 3URWHFW ± 'HYHORS DQG�LPSOHPHQW DSSURSULDWH�VDIHJXDUGV WR�HQVXUH�GHOLYHU\�RI�FULWLFDO�
VHUYLFHV�

7KH�3URWHFW�)XQFWLRQ VXSSRUWV�WKH�DELOLW\�WR�OLPLW�RU�FRQWDLQ�WKH�LPSDFW RI D�SRWHQWLDO
F\EHUVHFXULW\�HYHQW� ([DPSOHV�RI�RXWFRPH�&DWHJRULHV�ZLWKLQ�WKLV�)XQFWLRQ�LQFOXGH�
,GHQWLW\�0DQDJHPHQW�DQG�$FFHVV�&RQWURO� $ZDUHQHVV�DQG�7UDLQLQJ� 'DWD�6HFXULW\�
,QIRUPDWLRQ�3URWHFWLRQ�3URFHVVHV�DQG�3URFHGXUHV� 0DLQWHQDQFH� DQG�3URWHFWLYH�
7HFKQRORJ\�

x 'HWHFW ± 'HYHORS�DQG�LPSOHPHQW�DSSURSULDWH�DFWLYLWLHV�WR�LGHQWLI\�WKH�RFFXUUHQFH�RI�D�
F\EHUVHFXULW\�HYHQW�

7KH�'HWHFW�)XQFWLRQ�HQDEOHV�WLPHO\�GLVFRYHU\�RI�F\EHUVHFXULW\�HYHQWV� ([DPSOHV�RI�
RXWFRPH�&DWHJRULHV�ZLWKLQ�WKLV�)XQFWLRQ�LQFOXGH� $QRPDOLHV�DQG�(YHQWV� 6HFXULW\�
&RQWLQXRXV�0RQLWRULQJ� DQG�'HWHFWLRQ�3URFHVVHV�
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x 5HVSRQG ± 'HYHORS DQG�LPSOHPHQW DSSURSULDWH�DFWLYLWLHV WR�WDNH�DFWLRQ�UHJDUGLQJ�D�
GHWHFWHG�F\EHUVHFXULW\�LQFLGHQW�

7KH�5HVSRQG�)XQFWLRQ�VXSSRUWV WKH�DELOLW\�WR�FRQWDLQ WKH�LPSDFW RI�D�SRWHQWLDO
F\EHUVHFXULW\�LQFLGHQW� ([DPSOHV RI�RXWFRPH�&DWHJRULHV�ZLWKLQ�WKLV�)XQFWLRQ�LQFOXGH�
5HVSRQVH�3ODQQLQJ� &RPPXQLFDWLRQV� $QDO\VLV� 0LWLJDWLRQ� DQG�,PSURYHPHQWV�

x 5HFRYHU ± 'HYHORS DQG�LPSOHPHQW DSSURSULDWH�DFWLYLWLHV WR�PDLQWDLQ�SODQV�IRU�UHVLOLHQFH�
DQG�WR�UHVWRUH�DQ\�FDSDELOLWLHV�RU�VHUYLFHV�WKDW�ZHUH�LPSDLUHG�GXH�WR D�F\EHUVHFXULW\
LQFLGHQW�

7KH�5HFRYHU )XQFWLRQ�VXSSRUWV WLPHO\�UHFRYHU\�WR�QRUPDO�RSHUDWLRQV�WR�UHGXFH�WKH�
LPSDFW�IURP�D�F\EHUVHFXULW\�LQFLGHQW� ([DPSOHV RI�RXWFRPH�&DWHJRULHV�ZLWKLQ�WKLV�
)XQFWLRQ�LQFOXGH� 5HFRYHU\�3ODQQLQJ� ,PSURYHPHQWV� DQG�&RPPXQLFDWLRQV�

��� )UDPHZRUN�,PSOHPHQWDWLRQ 7LHUV

7KH�)UDPHZRUN�,PSOHPHQWDWLRQ�7LHUV��³7LHUV´��SURYLGH�FRQWH[W�RQ�KRZ�DQ�RUJDQL]DWLRQ�YLHZV�
F\EHUVHFXULW\�ULVN�DQG�WKH�SURFHVVHV�LQ�SODFH�WR�PDQDJH�WKDW�ULVN��5DQJLQJ IURP�3DUWLDO��7LHU����WR�
$GDSWLYH��7LHU�����7LHUV GHVFULEH�DQ�LQFUHDVLQJ�GHJUHH�RI�ULJRU�DQG�VRSKLVWLFDWLRQ�LQ�
F\EHUVHFXULW\�ULVN�PDQDJHPHQW�SUDFWLFHV��7KH\�KHOS�GHWHUPLQH WKH�H[WHQW�WR�ZKLFK�F\EHUVHFXULW\�
ULVN�PDQDJHPHQW�LV�LQIRUPHG�E\�EXVLQHVV�QHHGV�DQG�LV�LQWHJUDWHG�LQWR�DQ�RUJDQL]DWLRQ¶V�RYHUDOO�
ULVN�PDQDJHPHQW�SUDFWLFHV� 5LVN�PDQDJHPHQW�FRQVLGHUDWLRQV�LQFOXGH�PDQ\�DVSHFWV�RI�
F\EHUVHFXULW\��LQFOXGLQJ�WKH�GHJUHH WR�ZKLFK�SULYDF\�DQG�FLYLO�OLEHUWLHV�FRQVLGHUDWLRQV�DUH�
LQWHJUDWHG�LQWR�DQ�RUJDQL]DWLRQ¶V�PDQDJHPHQW�RI�F\EHUVHFXULW\�ULVN�DQG�SRWHQWLDO�ULVN�UHVSRQVHV�

7KH�7LHU�VHOHFWLRQ�SURFHVV�FRQVLGHUV�DQ�RUJDQL]DWLRQ¶V�FXUUHQW�ULVN�PDQDJHPHQW�SUDFWLFHV��WKUHDW�
HQYLURQPHQW��OHJDO�DQG�UHJXODWRU\�UHTXLUHPHQWV� LQIRUPDWLRQ�VKDULQJ�SUDFWLFHV� EXVLQHVV�PLVVLRQ�
REMHFWLYHV��VXSSO\�FKDLQ�F\EHUVHFXULW\�UHTXLUHPHQWV��DQG�RUJDQL]DWLRQDO�FRQVWUDLQWV��
2UJDQL]DWLRQV�VKRXOG�GHWHUPLQH�WKH�GHVLUHG�7LHU��HQVXULQJ�WKDW�WKH�VHOHFWHG�OHYHO�PHHWV�WKH�
RUJDQL]DWLRQDO�JRDOV��LV�IHDVLEOH�WR�LPSOHPHQW��DQG�UHGXFHV�F\EHUVHFXULW\�ULVN�WR�FULWLFDO�DVVHWV�
DQG�UHVRXUFHV WR�OHYHOV DFFHSWDEOH WR�WKH�RUJDQL]DWLRQ��2UJDQL]DWLRQV�VKRXOG�FRQVLGHU�OHYHUDJLQJ�
H[WHUQDO�JXLGDQFH REWDLQHG�IURP�)HGHUDO�JRYHUQPHQW�GHSDUWPHQWV�DQG�DJHQFLHV��,QIRUPDWLRQ�
6KDULQJ�DQG�$QDO\VLV�&HQWHUV �,6$&V���,QIRUPDWLRQ�6KDULQJ�DQG�$QDO\VLV�2UJDQL]DWLRQV�
�,6$2V���H[LVWLQJ�PDWXULW\�PRGHOV��RU�RWKHU�VRXUFHV WR�DVVLVW�LQ�GHWHUPLQLQJ�WKHLU�GHVLUHG�WLHU��

:KLOH�RUJDQL]DWLRQV�LGHQWLILHG�DV�7LHU����3DUWLDO��DUH�HQFRXUDJHG�WR�FRQVLGHU�PRYLQJ�WRZDUG�7LHU�
��RU�JUHDWHU��7LHUV�GR�QRW�UHSUHVHQW�PDWXULW\�OHYHOV��7LHUV�DUH�PHDQW�WR�VXSSRUW RUJDQL]DWLRQDO�
GHFLVLRQ�PDNLQJ�DERXW�KRZ�WR�PDQDJH�F\EHUVHFXULW\�ULVN��DV�ZHOO�DV�ZKLFK�GLPHQVLRQV�RI�WKH�
RUJDQL]DWLRQ�DUH�KLJKHU�SULRULW\�DQG�FRXOG�UHFHLYH�DGGLWLRQDO�UHVRXUFHV��3URJUHVVLRQ�WR�KLJKHU�
7LHUV�LV�HQFRXUDJHG�ZKHQ�D�FRVW�EHQHILW�DQDO\VLV�LQGLFDWHV�D�IHDVLEOH�DQG�FRVW�HIIHFWLYH UHGXFWLRQ�
RI�F\EHUVHFXULW\�ULVN�
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6XFFHVVIXO�LPSOHPHQWDWLRQ�RI�WKH�)UDPHZRUN�LV�EDVHG�XSRQ�DFKLHYLQJ WKH�RXWFRPHV�GHVFULEHG�LQ�
WKH�RUJDQL]DWLRQ¶V�7DUJHW�3URILOH�V��DQG�QRW�XSRQ�7LHU�GHWHUPLQDWLRQ� 6WLOO��7LHU�VHOHFWLRQ�DQG�
GHVLJQDWLRQ�QDWXUDOO\�DIIHFW�)UDPHZRUN�3URILOHV��7KH�7LHU�UHFRPPHQGDWLRQ�E\�%XVLQHVV�3URFHVV�
/HYHO�PDQDJHUV��DV�DSSURYHG�E\�WKH�6HQLRU�([HFXWLYH�/HYHO��ZLOO�KHOS�VHW�WKH�RYHUDOO�WRQH�IRU�
KRZ�F\EHUVHFXULW\�ULVN�ZLOO�EH�PDQDJHG�ZLWKLQ�WKH�RUJDQL]DWLRQ� DQG�VKRXOG�LQIOXHQFH�
SULRULWL]DWLRQ�ZLWKLQ�D�7DUJHW�3URILOH DQG�DVVHVVPHQWV�RI�SURJUHVV�LQ�DGGUHVVLQJ�JDSV�

7KH�7LHU�GHILQLWLRQV�DUH�DV�IROORZV�

7LHU����3DUWLDO

x 5LVN�0DQDJHPHQW�3URFHVV ± 2UJDQL]DWLRQDO�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�SUDFWLFHV DUH�
QRW�IRUPDOL]HG� DQG�ULVN�LV�PDQDJHG�LQ�DQ�DG�KRF DQG�VRPHWLPHV�UHDFWLYH�PDQQHU��
3ULRULWL]DWLRQ�RI�F\EHUVHFXULW\�DFWLYLWLHV�PD\�QRW�EH�GLUHFWO\�LQIRUPHG�E\�RUJDQL]DWLRQDO�
ULVN�REMHFWLYHV��WKH�WKUHDW�HQYLURQPHQW��RU�EXVLQHVV�PLVVLRQ�UHTXLUHPHQWV��

x ,QWHJUDWHG�5LVN�0DQDJHPHQW�3URJUDP ± 7KHUH�LV OLPLWHG DZDUHQHVV RI�F\EHUVHFXULW\�ULVN�
DW�WKH�RUJDQL]DWLRQDO�OHYHO��7KH�RUJDQL]DWLRQ LPSOHPHQWV�F\EHUVHFXULW\�ULVN�PDQDJHPHQW
RQ�DQ�LUUHJXODU��FDVH�E\�FDVH�EDVLV�GXH�WR�YDULHG�H[SHULHQFH�RU�LQIRUPDWLRQ�JDLQHG�IURP�
RXWVLGH�VRXUFHV��7KH�RUJDQL]DWLRQ PD\�QRW�KDYH�SURFHVVHV�WKDW�HQDEOH�F\EHUVHFXULW\�
LQIRUPDWLRQ�WR�EH�VKDUHG�ZLWKLQ�WKH�RUJDQL]DWLRQ�

x ([WHUQDO�3DUWLFLSDWLRQ�± 7KH�RUJDQL]DWLRQ�GRHV�QRW�XQGHUVWDQG�LWV�UROH�LQ�WKH�ODUJHU�
HFRV\VWHP�ZLWK�UHVSHFW�WR HLWKHU LWV�GHSHQGHQFLHV�RU GHSHQGHQWV��7KH�RUJDQL]DWLRQ�GRHV�
QRW�FROODERUDWH�ZLWK�RU�UHFHLYH�LQIRUPDWLRQ��H�J���WKUHDW�LQWHOOLJHQFH��EHVW�SUDFWLFHV��
WHFKQRORJLHV��IURP�RWKHU�HQWLWLHV��H�J���EX\HUV��VXSSOLHUV��GHSHQGHQFLHV��GHSHQGHQWV��
,6$2V��UHVHDUFKHUV��JRYHUQPHQWV���QRU�GRHV�LW�VKDUH�LQIRUPDWLRQ��7KH�RUJDQL]DWLRQ�LV�
JHQHUDOO\�XQDZDUH�RI�WKH�F\EHU�VXSSO\�FKDLQ�ULVNV�RI�WKH�SURGXFWV�DQG�VHUYLFHV�LW�SURYLGHV�
DQG�WKDW�LW�XVHV��

7LHU����5LVN ,QIRUPHG

x 5LVN�0DQDJHPHQW�3URFHVV ± 5LVN�PDQDJHPHQW�SUDFWLFHV�DUH�DSSURYHG�E\�PDQDJHPHQW�
EXW�PD\�QRW�EH�HVWDEOLVKHG�DV�RUJDQL]DWLRQDO�ZLGH�SROLF\��3ULRULWL]DWLRQ�RI�F\EHUVHFXULW\�
DFWLYLWLHV�DQG�SURWHFWLRQ�QHHGV LV�GLUHFWO\�LQIRUPHG�E\�RUJDQL]DWLRQDO�ULVN�REMHFWLYHV��WKH�
WKUHDW�HQYLURQPHQW��RU�EXVLQHVV�PLVVLRQ�UHTXLUHPHQWV�

x ,QWHJUDWHG�5LVN�0DQDJHPHQW�3URJUDP ± 7KHUH�LV�DQ�DZDUHQHVV�RI�F\EHUVHFXULW\�ULVN�DW�
WKH�RUJDQL]DWLRQDO�OHYHO� EXW�DQ�RUJDQL]DWLRQ�ZLGH�DSSURDFK�WR�PDQDJLQJ�F\EHUVHFXULW\�
ULVN�KDV�QRW�EHHQ�HVWDEOLVKHG��&\EHUVHFXULW\�LQIRUPDWLRQ�LV�VKDUHG�ZLWKLQ�WKH�RUJDQL]DWLRQ�
RQ�DQ�LQIRUPDO�EDVLV��&RQVLGHUDWLRQ�RI�F\EHUVHFXULW\�LQ�RUJDQL]DWLRQDO REMHFWLYHV�DQG�
SURJUDPV�PD\�RFFXU�DW�VRPH�EXW�QRW�DOO�OHYHOV�RI�WKH�RUJDQL]DWLRQ��&\EHU�ULVN DVVHVVPHQW�
RI�RUJDQL]DWLRQDO DQG�H[WHUQDO DVVHWV RFFXUV��EXW LV�QRW�W\SLFDOO\�UHSHDWDEOH�RU�UHRFFXUULQJ�

x ([WHUQDO�3DUWLFLSDWLRQ ± *HQHUDOO\��WKH�RUJDQL]DWLRQ�XQGHUVWDQGV�LWV�UROH�LQ�WKH�ODUJHU�
HFRV\VWHP�ZLWK�UHVSHFW�WR�HLWKHU�LWV�RZQ�GHSHQGHQFLHV�RU�GHSHQGHQWV��EXW�QRW�ERWK��7KH�
RUJDQL]DWLRQ�FROODERUDWHV�ZLWK�DQG�UHFHLYHV�VRPH�LQIRUPDWLRQ�IURP�RWKHU�HQWLWLHV�DQG�
JHQHUDWHV�VRPH�RI�LWV�RZQ�LQIRUPDWLRQ��EXW�PD\�QRW�VKDUH�LQIRUPDWLRQ�ZLWK�RWKHUV��
$GGLWLRQDOO\��WKH�RUJDQL]DWLRQ�LV�DZDUH�RI�WKH�F\EHU�VXSSO\�FKDLQ�ULVNV�DVVRFLDWHG�ZLWK�
WKH�SURGXFWV�DQG�VHUYLFHV�LW�SURYLGHV�DQG�XVHV� EXW�GRHV�QRW�DFW�FRQVLVWHQWO\�RU�IRUPDOO\�
XSRQ�WKRVH�ULVNV��
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7LHU����5HSHDWDEOH�

x 5LVN�0DQDJHPHQW�3URFHVV ± 7KH�RUJDQL]DWLRQ¶V�ULVN�PDQDJHPHQW�SUDFWLFHV�DUH�IRUPDOO\�
DSSURYHG�DQG�H[SUHVVHG�DV�SROLF\��2UJDQL]DWLRQDO�F\EHUVHFXULW\�SUDFWLFHV DUH�UHJXODUO\�
XSGDWHG�EDVHG�RQ�WKH�DSSOLFDWLRQ�RI�ULVN�PDQDJHPHQW�SURFHVVHV�WR�FKDQJHV�LQ�
EXVLQHVV�PLVVLRQ�UHTXLUHPHQWV�DQG D�FKDQJLQJ�WKUHDW�DQG�WHFKQRORJ\�ODQGVFDSH�

x ,QWHJUDWHG�5LVN�0DQDJHPHQW�3URJUDP ± 7KHUH�LV�DQ�RUJDQL]DWLRQ�ZLGH�DSSURDFK�WR�
PDQDJH�F\EHUVHFXULW\�ULVN��5LVN�LQIRUPHG�SROLFLHV��SURFHVVHV��DQG�SURFHGXUHV�DUH�
GHILQHG��LPSOHPHQWHG�DV�LQWHQGHG��DQG�UHYLHZHG��&RQVLVWHQW�PHWKRGV�DUH�LQ�SODFH�WR�
UHVSRQG�HIIHFWLYHO\�WR�FKDQJHV�LQ�ULVN��3HUVRQQHO�SRVVHVV�WKH�NQRZOHGJH�DQG�VNLOOV�WR�
SHUIRUP�WKHLU�DSSRLQWHG�UROHV�DQG�UHVSRQVLELOLWLHV��7KH�RUJDQL]DWLRQ�FRQVLVWHQWO\�DQG�
DFFXUDWHO\ PRQLWRUV�F\EHUVHFXULW\�ULVN RI�RUJDQL]DWLRQDO�DVVHWV��6HQLRU�F\EHUVHFXULW\�DQG�
QRQ�F\EHUVHFXULW\�H[HFXWLYHV�FRPPXQLFDWH�UHJXODUO\�UHJDUGLQJ�F\EHUVHFXULW\�ULVN���
6HQLRU�H[HFXWLYHV�HQVXUH�FRQVLGHUDWLRQ�RI�F\EHUVHFXULW\ WKURXJK�DOO�OLQHV�RI�RSHUDWLRQ�LQ�
WKH�RUJDQL]DWLRQ�

x ([WHUQDO�3DUWLFLSDWLRQ � 7KH�RUJDQL]DWLRQ�XQGHUVWDQGV�LWV�UROH��GHSHQGHQFLHV� DQG�
GHSHQGHQWV�LQ�WKH�ODUJHU�HFRV\VWHP DQG�PD\�FRQWULEXWH�WR�WKH�FRPPXQLW\¶V�EURDGHU�
XQGHUVWDQGLQJ�RI�ULVNV��,W�FROODERUDWHV�ZLWK�DQG�UHFHLYHV�LQIRUPDWLRQ�IURP�RWKHU�HQWLWLHV�
UHJXODUO\�WKDW�FRPSOHPHQWV�LQWHUQDOO\�JHQHUDWHG�LQIRUPDWLRQ� DQG�VKDUHV�LQIRUPDWLRQ�
ZLWK�RWKHU�HQWLWLHV��7KH�RUJDQL]DWLRQ�LV�DZDUH�RI�WKH�F\EHU VXSSO\�FKDLQ�ULVNV�DVVRFLDWHG�
ZLWK�WKH�SURGXFWV�DQG�VHUYLFHV�LW�SURYLGHV�DQG�WKDW�LW�XVHV��$GGLWLRQDOO\��LW�XVXDOO\�DFWV�
IRUPDOO\�XSRQ�WKRVH�ULVNV��LQFOXGLQJ�PHFKDQLVPV�VXFK�DV�ZULWWHQ�DJUHHPHQWV�WR�
FRPPXQLFDWH�EDVHOLQH�UHTXLUHPHQWV��JRYHUQDQFH�VWUXFWXUHV��H�J���ULVN�FRXQFLOV���DQG�
SROLF\�LPSOHPHQWDWLRQ�DQG�PRQLWRULQJ�

7LHU����$GDSWLYH

x 5LVN�0DQDJHPHQW�3URFHVV ± 7KH�RUJDQL]DWLRQ�DGDSWV�LWV�F\EHUVHFXULW\�SUDFWLFHV�EDVHG�RQ�
SUHYLRXV�DQG�FXUUHQW�F\EHUVHFXULW\�DFWLYLWLHV��LQFOXGLQJ�OHVVRQV�OHDUQHG�DQG�SUHGLFWLYH�
LQGLFDWRUV��7KURXJK�D�SURFHVV�RI�FRQWLQXRXV�LPSURYHPHQW LQFRUSRUDWLQJ�DGYDQFHG�
F\EHUVHFXULW\�WHFKQRORJLHV�DQG�SUDFWLFHV��WKH�RUJDQL]DWLRQ�DFWLYHO\�DGDSWV�WR�D�FKDQJLQJ�
WKUHDW�DQG�WHFKQRORJ\ ODQGVFDSH DQG�UHVSRQGV�LQ�D�WLPHO\�DQG�HIIHFWLYH�PDQQHU�WR�
HYROYLQJ� VRSKLVWLFDWHG�WKUHDWV�

x ,QWHJUDWHG�5LVN�0DQDJHPHQW�3URJUDP ± 7KHUH�LV�DQ RUJDQL]DWLRQ�ZLGH�DSSURDFK�WR�
PDQDJLQJ�F\EHUVHFXULW\�ULVN�WKDW�XVHV�ULVN�LQIRUPHG�SROLFLHV��SURFHVVHV��DQG�SURFHGXUHV�
WR�DGGUHVV�SRWHQWLDO�F\EHUVHFXULW\�HYHQWV��7KH�UHODWLRQVKLS�EHWZHHQ�F\EHUVHFXULW\�ULVN�DQG�
RUJDQL]DWLRQDO REMHFWLYHV�LV�FOHDUO\�XQGHUVWRRG�DQG�FRQVLGHUHG�ZKHQ�PDNLQJ�GHFLVLRQV��
6HQLRU�H[HFXWLYHV PRQLWRU�F\EHUVHFXULW\�ULVN�LQ�WKH�VDPH�FRQWH[W�DV�ILQDQFLDO�ULVN�DQG�
RWKHU�RUJDQL]DWLRQDO�ULVNV��7KH�RUJDQL]DWLRQDO EXGJHW�LV EDVHG�RQ DQ XQGHUVWDQGLQJ�RI�WKH�
FXUUHQW�DQG�SUHGLFWHG�ULVN�HQYLURQPHQW�DQG�ULVN�WROHUDQFH��%XVLQHVV�XQLWV�LPSOHPHQW�
H[HFXWLYH�YLVLRQ�DQG�DQDO\]H�V\VWHP�OHYHO�ULVNV�LQ�WKH�FRQWH[W�RI�WKH�RUJDQL]DWLRQDO�ULVN�
WROHUDQFHV��&\EHUVHFXULW\�ULVN�PDQDJHPHQW�LV�SDUW�RI�WKH�RUJDQL]DWLRQDO�FXOWXUH�DQG�
HYROYHV�IURP�DQ�DZDUHQHVV�RI�SUHYLRXV�DFWLYLWLHV�DQG�FRQWLQXRXV�DZDUHQHVV�RI�DFWLYLWLHV�
RQ�WKHLU�V\VWHPV�DQG�QHWZRUNV� 7KH�RUJDQL]DWLRQ�FDQ TXLFNO\�DQG�HIILFLHQWO\�DFFRXQW�IRU�
FKDQJHV�WR�EXVLQHVV�PLVVLRQ�REMHFWLYHV LQ KRZ�ULVN�LV�DSSURDFKHG DQG�FRPPXQLFDWHG�
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x ([WHUQDO�3DUWLFLSDWLRQ � 7KH�RUJDQL]DWLRQ�XQGHUVWDQGV�LWV�UROH��GHSHQGHQFLHV��DQG�
GHSHQGHQWV�LQ�WKH�ODUJHU�HFRV\VWHP�DQG�FRQWULEXWHV�WR�WKH�FRPPXQLW\¶V�EURDGHU�
XQGHUVWDQGLQJ�RI�ULVNV��,W�UHFHLYHV��JHQHUDWHV��DQG�UHYLHZV�SULRULWL]HG�LQIRUPDWLRQ�WKDW�
LQIRUPV�FRQWLQXRXV�DQDO\VLV�RI�LWV�ULVNV�DV�WKH�WKUHDW�DQG�WHFKQRORJ\�ODQGVFDSHV HYROYH��
7KH�RUJDQL]DWLRQ�VKDUHV�WKDW�LQIRUPDWLRQ�LQWHUQDOO\�DQG�H[WHUQDOO\�ZLWK�RWKHU�
FROODERUDWRUV��7KH�RUJDQL]DWLRQ�XVHV�UHDO�WLPH�RU�QHDU�UHDO�WLPH�LQIRUPDWLRQ�WR�XQGHUVWDQG�
DQG�FRQVLVWHQWO\�DFW�XSRQ�F\EHU VXSSO\�FKDLQ�ULVNV�DVVRFLDWHG�ZLWK�WKH�SURGXFWV�DQG�
VHUYLFHV�LW�SURYLGHV�DQG�WKDW�LW�XVHV��$GGLWLRQDOO\��LW�FRPPXQLFDWHV�SURDFWLYHO\��XVLQJ�
IRUPDO��H�J��DJUHHPHQWV��DQG�LQIRUPDO�PHFKDQLVPV�WR�GHYHORS�DQG�PDLQWDLQ�VWURQJ�VXSSO\�
FKDLQ�UHODWLRQVKLSV�

��� )UDPHZRUN�3URILOH

7KH�)UDPHZRUN�3URILOH��³3URILOH´��LV�WKH�DOLJQPHQW�RI�WKH�)XQFWLRQV��&DWHJRULHV��DQG�
6XEFDWHJRULHV�ZLWK�WKH�EXVLQHVV�UHTXLUHPHQWV��ULVN�WROHUDQFH��DQG�UHVRXUFHV�RI�WKH�RUJDQL]DWLRQ�
$�3URILOH�HQDEOHV RUJDQL]DWLRQV WR�HVWDEOLVK�D�URDGPDS�IRU�UHGXFLQJ�F\EHUVHFXULW\�ULVN�WKDW�LV�ZHOO�
DOLJQHG�ZLWK�RUJDQL]DWLRQDO DQG�VHFWRU�JRDOV��FRQVLGHUV�OHJDO�UHJXODWRU\�UHTXLUHPHQWV DQG
LQGXVWU\�EHVW�SUDFWLFHV��DQG�UHIOHFWV�ULVN�PDQDJHPHQW�SULRULWLHV��*LYHQ�WKH�FRPSOH[LW\�RI�PDQ\�
RUJDQL]DWLRQV��WKH\�PD\�FKRRVH�WR�KDYH�PXOWLSOH�SURILOHV��DOLJQHG�ZLWK�SDUWLFXODU�FRPSRQHQWV�DQG�
UHFRJQL]LQJ�WKHLU�LQGLYLGXDO�QHHGV�

)UDPHZRUN�3URILOHV FDQ�EH�XVHG�WR�GHVFULEH�WKH�FXUUHQW�VWDWH�RU WKH�GHVLUHG�WDUJHW�VWDWH�RI�VSHFLILF�
F\EHUVHFXULW\�DFWLYLWLHV��7KH�&XUUHQW�3URILOH�LQGLFDWHV�WKH�F\EHUVHFXULW\�RXWFRPHV WKDW�DUH�
FXUUHQWO\�EHLQJ�DFKLHYHG� 7KH�7DUJHW�3URILOH�LQGLFDWHV�WKH�RXWFRPHV QHHGHG�WR�DFKLHYH�WKH�
GHVLUHG�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�JRDOV��3URILOHV VXSSRUW�EXVLQHVV�PLVVLRQ�UHTXLUHPHQWV�
DQG�DLG LQ�FRPPXQLFDWLQJ ULVN�ZLWKLQ�DQG�EHWZHHQ�RUJDQL]DWLRQV� 7KLV�)UDPHZRUN�GRHV�QRW�
SUHVFULEH�3URILOH�WHPSODWHV��DOORZLQJ�IRU�IOH[LELOLW\�LQ�LPSOHPHQWDWLRQ�

&RPSDULVRQ�RI�3URILOHV��H�J���WKH &XUUHQW�3URILOH�DQG�7DUJHW�3URILOH��PD\�UHYHDO JDSV�WR EH�
DGGUHVVHG�WR PHHW�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�REMHFWLYHV� $Q�DFWLRQ�SODQ�WR�DGGUHVV�WKHVH�
JDSV�WR�IXOILOO�D�JLYHQ�&DWHJRU\�RU�6XEFDWHJRU\�FDQ�FRQWULEXWH�WR�WKH�URDGPDS�GHVFULEHG�DERYH��
3ULRULWL]LQJ�WKH�PLWLJDWLRQ RI�JDSV LV�GULYHQ�E\�WKH�RUJDQL]DWLRQ¶V EXVLQHVV�QHHGV�DQG ULVN�
PDQDJHPHQW�SURFHVVHV��7KLV�ULVN�EDVHG�DSSURDFK�HQDEOHV�DQ�RUJDQL]DWLRQ�WR�JDXJH�WKH�UHVRXUFHV�
QHHGHG �H�J�� VWDIILQJ��IXQGLQJ��WR�DFKLHYH�F\EHUVHFXULW\�JRDOV�LQ�D�FRVW�HIIHFWLYH� SULRULWL]HG�
PDQQHU͘ )XUWKHUPRUH��WKH�)UDPHZRUN�LV�D�ULVN�EDVHG�DSSURDFK�ZKHUH�WKH�DSSOLFDELOLW\�DQG�
IXOILOOPHQW�RI�D�JLYHQ�6XEFDWHJRU\�LV�VXEMHFW�WR�WKH�3URILOH¶V�VFRSH͘
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��� &RRUGLQDWLRQ�RI�)UDPHZRUN�,PSOHPHQWDWLRQ

)LJXUH�� GHVFULEHV�D FRPPRQ IORZ�RI�LQIRUPDWLRQ�DQG�GHFLVLRQV�DW�WKH�IROORZLQJ�OHYHOV�ZLWKLQ�DQ�
RUJDQL]DWLRQ�

x ([HFXWLYH
x %XVLQHVV�3URFHVV
x ,PSOHPHQWDWLRQ�2SHUDWLRQV

7KH�H[HFXWLYH OHYHO�FRPPXQLFDWHV WKH�PLVVLRQ�SULRULWLHV� DYDLODEOH�UHVRXUFHV��DQG�RYHUDOO�ULVN�
WROHUDQFH WR�WKH�EXVLQHVV�SURFHVV�OHYHO��7KH�EXVLQHVV�SURFHVV�OHYHO�XVHV WKH�LQIRUPDWLRQ�DV�LQSXWV�
LQWR�WKH ULVN�PDQDJHPHQW�SURFHVV��DQG�WKHQ�FROODERUDWHV�ZLWK�WKH�LPSOHPHQWDWLRQ�RSHUDWLRQV�
OHYHO�WR�FRPPXQLFDWH�EXVLQHVV�QHHGV�DQG�FUHDWH D�3URILOH� 7KH�LPSOHPHQWDWLRQ�RSHUDWLRQV OHYHO�
FRPPXQLFDWHV�WKH�3URILOH�LPSOHPHQWDWLRQ�SURJUHVV�WR�WKH�EXVLQHVV�SURFHVV�OHYHO��7KH�
EXVLQHVV�SURFHVV�OHYHO�XVHV�WKLV�LQIRUPDWLRQ�WR�SHUIRUP�DQ�LPSDFW�DVVHVVPHQW� %XVLQHVV�SURFHVV�
OHYHO�PDQDJHPHQW�UHSRUWV�WKH�RXWFRPHV�RI�WKDW�LPSDFW�DVVHVVPHQW�WR�WKH�H[HFXWLYH OHYHO�WR�
LQIRUP�WKH�RUJDQL]DWLRQ¶V�RYHUDOO�ULVN�PDQDJHPHQW�SURFHVV DQG�WR�WKH�LPSOHPHQWDWLRQ�RSHUDWLRQV�
OHYHO�IRU�DZDUHQHVV�RI�EXVLQHVV�LPSDFW�

)LJXUH��� 1RWLRQDO�,QIRUPDWLRQ�DQG�'HFLVLRQ�)ORZV�ZLWKLQ�DQ�2UJDQL]DWLRQ
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$Q�RUJDQL]DWLRQ�FDQ�XVH�WKH�)UDPHZRUN�DV�D�NH\�SDUW�RI�LWV�V\VWHPDWLF�SURFHVV�IRU�LGHQWLI\LQJ��
DVVHVVLQJ��DQG�PDQDJLQJ�F\EHUVHFXULW\�ULVN��7KH�)UDPHZRUN�LV�QRW�GHVLJQHG�WR�UHSODFH�H[LVWLQJ�
SURFHVVHV��DQ RUJDQL]DWLRQ�FDQ XVH�LWV FXUUHQW�SURFHVV�DQG�RYHUOD\�LW�RQWR�WKH�)UDPHZRUN�WR�
GHWHUPLQH�JDSV�LQ�LWV FXUUHQW�F\EHUVHFXULW\�ULVN�DSSURDFK�DQG�GHYHORS�D�URDGPDS�WR�
LPSURYHPHQW� 8VLQJ WKH�)UDPHZRUN�DV�D�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�WRRO��DQ RUJDQL]DWLRQ�
FDQ�GHWHUPLQH�DFWLYLWLHV�WKDW�DUH�PRVW�LPSRUWDQW�WR�FULWLFDO�VHUYLFH�GHOLYHU\�DQG�SULRULWL]H�
H[SHQGLWXUHV�WR�PD[LPL]H�WKH�LPSDFW�RI�WKH�LQYHVWPHQW�

7KH�)UDPHZRUN�LV�GHVLJQHG�WR�FRPSOHPHQW�H[LVWLQJ�EXVLQHVV�DQG�F\EHUVHFXULW\�RSHUDWLRQV��,W�FDQ�
VHUYH�DV�WKH�IRXQGDWLRQ�IRU�D�QHZ�F\EHUVHFXULW\�SURJUDP�RU�D�PHFKDQLVP IRU�LPSURYLQJ�DQ�
H[LVWLQJ�SURJUDP��7KH�)UDPHZRUN�SURYLGHV�D�PHDQV�RI�H[SUHVVLQJ�F\EHUVHFXULW\�UHTXLUHPHQWV�WR�
EXVLQHVV�SDUWQHUV�DQG�FXVWRPHUV�DQG�FDQ�KHOS�LGHQWLI\�JDSV�LQ�DQ�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�
SUDFWLFHV��,W�DOVR�SURYLGHV�D�JHQHUDO�VHW�RI�FRQVLGHUDWLRQV�DQG�SURFHVVHV�IRU�FRQVLGHULQJ�SULYDF\�
DQG�FLYLO�OLEHUWLHV�LPSOLFDWLRQV�LQ�WKH�FRQWH[W�RI�D�F\EHUVHFXULW\�SURJUDP�

7KH�)UDPHZRUN�FDQ�EH�DSSOLHG�WKURXJKRXW�WKH�OLIH F\FOH�SKDVHV�RI SODQ��GHVLJQ��EXLOG�EX\��
GHSOR\��RSHUDWH� DQG GHFRPPLVVLRQ��7KH�SODQ SKDVH�EHJLQV�WKH�F\FOH�RI�DQ\�V\VWHP�DQG�OD\V�WKH�
JURXQGZRUN�IRU�HYHU\WKLQJ�WKDW�IROORZV��2YHUDUFKLQJ�F\EHUVHFXULW\�FRQVLGHUDWLRQV�VKRXOG�EH�
GHFODUHG�DQG�GHVFULEHG DV�FOHDUO\�DV�SRVVLEOH��7KH�SODQ�VKRXOG�UHFRJQL]H�WKDW�WKRVH�
FRQVLGHUDWLRQV�DQG�UHTXLUHPHQWV�DUH�OLNHO\�WR�HYROYH GXULQJ�WKH�UHPDLQGHU�RI�WKH�OLIH�F\FOH��7KH�
GHVLJQ�SKDVH�VKRXOG DFFRXQW�IRU�F\EHUVHFXULW\�UHTXLUHPHQWV�DV�D�SDUW�RI�D�ODUJHU�PXOWL�
GLVFLSOLQDU\�V\VWHPV�HQJLQHHULQJ�SURFHVV��� $�NH\�PLOHVWRQH�RI�WKH�GHVLJQ�SKDVH�LV�YDOLGDWLRQ�WKDW�
WKH�V\VWHP�F\EHUVHFXULW\�VSHFLILFDWLRQV�PDWFK�WKH�QHHGV�DQG�ULVN�GLVSRVLWLRQ�RI�WKH�RUJDQL]DWLRQ�
DV�FDSWXUHG LQ�D�)UDPHZRUN�3URILOH��7KH�GHVLUHG�F\EHUVHFXULW\�RXWFRPHV�SULRULWL]HG�LQ�D�7DUJHW�
3URILOH�VKRXOG EH�LQFRUSRUDWHG�ZKHQ D��GHYHORSLQJ�WKH�V\VWHP�GXULQJ�WKH�EXLOG�SKDVH�DQG E��
SXUFKDVLQJ RU�RXWVRXUFLQJ�WKH�V\VWHP�GXULQJ�WKH�EX\�SKDVH� 7KDW�VDPH�7DUJHW�3URILOH�VHUYHV�DV�D�
OLVW�RI�V\VWHP�F\EHUVHFXULW\�IHDWXUHV�WKDW VKRXOG�EH�DVVHVVHG�ZKHQ�GHSOR\LQJ�WKH�V\VWHP�WR�YHULI\�
DOO�IHDWXUHV�DUH�LPSOHPHQWHG��7KH�F\EHUVHFXULW\�RXWFRPHV�GHWHUPLQHG�E\�XVLQJ�WKH�)UDPHZRUN�
WKHQ�VKRXOG�VHUYH�DV�D�EDVLV�IRU�RQJRLQJ�RSHUDWLRQ�RI�WKH�V\VWHP��7KLV�LQFOXGHV RFFDVLRQDO�
UHDVVHVVPHQW��FDSWXULQJ�UHVXOWV�LQ�D�&XUUHQW�3URILOH� WR�YHULI\�WKDW�F\EHUVHFXULW\�UHTXLUHPHQWV�DUH�
VWLOO�IXOILOOHG��7\SLFDOO\��D�FRPSOH[�ZHE�RI�GHSHQGHQFLHV �H�J���FRPSHQVDWLQJ�DQG�FRPPRQ�
FRQWUROV��DPRQJ�V\VWHPV PHDQV WKH�RXWFRPHV�GRFXPHQWHG�LQ�7DUJHW�3URILOHV�RI�UHODWHG�V\VWHPV�
VKRXOG EH�FDUHIXOO\�FRQVLGHUHG�DV�V\VWHPV�DUH�GHFRPPLVVLRQHG�

7KH�IROORZLQJ�VHFWLRQV�SUHVHQW�GLIIHUHQW�ZD\V�LQ�ZKLFK�RUJDQL]DWLRQV�FDQ�XVH WKH�)UDPHZRUN�

��� %DVLF�5HYLHZ�RI�&\EHUVHFXULW\�3UDFWLFHV

7KH�)UDPHZRUN�FDQ�EH�XVHG�WR�FRPSDUH�DQ�RUJDQL]DWLRQ¶V�FXUUHQW�F\EHUVHFXULW\�DFWLYLWLHV�ZLWK�
WKRVH�RXWOLQHG�LQ�WKH�)UDPHZRUN�&RUH��7KURXJK�WKH�FUHDWLRQ�RI�D�&XUUHQW�3URILOH��RUJDQL]DWLRQV�
FDQ�H[DPLQH�WKH�H[WHQW�WR�ZKLFK�WKH\�DUH DFKLHYLQJ�WKH�RXWFRPHV�GHVFULEHG�LQ�WKH�&RUH�
&DWHJRULHV�DQG�6XEFDWHJRULHV��DOLJQHG�ZLWK�WKH�ILYH�KLJK�OHYHO�)XQFWLRQV��,GHQWLI\��3URWHFW��
'HWHFW��5HVSRQG��DQG�5HFRYHU��$Q�RUJDQL]DWLRQ�PD\�ILQG�WKDW�LW�LV�DOUHDG\�DFKLHYLQJ�WKH�GHVLUHG�

�� 1,67�6SHFLDO�3XEOLFDWLRQ�������� 9ROXPH��� 6\VWHP�6HFXULW\�(QJLQHHULQJ��&RQVLGHUDWLRQV�IRU�D�
0XOWLGLVFLSOLQDU\�$SSURDFK�LQ�WKH�(QJLQHHULQJ�RI�7UXVWZRUWK\�6HFXUH�6\VWHPV��5RVV�HW�DO��1RYHPEHU����� �XSGDWHG�
0DUFK������������KWWSV���GRL�RUJ���������1,67�63��������Y�
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RXWFRPHV��WKXV�PDQDJLQJ�F\EHUVHFXULW\�FRPPHQVXUDWH�ZLWK�WKH�NQRZQ�ULVN��$OWHUQDWLYHO\��DQ�
RUJDQL]DWLRQ�PD\�GHWHUPLQH�WKDW�LW�KDV�RSSRUWXQLWLHV�WR��RU�QHHGV�WR� LPSURYH��7KH�RUJDQL]DWLRQ�
FDQ�XVH�WKDW�LQIRUPDWLRQ�WR�GHYHORS�DQ�DFWLRQ�SODQ�WR�VWUHQJWKHQ�H[LVWLQJ�F\EHUVHFXULW\�SUDFWLFHV�
DQG�UHGXFH�F\EHUVHFXULW\�ULVN��$Q�RUJDQL]DWLRQ�PD\�DOVR�ILQG�WKDW�LW�LV�RYHULQYHVWLQJ�WR�DFKLHYH�
FHUWDLQ RXWFRPHV��7KH�RUJDQL]DWLRQ�FDQ�XVH�WKLV�LQIRUPDWLRQ�WR�UHSULRULWL]H�UHVRXUFHV�

:KLOH�WKH\�GR QRW�UHSODFH�D�ULVN�PDQDJHPHQW�SURFHVV��WKHVH�ILYH�KLJK�OHYHO�)XQFWLRQV�ZLOO�
SURYLGH�D�FRQFLVH�ZD\�IRU�VHQLRU�H[HFXWLYHV�DQG�RWKHUV�WR�GLVWLOO�WKH�IXQGDPHQWDO�FRQFHSWV�RI�
F\EHUVHFXULW\�ULVN�VR�WKDW�WKH\�FDQ�DVVHVV�KRZ�LGHQWLILHG�ULVNV�DUH�PDQDJHG��DQG�KRZ�WKHLU�
RUJDQL]DWLRQ�VWDFNV�XS�DW�D�KLJK�OHYHO�DJDLQVW�H[LVWLQJ�F\EHUVHFXULW\�VWDQGDUGV��JXLGHOLQHV��DQG�
SUDFWLFHV��7KH�)UDPHZRUN�FDQ�DOVR�KHOS�DQ�RUJDQL]DWLRQ�DQVZHU�IXQGDPHQWDO�TXHVWLRQV��
LQFOXGLQJ�³+RZ�DUH�ZH�GRLQJ"´�7KHQ�WKH\�FDQ�PRYH�LQ�D�PRUH�LQIRUPHG�ZD\�WR�VWUHQJWKHQ�WKHLU�
F\EHUVHFXULW\�SUDFWLFHV�ZKHUH�DQG�ZKHQ�GHHPHG�QHFHVVDU\�

��� (VWDEOLVKLQJ�RU�,PSURYLQJ�D�&\EHUVHFXULW\�3URJUDP

7KH�IROORZLQJ�VWHSV�LOOXVWUDWH�KRZ�DQ�RUJDQL]DWLRQ�FRXOG�XVH�WKH�)UDPHZRUN�WR�FUHDWH�D�QHZ�
F\EHUVHFXULW\�SURJUDP�RU�LPSURYH�DQ�H[LVWLQJ SURJUDP� 7KHVH�VWHSV�VKRXOG�EH�UHSHDWHG DV�
QHFHVVDU\�WR�FRQWLQXRXVO\�LPSURYH�F\EHUVHFXULW\�

6WHS��� 3ULRULWL]H�DQG�6FRSH� 7KH�RUJDQL]DWLRQ�LGHQWLILHV�LWV�EXVLQHVV�PLVVLRQ�REMHFWLYHV�DQG�
KLJK�OHYHO�RUJDQL]DWLRQDO�SULRULWLHV��:LWK�WKLV�LQIRUPDWLRQ��WKH�RUJDQL]DWLRQ�PDNHV�VWUDWHJLF�
GHFLVLRQV�UHJDUGLQJ�F\EHUVHFXULW\�LPSOHPHQWDWLRQV�DQG�GHWHUPLQHV�WKH�VFRSH�RI�V\VWHPV�DQG�
DVVHWV�WKDW�VXSSRUW�WKH�VHOHFWHG�EXVLQHVV�OLQH�RU�SURFHVV��7KH�)UDPHZRUN�FDQ�EH�DGDSWHG�WR�
VXSSRUW�WKH�GLIIHUHQW�EXVLQHVV�OLQHV�RU�SURFHVVHV�ZLWKLQ�DQ�RUJDQL]DWLRQ��ZKLFK�PD\�KDYH�
GLIIHUHQW�EXVLQHVV�QHHGV�DQG�DVVRFLDWHG�ULVN�WROHUDQFH� 5LVN�WROHUDQFHV PD\�EH�UHIOHFWHG�LQ�D�
WDUJHW�,PSOHPHQWDWLRQ�7LHU�

6WHS����2ULHQW� 2QFH�WKH�VFRSH�RI�WKH�F\EHUVHFXULW\�SURJUDP�KDV�EHHQ�GHWHUPLQHG IRU�WKH�
EXVLQHVV�OLQH�RU�SURFHVV��WKH�RUJDQL]DWLRQ�LGHQWLILHV�UHODWHG�V\VWHPV�DQG�DVVHWV��UHJXODWRU\�
UHTXLUHPHQWV��DQG�RYHUDOO�ULVN�DSSURDFK��7KH�RUJDQL]DWLRQ�WKHQ�FRQVXOWV�VRXUFHV�WR�LGHQWLI\�
WKUHDWV�DQG�YXOQHUDELOLWLHV�DSSOLFDEOH�WR�WKRVH�V\VWHPV�DQG�DVVHWV��

6WHS��� &UHDWH�D�&XUUHQW�3URILOH��7KH�RUJDQL]DWLRQ�GHYHORSV�D�&XUUHQW�3URILOH�E\�LQGLFDWLQJ�
ZKLFK�&DWHJRU\�DQG�6XEFDWHJRU\�RXWFRPHV�IURP�WKH�)UDPHZRUN�&RUH�DUH�FXUUHQWO\ EHLQJ�
DFKLHYHG� ,I�DQ�RXWFRPH�LV�SDUWLDOO\ DFKLHYHG��QRWLQJ�WKLV�IDFW�ZLOO�KHOS�VXSSRUW�VXEVHTXHQW�VWHSV
E\�SURYLGLQJ�EDVHOLQH�LQIRUPDWLRQ�

6WHS��� &RQGXFW�D�5LVN�$VVHVVPHQW��7KLV�DVVHVVPHQW�FRXOG�EH�JXLGHG�E\�WKH�RUJDQL]DWLRQ¶V�
RYHUDOO�ULVN�PDQDJHPHQW�SURFHVV�RU�SUHYLRXV�ULVN�DVVHVVPHQW�DFWLYLWLHV� 7KH�RUJDQL]DWLRQ�
DQDO\]HV�WKH�RSHUDWLRQDO�HQYLURQPHQW�LQ�RUGHU�WR�GLVFHUQ�WKH�OLNHOLKRRG�RI�D�F\EHUVHFXULW\�HYHQW�
DQG�WKH�LPSDFW�WKDW�WKH�HYHQW�FRXOG�KDYH�RQ�WKH�RUJDQL]DWLRQ��,W�LV�LPSRUWDQW�WKDW�RUJDQL]DWLRQV
LGHQWLI\�HPHUJLQJ�ULVNV�DQG�XVH�F\EHU�WKUHDW�LQIRUPDWLRQ�IURP�LQWHUQDO�DQG�H[WHUQDO�VRXUFHV�WR�
JDLQ�D�EHWWHU�XQGHUVWDQGLQJ�RI�WKH�OLNHOLKRRG�DQG�LPSDFW�RI�F\EHUVHFXULW\�HYHQWV�

6WHS��� &UHDWH�D�7DUJHW�3URILOH��7KH�RUJDQL]DWLRQ�FUHDWHV�D�7DUJHW�3URILOH�WKDW IRFXVHV�RQ�WKH�
DVVHVVPHQW�RI�WKH�)UDPHZRUN�&DWHJRULHV DQG 6XEFDWHJRULHV�GHVFULELQJ WKH�RUJDQL]DWLRQ¶V�GHVLUHG�
F\EHUVHFXULW\�RXWFRPHV� 2UJDQL]DWLRQV�DOVR PD\�GHYHORS�WKHLU�RZQ�DGGLWLRQDO�&DWHJRULHV�DQG�
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6XEFDWHJRULHV�WR�DFFRXQW�IRU�XQLTXH�RUJDQL]DWLRQDO ULVNV� 7KH�RUJDQL]DWLRQ�PD\ DOVR�FRQVLGHU�
LQIOXHQFHV�DQG�UHTXLUHPHQWV�RI�H[WHUQDO�VWDNHKROGHUV�VXFK�DV�VHFWRU�HQWLWLHV��FXVWRPHUV��DQG�
EXVLQHVV�SDUWQHUV�ZKHQ�FUHDWLQJ�D�7DUJHW�3URILOH� 7KH�7DUJHW�3URILOH�VKRXOG�DSSURSULDWHO\�UHIOHFW�
FULWHULD�ZLWKLQ�WKH�WDUJHW�,PSOHPHQWDWLRQ�7LHU�

6WHS����'HWHUPLQH� $QDO\]H��DQG�3ULRULWL]H *DSV��7KH�RUJDQL]DWLRQ�FRPSDUHV�WKH�&XUUHQW�
3URILOH DQG�WKH�7DUJHW�3URILOH WR�GHWHUPLQH�JDSV��1H[W� LW FUHDWHV�D�SULRULWL]HG�DFWLRQ�SODQ�WR�
DGGUHVV�JDSV ± UHIOHFWLQJ�PLVVLRQ�GULYHUV��FRVWV�DQG�EHQHILWV��DQG�ULVNV ± WR�DFKLHYH�WKH�RXWFRPHV�
LQ�WKH�7DUJHW�3URILOH� 7KH�RUJDQL]DWLRQ�WKHQ�GHWHUPLQHV�UHVRXUFHV��LQFOXGLQJ�IXQGLQJ�DQG�
ZRUNIRUFH��QHFHVVDU\�WR DGGUHVV�WKH�JDSV��8VLQJ�3URILOHV�LQ�WKLV�PDQQHU�HQFRXUDJHV WKH�
RUJDQL]DWLRQ�WR�PDNH�LQIRUPHG�GHFLVLRQV�DERXW�F\EHUVHFXULW\�DFWLYLWLHV��VXSSRUWV�ULVN�
PDQDJHPHQW� DQG�HQDEOHV�WKH�RUJDQL]DWLRQ�WR�SHUIRUP�FRVW�HIIHFWLYH��WDUJHWHG LPSURYHPHQWV�

6WHS��� ,PSOHPHQW�$FWLRQ�3ODQ� 7KH�RUJDQL]DWLRQ�GHWHUPLQHV�ZKLFK DFWLRQV�WR�WDNH�WR�DGGUHVV�
WKH�JDSV��LI�DQ\� LGHQWLILHG�LQ�WKH�SUHYLRXV�VWHS DQG WKHQ�DGMXVWV LWV FXUUHQW�F\EHUVHFXULW\�SUDFWLFHV
LQ�RUGHU�WR�DFKLHYH WKH�7DUJHW�3URILOH��)RU�IXUWKHU�JXLGDQFH��WKH�)UDPHZRUN�LGHQWLILHV�H[DPSOH�
,QIRUPDWLYH�5HIHUHQFHV�UHJDUGLQJ�WKH�&DWHJRULHV�DQG�6XEFDWHJRULHV��EXW RUJDQL]DWLRQV�VKRXOG�
GHWHUPLQH�ZKLFK�VWDQGDUGV��JXLGHOLQHV� DQG�SUDFWLFHV��LQFOXGLQJ�WKRVH�WKDW�DUH�VHFWRU�VSHFLILF�
ZRUN�EHVW�IRU�WKHLU�QHHGV�

$Q�RUJDQL]DWLRQ�UHSHDWV WKH�VWHSV�DV�QHHGHG�WR�FRQWLQXRXVO\�DVVHVV�DQG�LPSURYH�LWV F\EHUVHFXULW\��
)RU�LQVWDQFH��RUJDQL]DWLRQV�PD\�ILQG�WKDW�PRUH�IUHTXHQW�UHSHWLWLRQ�RI�WKH�RULHQW VWHS�LPSURYHV WKH�
TXDOLW\�RI�ULVN�DVVHVVPHQWV� )XUWKHUPRUH��RUJDQL]DWLRQV�PD\�PRQLWRU�SURJUHVV�WKURXJK�LWHUDWLYH�
XSGDWHV�WR�WKH�&XUUHQW�3URILOH��VXEVHTXHQWO\�FRPSDULQJ�WKH�&XUUHQW�3URILOH�WR�WKH�7DUJHW�3URILOH�
2UJDQL]DWLRQV�PD\�DOVR�XVH�WKLV�SURFHVV�WR�DOLJQ�WKHLU�F\EHUVHFXULW\�SURJUDP�ZLWK�WKHLU�GHVLUHG�
)UDPHZRUN�,PSOHPHQWDWLRQ�7LHU�

��� &RPPXQLFDWLQJ�&\EHUVHFXULW\�5HTXLUHPHQWV�ZLWK�6WDNHKROGHUV

7KH�)UDPHZRUN�SURYLGHV�D�FRPPRQ�ODQJXDJH�WR�FRPPXQLFDWH�UHTXLUHPHQWV�DPRQJ�
LQWHUGHSHQGHQW�VWDNHKROGHUV�UHVSRQVLEOH�IRU�WKH�GHOLYHU\�RI�HVVHQWLDO�FULWLFDO�LQIUDVWUXFWXUH�
SURGXFWV�DQG�VHUYLFHV��([DPSOHV�LQFOXGH�

x $Q�RUJDQL]DWLRQ�PD\�XVH D�7DUJHW�3URILOH�WR�H[SUHVV�F\EHUVHFXULW\�ULVN�PDQDJHPHQW�
UHTXLUHPHQWV�WR�DQ�H[WHUQDO�VHUYLFH�SURYLGHU��H�J���D�FORXG�SURYLGHU�WR�ZKLFK�LW�LV�
H[SRUWLQJ�GDWD��

x $Q�RUJDQL]DWLRQ�PD\�H[SUHVV�LWV�F\EHUVHFXULW\�VWDWH�WKURXJK�D�&XUUHQW�3URILOH�WR�UHSRUW�
UHVXOWV�RU�WR�FRPSDUH�ZLWK�DFTXLVLWLRQ�UHTXLUHPHQWV�

x $�FULWLFDO�LQIUDVWUXFWXUH�RZQHU�RSHUDWRU��KDYLQJ�LGHQWLILHG�DQ�H[WHUQDO�SDUWQHU�RQ�ZKRP�
WKDW�LQIUDVWUXFWXUH�GHSHQGV��PD\�XVH�D�7DUJHW�3URILOH�WR�FRQYH\�UHTXLUHG�&DWHJRULHV�DQG�
6XEFDWHJRULHV�

x $�FULWLFDO�LQIUDVWUXFWXUH�VHFWRU�PD\�HVWDEOLVK�D�7DUJHW�3URILOH�WKDW�FDQ�EH�XVHG�DPRQJ�LWV�
FRQVWLWXHQWV�DV�DQ�LQLWLDO�EDVHOLQH�3URILOH�WR�EXLOG�WKHLU�WDLORUHG�7DUJHW�3URILOHV�

x $Q�RUJDQL]DWLRQ�FDQ�EHWWHU�PDQDJH�F\EHUVHFXULW\�ULVN�DPRQJ�VWDNHKROGHUV�E\�DVVHVVLQJ�
WKHLU�SRVLWLRQ�LQ�WKH�FULWLFDO�LQIUDVWUXFWXUH�DQG�WKH�EURDGHU GLJLWDO�HFRQRP\ XVLQJ�
,PSOHPHQWDWLRQ�7LHUV�

&RPPXQLFDWLRQ LV HVSHFLDOO\�LPSRUWDQW�DPRQJ�VWDNHKROGHUV�XS�DQG�GRZQ�VXSSO\�FKDLQV��6XSSO\�
FKDLQV�DUH�FRPSOH[��JOREDOO\�GLVWULEXWHG��DQG�LQWHUFRQQHFWHG�VHWV RI�UHVRXUFHV�DQG�SURFHVVHV�
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EHWZHHQ�PXOWLSOH�OHYHOV RI�RUJDQL]DWLRQV��6XSSO\�FKDLQV�EHJLQ�ZLWK�WKH�VRXUFLQJ�RI�SURGXFWV�DQG�
VHUYLFHV�DQG�H[WHQG�IURP�WKH�GHVLJQ��GHYHORSPHQW��PDQXIDFWXULQJ��SURFHVVLQJ��KDQGOLQJ��DQG�
GHOLYHU\�RI�SURGXFWV�DQG�VHUYLFHV�WR�WKH�HQG�XVHU� *LYHQ�WKHVH FRPSOH[�DQG�LQWHUFRQQHFWHG�
UHODWLRQVKLSV��VXSSO\�FKDLQ�ULVN�PDQDJHPHQW �6&50� LV D�FULWLFDO�RUJDQL]DWLRQDO�IXQFWLRQ���

&\EHU�6&50�LV�WKH�VHW�RI�DFWLYLWLHV�QHFHVVDU\ WR�PDQDJH�F\EHUVHFXULW\�ULVN�DVVRFLDWHG�ZLWK�
H[WHUQDO�SDUWLHV� 0RUH�VSHFLILFDOO\��F\EHU�6&50�DGGUHVVHV�ERWK�WKH�F\EHUVHFXULW\�HIIHFW�DQ�
RUJDQL]DWLRQ�KDV�RQ�H[WHUQDO�SDUWLHV�DQG�WKH�F\EHUVHFXULW\�HIIHFW�H[WHUQDO�SDUWLHV�KDYH�RQ�DQ�
RUJDQL]DWLRQ�

$�SULPDU\ REMHFWLYH�RI�F\EHU�6&50�LV�WR�LGHQWLI\��DVVHVV� DQG�PLWLJDWH ³SURGXFWV�DQG�VHUYLFHV�
WKDW�PD\�FRQWDLQ�SRWHQWLDOO\�PDOLFLRXV�IXQFWLRQDOLW\��DUH�FRXQWHUIHLW��RU�DUH�YXOQHUDEOH�GXH�WR�
SRRU�PDQXIDFWXULQJ�DQG�GHYHORSPHQW�SUDFWLFHV�ZLWKLQ�WKH�F\EHU�VXSSO\�FKDLQ���´ &\EHU�6&50�
DFWLYLWLHV�PD\�LQFOXGH�

x 'HWHUPLQLQJ�F\EHUVHFXULW\�UHTXLUHPHQWV�IRU�VXSSOLHUV�
x (QDFWLQJ�F\EHUVHFXULW\�UHTXLUHPHQWV�WKURXJK�IRUPDO�DJUHHPHQW��H�J�� FRQWUDFWV��
x &RPPXQLFDWLQJ�WR�VXSSOLHUV�KRZ�WKRVH�F\EHUVHFXULW\�UHTXLUHPHQWV�ZLOO�EH�YHULILHG

DQG�YDOLGDWHG�
x 9HULI\LQJ WKDW�F\EHUVHFXULW\�UHTXLUHPHQWV�DUH�PHW�WKURXJK�D�YDULHW\�RI�DVVHVVPHQW�

PHWKRGRORJLHV��DQG
x *RYHUQLQJ�DQG�PDQDJLQJ�WKH�DERYH�DFWLYLWLHV�

$V�GHSLFWHG�LQ�)LJXUH����F\EHU�6&50�HQFRPSDVVHV�WHFKQRORJ\�VXSSOLHUV DQG EX\HUV� DV�ZHOO�DV
QRQ�WHFKQRORJ\�VXSSOLHUV�DQG�EX\HUV��ZKHUH�WHFKQRORJ\�LV�PLQLPDOO\�FRPSRVHG�RI LQIRUPDWLRQ�
WHFKQRORJ\��,7���LQGXVWULDO�FRQWURO�V\VWHPV��,&6���F\EHU�SK\VLFDO�V\VWHPV��&36���DQG�FRQQHFWHG�
GHYLFHV�PRUH�JHQHUDOO\��LQFOXGLQJ�WKH�,QWHUQHW�RI�7KLQJV��,R7�� )LJXUH���GHSLFWV DQ�RUJDQL]DWLRQ�
DW�D�VLQJOH�SRLQW�LQ�WLPH��+RZHYHU��WKURXJK�WKH�QRUPDO�FRXUVH�RI EXVLQHVV�RSHUDWLRQV��PRVW�
RUJDQL]DWLRQV�ZLOO�EH�ERWK�DQ�XSVWUHDP�VXSSOLHU�DQG�GRZQVWUHDP�EX\HU�LQ�UHODWLRQ�WR�RWKHU�
RUJDQL]DWLRQV�RU�HQG�XVHUV�

�� &RPPXQLFDWLQJ�&\EHUVHFXULW\�5HTXLUHPHQWV �6HFWLRQ����� DQG�%X\LQJ�'HFLVLRQV �6HFWLRQ������DGGUHVV�RQO\�WZR�
XVHV�RI�WKH�)UDPHZRUN�IRU�F\EHU�6&50�DQG�DUH QRW�LQWHQGHG�WR�DGGUHVV F\EHU�6&50�FRPSUHKHQVLYHO\�

�� 1,67�6SHFLDO�3XEOLFDWLRQ��������� 6XSSO\�&KDLQ�5LVN�0DQDJHPHQW�3UDFWLFHV�IRU�)HGHUDO�,QIRUPDWLRQ�6\VWHPV�
DQG�2UJDQL]DWLRQV��%R\HQV�HW�DO��$SULO������ KWWSV���GRL�RUJ���������1,67�63��������
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)LJXUH��� &\EHU�6XSSO\�&KDLQ 5HODWLRQVKLSV

7KH�SDUWLHV�GHVFULEHG�LQ�)LJXUH���FRPSULVH�DQ�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�HFRV\VWHP��7KHVH�
UHODWLRQVKLSV�KLJKOLJKW�WKH�FUXFLDO UROH�RI�F\EHU�6&50�LQ�DGGUHVVLQJ�F\EHUVHFXULW\�ULVN�LQ�FULWLFDO�
LQIUDVWUXFWXUH�DQG�WKH�EURDGHU�GLJLWDO�HFRQRP\��7KHVH�UHODWLRQVKLSV��WKH�SURGXFWV�DQG�VHUYLFHV�
WKH\�SURYLGH��DQG�WKH�ULVNV�WKH\�SUHVHQW VKRXOG�EH�LGHQWLILHG�DQG�IDFWRUHG�LQWR�WKH�SURWHFWLYH�DQG�
GHWHFWLYH�FDSDELOLWLHV�RI�RUJDQL]DWLRQV��DV�ZHOO�DV�WKHLU�UHVSRQVH�DQG�UHFRYHU\�SURWRFROV�

,Q�WKH�ILJXUH�DERYH��³%X\HU´ UHIHUV WR�WKH�GRZQVWUHDP�SHRSOH�RU�RUJDQL]DWLRQV�WKDW�FRQVXPH�D�
JLYHQ�SURGXFW�RU�VHUYLFH�IURP�DQ�RUJDQL]DWLRQ��LQFOXGLQJ�ERWK�IRU�SURILW�DQG�QRW�IRU�SURILW�
RUJDQL]DWLRQV��³6XSSOLHU´ HQFRPSDVVHV XSVWUHDP�SURGXFW�DQG�VHUYLFH�SURYLGHUV�WKDW�DUH�XVHG�IRU�
DQ�RUJDQL]DWLRQ¶V�LQWHUQDO�SXUSRVHV��H�J���,7�LQIUDVWUXFWXUH��RU�LQWHJUDWHG�LQWR�WKH SURGXFWV�RU�
VHUYLFHV SURYLGHG�WR�WKH�%X\HU�� 7KHVH�WHUPV�DUH�DSSOLFDEOH�IRU�ERWK�WHFKQRORJ\�EDVHG�DQG�QRQ�
WHFKQRORJ\�EDVHG�SURGXFWV�DQG�VHUYLFHV�

:KHWKHU�FRQVLGHULQJ�LQGLYLGXDO�6XEFDWHJRULHV�RI�WKH�&RUH�RU�WKH�FRPSUHKHQVLYH�FRQVLGHUDWLRQV�
RI�D�3URILOH��WKH�)UDPHZRUN�RIIHUV�RUJDQL]DWLRQV�DQG�WKHLU�SDUWQHUV�D�PHWKRG�WR KHOS�HQVXUH WKH�
QHZ�SURGXFW�RU�VHUYLFH�PHHWV�FULWLFDO�VHFXULW\�RXWFRPHV��%\�ILUVW�VHOHFWLQJ�RXWFRPHV�WKDW�DUH�
UHOHYDQW�WR�WKH�FRQWH[W��H�J���WUDQVPLVVLRQ�RI�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��3,,�� PLVVLRQ�
FULWLFDO�VHUYLFH�GHOLYHU\��GDWD�YHULILFDWLRQ�VHUYLFHV��SURGXFW�RU�VHUYLFH�LQWHJULW\� WKH�RUJDQL]DWLRQ�
WKHQ�FDQ�HYDOXDWH�SDUWQHUV�DJDLQVW�WKRVH�FULWHULD��)RU�H[DPSOH��LI�D�V\VWHP�LV�EHLQJ�SXUFKDVHG�WKDW�
ZLOO�PRQLWRU�2SHUDWLRQDO�7HFKQRORJ\��27� IRU�DQRPDORXV�QHWZRUN�FRPPXQLFDWLRQ��DYDLODELOLW\�
PD\�EH�D�SDUWLFXODUO\�LPSRUWDQW�F\EHUVHFXULW\�REMHFWLYH�WR�DFKLHYH�DQG�VKRXOG GULYH�D�
7HFKQRORJ\�6XSSOLHU�HYDOXDWLRQ�DJDLQVW�DSSOLFDEOH�6XEFDWHJRULHV �H�J���,'�%(����,'�6&����
,'�6&����,'�6&��� 35�'6����35�'6����35�'6����35�'6����35�,3����'(�$(����
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��� %X\LQJ�'HFLVLRQV

6LQFH�D�)UDPHZRUN�7DUJHW�3URILOH�LV�D�SULRULWL]HG�OLVW�RI�RUJDQL]DWLRQDO�F\EHUVHFXULW\�
UHTXLUHPHQWV��7DUJHW�3URILOHV�FDQ�EH�XVHG�WR�LQIRUP�GHFLVLRQV�DERXW�EX\LQJ�SURGXFWV�DQG�
VHUYLFHV��7KLV�WUDQVDFWLRQ�YDULHV�IURP�&RPPXQLFDWLQJ�&\EHUVHFXULW\�5HTXLUHPHQWV�ZLWK�
6WDNHKROGHUV �DGGUHVVHG LQ�6HFWLRQ������LQ�WKDW�LW�PD\ QRW�EH�SRVVLEOH�WR�LPSRVH�D�VHW�RI�
F\EHUVHFXULW\�UHTXLUHPHQWV�RQ�WKH�VXSSOLHU��7KH�REMHFWLYH�VKRXOG�EH WR�PDNH�WKH�EHVW�EX\LQJ�
GHFLVLRQ DPRQJ PXOWLSOH�VXSSOLHUV��JLYHQ�D�FDUHIXOO\�GHWHUPLQHG�OLVW�RI�F\EHUVHFXULW\�
UHTXLUHPHQWV��2IWHQ��WKLV�PHDQV�VRPH�GHJUHH�RI�WUDGH�RII��FRPSDULQJ�PXOWLSOH SURGXFWV RU�
VHUYLFHV ZLWK�NQRZQ�JDSV�WR�WKH�7DUJHW�3URILOH�

2QFH�D�SURGXFW�RU�VHUYLFH�LV�SXUFKDVHG��WKH�3URILOH�DOVR�FDQ�EH�XVHG�WR�WUDFN DQG�DGGUHVV UHVLGXDO�
F\EHUVHFXULW\�ULVN��)RU�H[DPSOH��LI�WKH�VHUYLFH�RU�SURGXFW�SXUFKDVHG�GLG�QRW�PHHW�DOO�WKH�
REMHFWLYHV�GHVFULEHG�LQ�WKH�7DUJHW�3URILOH��WKH�RUJDQL]DWLRQ�FDQ�DGGUHVV�WKH�UHVLGXDO�ULVN�WKURXJK�
RWKHU�PDQDJHPHQW�DFWLRQV��7KH�3URILOH�DOVR�SURYLGHV WKH�RUJDQL]DWLRQ�D�PHWKRG�IRU�DVVHVVLQJ LI
WKH�SURGXFW�PHHWV�F\EHUVHFXULW\�RXWFRPHV�WKURXJK�SHULRGLF�UHYLHZ�DQG�WHVWLQJ�PHFKDQLVPV�

��� ,GHQWLI\LQJ�2SSRUWXQLWLHV�IRU�1HZ�RU�5HYLVHG�,QIRUPDWLYH�
5HIHUHQFHV

7KH�)UDPHZRUN�FDQ�EH�XVHG�WR�LGHQWLI\�RSSRUWXQLWLHV�IRU�QHZ�RU�UHYLVHG�VWDQGDUGV��JXLGHOLQHV��RU�
SUDFWLFHV�ZKHUH�DGGLWLRQDO ,QIRUPDWLYH�5HIHUHQFHV�ZRXOG�KHOS�RUJDQL]DWLRQV�DGGUHVV�HPHUJLQJ�
QHHGV��$Q�RUJDQL]DWLRQ�LPSOHPHQWLQJ�D JLYHQ�6XEFDWHJRU\��RU�GHYHORSLQJ�D�QHZ�6XEFDWHJRU\�
PLJKW�GLVFRYHU�WKDW�WKHUH�DUH�IHZ�,QIRUPDWLYH 5HIHUHQFHV��LI�DQ\� IRU�D�UHODWHG�DFWLYLW\��7R�
DGGUHVV�WKDW�QHHG��WKH RUJDQL]DWLRQ�PLJKW�FROODERUDWH�ZLWK�WHFKQRORJ\�OHDGHUV�DQG�RU VWDQGDUGV�
ERGLHV�WR�GUDIW��GHYHORS��DQG�FRRUGLQDWH�VWDQGDUGV��JXLGHOLQHV��RU�SUDFWLFHV�

��� 0HWKRGRORJ\�WR�3URWHFW�3ULYDF\�DQG�&LYLO�/LEHUWLHV

7KLV�VHFWLRQ�GHVFULEHV�D�PHWKRGRORJ\ WR�DGGUHVV�LQGLYLGXDO�SULYDF\�DQG�FLYLO�OLEHUWLHV�
LPSOLFDWLRQV�WKDW�PD\�UHVXOW�IURP�F\EHUVHFXULW\��7KLV�PHWKRGRORJ\�LV�LQWHQGHG�WR�EH�D�JHQHUDO�VHW�
RI�FRQVLGHUDWLRQV�DQG�SURFHVVHV�VLQFH�SULYDF\ DQG�FLYLO�OLEHUWLHV�LPSOLFDWLRQV�PD\ GLIIHU�E\�VHFWRU�
RU�RYHU�WLPH DQG�RUJDQL]DWLRQV�PD\�DGGUHVV�WKHVH�FRQVLGHUDWLRQV�DQG�SURFHVVHV ZLWK�D�UDQJH�RI�
WHFKQLFDO�LPSOHPHQWDWLRQV��1RQHWKHOHVV��QRW�DOO�DFWLYLWLHV�LQ�D�F\EHUVHFXULW\�SURJUDP�HQJHQGHU
SULYDF\�DQG�FLYLO�OLEHUWLHV FRQVLGHUDWLRQV� 7HFKQLFDO�SULYDF\�VWDQGDUGV��JXLGHOLQHV� DQG�DGGLWLRQDO�
EHVW�SUDFWLFHV�PD\�QHHG�WR�EH�GHYHORSHG�WR�VXSSRUW�LPSURYHG�WHFKQLFDO�LPSOHPHQWDWLRQV�

3ULYDF\�DQG�F\EHUVHFXULW\�KDYH�D�VWURQJ FRQQHFWLRQ��$Q�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�DFWLYLWLHV�
DOVR�FDQ�FUHDWH�ULVNV�WR�SULYDF\�DQG�FLYLO�OLEHUWLHV ZKHQ�SHUVRQDO�LQIRUPDWLRQ�LV�XVHG��FROOHFWHG��
SURFHVVHG��PDLQWDLQHG��RU GLVFORVHG� 6RPH�H[DPSOHV LQFOXGH��F\EHUVHFXULW\�DFWLYLWLHV�WKDW�UHVXOW�
LQ�WKH�RYHU�FROOHFWLRQ�RU�RYHU�UHWHQWLRQ�RI�SHUVRQDO�LQIRUPDWLRQ��GLVFORVXUH�RU�XVH�RI�SHUVRQDO�
LQIRUPDWLRQ�XQUHODWHG�WR�F\EHUVHFXULW\�DFWLYLWLHV��DQG�F\EHUVHFXULW\�PLWLJDWLRQ�DFWLYLWLHV�WKDW�
UHVXOW�LQ�GHQLDO�RI�VHUYLFH�RU�RWKHU�VLPLODU�SRWHQWLDOO\�DGYHUVH�LPSDFWV��LQFOXGLQJ�VRPH�W\SHV�RI�
LQFLGHQW�GHWHFWLRQ�RU�PRQLWRULQJ�WKDW�PD\�LQKLELW�IUHHGRP�RI�H[SUHVVLRQ�RU�DVVRFLDWLRQ�

7KH�JRYHUQPHQW�DQG�LWV�DJHQWV KDYH�D UHVSRQVLELOLW\�WR�SURWHFW�FLYLO�OLEHUWLHV�DULVLQJ�IURP�
F\EHUVHFXULW\�DFWLYLWLHV��$V�UHIHUHQFHG�LQ�WKH�PHWKRGRORJ\�EHORZ��JRYHUQPHQW�RU�LWV�DJHQWV�WKDW�
RZQ�RU�RSHUDWH�FULWLFDO�LQIUDVWUXFWXUH�VKRXOG�KDYH�D�SURFHVV�LQ�SODFH�WR�VXSSRUW�FRPSOLDQFH�RI�
F\EHUVHFXULW\�DFWLYLWLHV�ZLWK�DSSOLFDEOH�SULYDF\�ODZV��UHJXODWLRQV��DQG�&RQVWLWXWLRQDO�
UHTXLUHPHQWV��
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7R DGGUHVV�SULYDF\�LPSOLFDWLRQV��RUJDQL]DWLRQV�PD\�FRQVLGHU�KRZ WKHLU�F\EHUVHFXULW\�SURJUDP�
PLJKW�LQFRUSRUDWH�SULYDF\�SULQFLSOHV�VXFK�DV� GDWD�PLQLPL]DWLRQ�LQ�WKH�FROOHFWLRQ��GLVFORVXUH� DQG�
UHWHQWLRQ�RI�SHUVRQDO�LQIRUPDWLRQ PDWHULDO�UHODWHG�WR�WKH�F\EHUVHFXULW\�LQFLGHQW��XVH�OLPLWDWLRQV�
RXWVLGH�RI�F\EHUVHFXULW\�DFWLYLWLHV RQ�DQ\�LQIRUPDWLRQ�FROOHFWHG�VSHFLILFDOO\�IRU�F\EHUVHFXULW\�
DFWLYLWLHV��WUDQVSDUHQF\�IRU�FHUWDLQ�F\EHUVHFXULW\�DFWLYLWLHV��LQGLYLGXDO�FRQVHQW�DQG�UHGUHVV�IRU�
DGYHUVH�LPSDFWV�DULVLQJ�IURP�XVH�RI�SHUVRQDO�LQIRUPDWLRQ LQ�F\EHUVHFXULW\�DFWLYLWLHV��GDWD�TXDOLW\�
LQWHJULW\� DQG�VHFXULW\��DQG�DFFRXQWDELOLW\�DQG�DXGLWLQJ�

$V�RUJDQL]DWLRQV�DVVHVV�WKH )UDPHZRUN�&RUH�LQ�$SSHQGL[�$��WKH IROORZLQJ�SURFHVVHV�DQG�
DFWLYLWLHV�PD\�EH�FRQVLGHUHG�DV�D�PHDQV�WR�DGGUHVV�WKH�DERYH�UHIHUHQFHG�SULYDF\�DQG�FLYLO�
OLEHUWLHV�LPSOLFDWLRQV�

*RYHUQDQFH RI�F\EHUVHFXULW\�ULVN

x $Q�RUJDQL]DWLRQ¶V�DVVHVVPHQW�RI�F\EHUVHFXULW\�ULVN�DQG�SRWHQWLDO�ULVN�UHVSRQVHV�FRQVLGHUV�
WKH�SULYDF\�LPSOLFDWLRQV�RI�LWV�F\EHUVHFXULW\�SURJUDP�

x ,QGLYLGXDOV�ZLWK�F\EHUVHFXULW\�UHODWHG�SULYDF\�UHVSRQVLELOLWLHV�UHSRUW�WR�DSSURSULDWH�
PDQDJHPHQW�DQG�DUH�DSSURSULDWHO\�WUDLQHG�

x 3URFHVV�LV�LQ�SODFH�WR�VXSSRUW�FRPSOLDQFH�RI�F\EHUVHFXULW\�DFWLYLWLHV�ZLWK�DSSOLFDEOH�
SULYDF\�ODZV��UHJXODWLRQV� DQG�&RQVWLWXWLRQDO�UHTXLUHPHQWV�

x 3URFHVV�LV�LQ�SODFH�WR�DVVHVV�LPSOHPHQWDWLRQ�RI�WKH�DERYH RUJDQL]DWLRQDO�PHDVXUHV�DQG�
FRQWUROV�

$SSURDFKHV�WR�LGHQWLI\LQJ��DXWKHQWLFDWLQJ� DQG�DXWKRUL]LQJ�LQGLYLGXDOV�WR�DFFHVV�
RUJDQL]DWLRQDO�DVVHWV�DQG�V\VWHPV

x 6WHSV�DUH�WDNHQ�WR�LGHQWLI\�DQG�DGGUHVV�WKH�SULYDF\�LPSOLFDWLRQV�RI�LGHQWLW\�PDQDJHPHQW�
DQG�DFFHVV�FRQWURO�PHDVXUHV�WR�WKH�H[WHQW�WKDW�WKH\�LQYROYH�FROOHFWLRQ��GLVFORVXUH� RU�XVH�
RI�SHUVRQDO�LQIRUPDWLRQ�

$ZDUHQHVV�DQG�WUDLQLQJ�PHDVXUHV

x $SSOLFDEOH�LQIRUPDWLRQ�IURP�RUJDQL]DWLRQDO�SULYDF\�SROLFLHV�LV�LQFOXGHG�LQ�F\EHUVHFXULW\�
ZRUNIRUFH�WUDLQLQJ�DQG�DZDUHQHVV�DFWLYLWLHV�

x 6HUYLFH�SURYLGHUV�WKDW�SURYLGH�F\EHUVHFXULW\�UHODWHG�VHUYLFHV�IRU�WKH�RUJDQL]DWLRQ�DUH�
LQIRUPHG�DERXW�WKH�RUJDQL]DWLRQ¶V�DSSOLFDEOH�SULYDF\�SROLFLHV�

$QRPDORXV�DFWLYLW\�GHWHFWLRQ�DQG�V\VWHP�DQG�DVVHWV�PRQLWRULQJ

x 3URFHVV�LV�LQ�SODFH�WR�FRQGXFW�D�SULYDF\�UHYLHZ�RI�DQ�RUJDQL]DWLRQ¶V�DQRPDORXV�DFWLYLW\�
GHWHFWLRQ�DQG�F\EHUVHFXULW\�PRQLWRULQJ�

5HVSRQVH�DFWLYLWLHV��LQFOXGLQJ�LQIRUPDWLRQ�VKDULQJ�RU�RWKHU�PLWLJDWLRQ�HIIRUWV

x 3URFHVV�LV�LQ�SODFH�WR�DVVHVV�DQG�DGGUHVV�ZKHWKHU��ZKHQ��KRZ� DQG�WKH�H[WHQW�WR�ZKLFK�
SHUVRQDO�LQIRUPDWLRQ LV�VKDUHG�RXWVLGH�WKH�RUJDQL]DWLRQ�DV�SDUW�RI�F\EHUVHFXULW\�
LQIRUPDWLRQ�VKDULQJ�DFWLYLWLHV�

x 3URFHVV�LV�LQ�SODFH�WR�FRQGXFW�D�SULYDF\�UHYLHZ�RI�DQ�RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�
PLWLJDWLRQ�HIIRUWV�
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ͶǤͲ ����Ǧ����������&\EHUVHFXULW\ 5LVN ZLWK WKH )UDPHZRUN

7KH�&\EHUVHFXULW\�)UDPHZRUN�LV�GHVLJQHG�WR�UHGXFH�ULVN�E\�LPSURYLQJ WKH�PDQDJHPHQW�RI�
F\EHUVHFXULW\�ULVN WR�RUJDQL]DWLRQDO REMHFWLYHV��,GHDOO\��RUJDQL]DWLRQV XVLQJ�WKH�)UDPHZRUN�ZLOO�
EH�DEOH�WR�PHDVXUH�DQG�DVVLJQ�YDOXHV�WR�WKHLU�ULVN�DORQJ�ZLWK WKH�FRVW�DQG�EHQHILWV�RI�VWHSV�WDNHQ�
WR�UHGXFH�ULVN�WR�DFFHSWDEOH�OHYHOV��7KH�EHWWHU�DQ�RUJDQL]DWLRQ�LV�DEOH�WR�PHDVXUH LWV ULVN��FRVWV��
DQG�EHQHILWV�RI�F\EHUVHFXULW\�VWUDWHJLHV�DQG�VWHSV��WKH�PRUH�UDWLRQDO��HIIHFWLYH��DQG�YDOXDEOH�LWV�
F\EHUVHFXULW\�DSSURDFK�DQG�LQYHVWPHQWV�ZLOO�EH�

2YHU�WLPH��VHOI�DVVHVVPHQW�DQG�PHDVXUHPHQW�VKRXOG�LPSURYH GHFLVLRQ�PDNLQJ�DERXW�LQYHVWPHQW�
SULRULWLHV��)RU�H[DPSOH��PHDVXULQJ�± RU�DW�OHDVW�UREXVWO\�FKDUDFWHUL]LQJ�± DVSHFWV�RI�DQ�
RUJDQL]DWLRQ¶V�F\EHUVHFXULW\�VWDWH�DQG�WUHQGV�RYHU�WLPH�FDQ HQDEOH�WKDW RUJDQL]DWLRQ�WR�
XQGHUVWDQG�DQG�FRQYH\�PHDQLQJIXO�ULVN�LQIRUPDWLRQ�WR�GHSHQGHQWV��VXSSOLHUV��EX\HUV��DQG�RWKHU�
SDUWLHV��$Q�RUJDQL]DWLRQ�FDQ�DFFRPSOLVK�WKLV LQWHUQDOO\ RU E\�VHHNLQJ�D WKLUG�SDUW\ DVVHVVPHQW��,I�
GRQH�SURSHUO\�DQG�ZLWK�DQ�DSSUHFLDWLRQ�RI�OLPLWDWLRQV��WKHVH�PHDVXUHPHQWV�FDQ�SURYLGH�D�EDVLV�
IRU�VWURQJ�WUXVWHG�UHODWLRQVKLSV��ERWK�LQVLGH�DQG�RXWVLGH�RI�DQ�RUJDQL]DWLRQ�

7R�H[DPLQH�WKH�HIIHFWLYHQHVV�RI�LQYHVWPHQWV��DQ�RUJDQL]DWLRQ�PXVW�ILUVW�KDYH�D�FOHDU�
XQGHUVWDQGLQJ�RI�LWV RUJDQL]DWLRQDO�REMHFWLYHV� WKH�UHODWLRQVKLS�EHWZHHQ�WKRVH REMHFWLYHV�DQG�
VXSSRUWLYH F\EHUVHFXULW\�RXWFRPHV��DQG�KRZ�WKRVH�GLVFUHWH�F\EHUVHFXULW\�RXWFRPHV�DUH�
LPSOHPHQWHG�DQG�PDQDJHG��:KLOH�PHDVXUHPHQWV�RI�DOO�WKRVH�LWHPV LV�EH\RQG�WKH�VFRSH�RI�WKH�
)UDPHZRUN��WKH�F\EHUVHFXULW\�RXWFRPHV�RI�WKH�)UDPHZRUN�&RUH�VXSSRUW�VHOI�DVVHVVPHQW�RI�
LQYHVWPHQW�HIIHFWLYHQHVV�DQG�F\EHUVHFXULW\�DFWLYLWLHV�LQ�WKH�IROORZLQJ�ZD\V�

x 0DNLQJ�FKRLFHV�DERXW�KRZ�GLIIHUHQW�SRUWLRQV�RI�WKH�F\EHUVHFXULW\�RSHUDWLRQ�VKRXOG�
LQIOXHQFH�WKH�VHOHFWLRQ�RI�7DUJHW�,PSOHPHQWDWLRQ�7LHUV�

x (YDOXDWLQJ�WKH RUJDQL]DWLRQ¶V�DSSURDFK�WR�F\EHUVHFXULW\�ULVN�PDQDJHPHQW E\�GHWHUPLQLQJ
&XUUHQW�,PSOHPHQWDWLRQ�7LHUV�

x 3ULRULWL]LQJ F\EHUVHFXULW\ RXWFRPHV�E\�GHYHORSLQJ�7DUJHW�3URILOHV�
x 'HWHUPLQLQJ�WKH�GHJUHH�WR�ZKLFK�VSHFLILF�F\EHUVHFXULW\�VWHSV�DFKLHYH�GHVLUHG�

F\EHUVHFXULW\ RXWFRPHV E\�DVVHVVLQJ�&XUUHQW�3URILOHV� DQG
x 0HDVXULQJ�WKH�GHJUHH�RI�LPSOHPHQWDWLRQ�IRU�FRQWUROV�FDWDORJV�RU�WHFKQLFDO�JXLGDQFH�OLVWHG�

DV ,QIRUPDWLYH�5HIHUHQFHV�

7KH�GHYHORSPHQW�RI�F\EHUVHFXULW\�SHUIRUPDQFH�PHWULFV�LV�HYROYLQJ��2UJDQL]DWLRQV VKRXOG�EH�
WKRXJKWIXO��FUHDWLYH��DQG�FDUHIXO�DERXW�WKH�ZD\V�LQ�ZKLFK�WKH\�HPSOR\�PHDVXUHPHQWV�WR�RSWLPL]H�
XVH��ZKLOH�DYRLGLQJ�UHOLDQFH�RQ�DUWLILFLDO�LQGLFDWRUV�RI�FXUUHQW�VWDWH�DQG�SURJUHVV�LQ�LPSURYLQJ�
F\EHUVHFXULW\�ULVN�PDQDJHPHQW��-XGJLQJ�F\EHU�ULVN�UHTXLUHV�GLVFLSOLQH�DQG�VKRXOG�EH�UHYLVLWHG�
SHULRGLFDOO\� $Q\�WLPH�PHDVXUHPHQWV�DUH�HPSOR\HG DV�SDUW�RI�WKH�)UDPHZRUN�SURFHVV��
RUJDQL]DWLRQV DUH�HQFRXUDJHG�WR�FOHDUO\�LGHQWLI\�DQG�NQRZ�ZK\�WKHVH�PHDVXUHPHQWV�DUH�
LPSRUWDQW�DQG�KRZ�WKH\�ZLOO�FRQWULEXWH�WR WKH�RYHUDOO�PDQDJHPHQW�RI�F\EHUVHFXULW\�ULVN� 7KH\�
DOVR�VKRXOG�EH�FOHDU�DERXW�WKH�OLPLWDWLRQV�RI�PHDVXUHPHQWV�WKDW�DUH�XVHG�

)RU�H[DPSOH��WUDFNLQJ�VHFXULW\�PHDVXUHV DQG�EXVLQHVV�RXWFRPHV�PD\�SURYLGH�PHDQLQJIXO�LQVLJKW�
DV�WR�KRZ�FKDQJHV�LQ�JUDQXODU�VHFXULW\�FRQWUROV�DIIHFW WKH�FRPSOHWLRQ�RI�RUJDQL]DWLRQDO
REMHFWLYHV� 9HULI\LQJ�DFKLHYHPHQW�RI VRPH�RUJDQL]DWLRQDO�REMHFWLYHV UHTXLUHV�DQDO\]LQJ�WKH�GDWD�
RQO\�DIWHU WKDW�REMHFWLYH ZDV�WR�KDYH�EHHQ�DFKLHYHG��7KLV�W\SH�RI�ODJJLQJ�PHDVXUH�LV�PRUH�
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DEVROXWH���+RZHYHU��LW�LV�RIWHQ�PRUH�YDOXDEOH�WR�SUHGLFW ZKHWKHU�D�F\EHUVHFXULW\�ULVN�PD\ RFFXU��
DQG�WKH�LPSDFW�LW�PLJKW KDYH� XVLQJ�D�OHDGLQJ�PHDVXUH�

2UJDQL]DWLRQV DUH�HQFRXUDJHG�WR�LQQRYDWH�DQG�FXVWRPL]H�KRZ�WKH\�LQFRUSRUDWH�PHDVXUHPHQWV�
LQWR�WKHLU�DSSOLFDWLRQ�RI�WKH�)UDPHZRUN�ZLWK�D�IXOO�DSSUHFLDWLRQ�RI�WKHLU�XVHIXOQHVV�DQG�
OLPLWDWLRQV�
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����������ǣ�	�������������

7KLV�DSSHQGL[�SUHVHQWV�WKH�)UDPHZRUN�&RUH��D�OLVWLQJ�RI�)XQFWLRQV��&DWHJRULHV��6XEFDWHJRULHV��
DQG�,QIRUPDWLYH�5HIHUHQFHV�WKDW�GHVFULEH�VSHFLILF�F\EHUVHFXULW\�DFWLYLWLHV�WKDW�DUH�FRPPRQ�
DFURVV�DOO�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV��7KH�FKRVHQ�SUHVHQWDWLRQ�IRUPDW�IRU�WKH�)UDPHZRUN�&RUH�
GRHV�QRW�VXJJHVW�D�VSHFLILF�LPSOHPHQWDWLRQ�RUGHU�RU�LPSO\�D�GHJUHH�RI�LPSRUWDQFH�RI�WKH�
&DWHJRULHV��6XEFDWHJRULHV��DQG�,QIRUPDWLYH�5HIHUHQFHV��7KH�)UDPHZRUN�&RUH�SUHVHQWHG�LQ�WKLV�
DSSHQGL[�UHSUHVHQWV�D�FRPPRQ�VHW�RI�DFWLYLWLHV�IRU�PDQDJLQJ�F\EHUVHFXULW\ ULVN� :KLOH�WKH�
)UDPHZRUN�LV�QRW�H[KDXVWLYH��LW�LV�H[WHQVLEOH��DOORZLQJ�RUJDQL]DWLRQV��VHFWRUV��DQG�RWKHU�HQWLWLHV�
WR�XVH�6XEFDWHJRULHV�DQG�,QIRUPDWLYH�5HIHUHQFHV�WKDW�DUH�FRVW�HIIHFWLYH�DQG�HIILFLHQW�DQG�WKDW�
HQDEOH�WKHP�WR�PDQDJH�WKHLU�F\EHUVHFXULW\�ULVN��$FWLYLWLHV�FDQ�EH�VHOHFWHG�IURP�WKH�)UDPHZRUN�
&RUH�GXULQJ�WKH�3URILOH�FUHDWLRQ�SURFHVV�DQG�DGGLWLRQDO�&DWHJRULHV��6XEFDWHJRULHV��DQG�
,QIRUPDWLYH�5HIHUHQFHV�PD\�EH�DGGHG�WR�WKH�3URILOH��$Q�RUJDQL]DWLRQ¶V�ULVN�PDQDJHPHQW�
SURFHVVHV��OHJDO�UHJXODWRU\�UHTXLUHPHQWV��EXVLQHVV�PLVVLRQ�REMHFWLYHV��DQG�RUJDQL]DWLRQDO�
FRQVWUDLQWV�JXLGH�WKH�VHOHFWLRQ�RI�WKHVH�DFWLYLWLHV�GXULQJ�3URILOH�FUHDWLRQ� 3HUVRQDO�LQIRUPDWLRQ�LV�
FRQVLGHUHG�D�FRPSRQHQW�RI�GDWD�RU�DVVHWV�UHIHUHQFHG�LQ�WKH�&DWHJRULHV�ZKHQ�DVVHVVLQJ�VHFXULW\�
ULVNV�DQG�SURWHFWLRQV�

:KLOH�WKH�LQWHQGHG�RXWFRPHV�LGHQWLILHG�LQ�WKH�)XQFWLRQV��&DWHJRULHV��DQG�6XEFDWHJRULHV�DUH�WKH�
VDPH�IRU ,7�DQG�,&6��WKH�RSHUDWLRQDO�HQYLURQPHQWV�DQG�FRQVLGHUDWLRQV�IRU�,7�DQG�,&6�GLIIHU� ,&6�
KDYH�D�GLUHFW�HIIHFW�RQ WKH�SK\VLFDO�ZRUOG��LQFOXGLQJ�SRWHQWLDO�ULVNV�WR�WKH�KHDOWK�DQG�VDIHW\�RI�
LQGLYLGXDOV��DQG�LPSDFW�RQ�WKH�HQYLURQPHQW� $GGLWLRQDOO\��,&6�KDYH�XQLTXH�SHUIRUPDQFH�DQG�
UHOLDELOLW\�UHTXLUHPHQWV�FRPSDUHG�ZLWK ,7��DQG�WKH�JRDOV�RI�VDIHW\�DQG�HIILFLHQF\�PXVW�EH�
FRQVLGHUHG�ZKHQ�LPSOHPHQWLQJ�F\EHUVHFXULW\�PHDVXUHV�

)RU�HDVH�RI�XVH��HDFK�FRPSRQHQW�RI�WKH�)UDPHZRUN�&RUH�LV�JLYHQ�D�XQLTXH�LGHQWLILHU��)XQFWLRQV�
DQG�&DWHJRULHV�HDFK�KDYH�D�XQLTXH�DOSKDEHWLF�LGHQWLILHU��DV�VKRZQ�LQ�7DEOH����6XEFDWHJRULHV�
ZLWKLQ�HDFK�&DWHJRU\�DUH�UHIHUHQFHG�QXPHULFDOO\��WKH�XQLTXH�LGHQWLILHU�IRU�HDFK�6XEFDWHJRU\�LV�
LQFOXGHG�LQ�7DEOH���

$GGLWLRQDO�VXSSRUWLQJ�PDWHULDO��LQFOXGLQJ�,QIRUPDWLYH�5HIHUHQFHV� UHODWLQJ�WR WKH�)UDPHZRUN�FDQ�
EH�IRXQG�RQ�WKH�1,67�ZHEVLWH�DW KWWS���ZZZ�QLVW�JRY�F\EHUIUDPHZRUN��
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7DEOH����)XQFWLRQ�DQG�&DWHJRU\�8QLTXH�,GHQWLILHUV

)XQFWLRQ�
8QLTXH�
,GHQWLILHU

)XQFWLRQ &DWHJRU\�
8QLTXH�
,GHQWLILHU

&DWHJRU\

,' ,GHQWLI\ ,'�$0 $VVHW�0DQDJHPHQW

,'�%( %XVLQHVV�(QYLURQPHQW

,'�*9 *RYHUQDQFH

,'�5$ 5LVN�$VVHVVPHQW

,'�50 5LVN�0DQDJHPHQW 6WUDWHJ\

,'�6& 6XSSO\�&KDLQ�5LVN�0DQDJHPHQW

35 3URWHFW 35�$& ,GHQWLW\�0DQDJHPHQW�DQG�$FFHVV�&RQWURO

35�$7 $ZDUHQHVV�DQG�7UDLQLQJ

35�'6 'DWD�6HFXULW\

35�,3 ,QIRUPDWLRQ�3URWHFWLRQ�3URFHVVHV�DQG�3URFHGXUHV

35�0$ 0DLQWHQDQFH

35�37 3URWHFWLYH�7HFKQRORJ\

'( 'HWHFW '(�$( $QRPDOLHV�DQG�(YHQWV

'(�&0 6HFXULW\�&RQWLQXRXV�0RQLWRULQJ

'(�'3 'HWHFWLRQ�3URFHVVHV

56 5HVSRQG 56�53 5HVSRQVH�3ODQQLQJ

56�&2 &RPPXQLFDWLRQV

56�$1 $QDO\VLV

56�0, 0LWLJDWLRQ

56�,0 ,PSURYHPHQWV

5& 5HFRYHU 5&�53 5HFRYHU\�3ODQQLQJ

5&�,0 ,PSURYHPHQWV

5&�&2 &RPPXQLFDWLRQV
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7DEOH����)UDPHZRUN�&RUH

)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

,'(17,)<
�,'�

$VVHW�0DQDJHPHQW �,'�$0���
7KH�GDWD��SHUVRQQHO��GHYLFHV��

V\VWHPV��DQG�IDFLOLWLHV�WKDW�HQDEOH�
WKH�RUJDQL]DWLRQ�WR�DFKLHYH�

EXVLQHVV�SXUSRVHV�DUH�LGHQWLILHG�
DQG�PDQDJHG�FRQVLVWHQW�ZLWK�WKHLU�

UHODWLYH�LPSRUWDQFH�WR�
RUJDQL]DWLRQDO�REMHFWLYHV�DQG�WKH�

RUJDQL]DWLRQ¶V�ULVN�VWUDWHJ\�

,'�$0��� 3K\VLFDO�GHYLFHV�DQG�V\VWHPV�
ZLWKLQ�WKH�RUJDQL]DWLRQ DUH�LQYHQWRULHG

&,6 &6&��
&2%,7���%$,�������%$,�����
,6$�����������������������
,6$��������������� 65����
,62�,(&����������� $��������$������
1,67�63������� 5HY��� &0

,'�$0��� 6RIWZDUH�SODWIRUPV�DQG�
DSSOLFDWLRQV�ZLWKLQ�WKH�RUJDQL]DWLRQ DUH�
LQYHQWRULHG

&,6 &6&��
&2%,7���%$,�������%$,�������%$,�����
,6$�����������������������
,6$��������������� 65����
,62�,(&����������� $��������$������
1,67�63������� 5HY��� &0

,'�$0����2UJDQL]DWLRQDO�FRPPXQLFDWLRQ�
DQG�GDWD�IORZV�DUH�PDSSHG

&,6 &6& ��
&2%,7���'66�����
,6$��������������� �������
,62�,(&����������� $�������
1,67�63��������5HY��� $&

,'�$0��� ([WHUQDO�LQIRUPDWLRQ�V\VWHPV�
DUH�FDWDORJXHG

&,6�&6&���
&2%,7���$32�������$32�������'66�����
,62�,(&����������� $�������
1,67�63������� 5HY��� $&

,'�$0��� 5HVRXUFHV��H�J���KDUGZDUH��
GHYLFHV��GDWD��WLPH��SHUVRQQHO��DQG�
VRIWZDUH��DUH�SULRULWL]HG�EDVHG�RQ�WKHLU�
FODVVLILFDWLRQ��FULWLFDOLW\��DQG�EXVLQHVV�
YDOXH

&,6�&6&�������
&2%,7���$32�������$32�����
%$,�������%$,�����
,6$�����������������������
,62�,(&����������� $��
1,67�63������� 5HY��� &3

,'�$0����&\EHUVHFXULW\�UROHV�DQG�
UHVSRQVLELOLWLHV�IRU�WKH�HQWLUH�ZRUNIRUFH�DQG�

&,6�&6&�������
&2%,7 ��$32������ $32�������$32�����
'66�����
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

WKLUG�SDUW\�VWDNHKROGHUV��H�J���VXSSOLHUV��
FXVWRPHUV��SDUWQHUV��DUH�HVWDEOLVKHG

,6$�������������������������
,62�,(&������������$������
1,67�63������� 5HY��� &3

%XVLQHVV�(QYLURQPHQW �,'�%(���
7KH�RUJDQL]DWLRQ¶V�PLVVLRQ��
REMHFWLYHV��VWDNHKROGHUV��DQG�
DFWLYLWLHV�DUH�XQGHUVWRRG�DQG�
SULRULWL]HG��WKLV�LQIRUPDWLRQ�LV�
XVHG�WR�LQIRUP�F\EHUVHFXULW\�
UROHV��UHVSRQVLELOLWLHV��DQG�ULVN�

PDQDJHPHQW�GHFLVLRQV�

,'�%(����7KH�RUJDQL]DWLRQ¶V�UROH�LQ�WKH�
VXSSO\�FKDLQ�LV�LGHQWLILHG�DQG�
FRPPXQLFDWHG

&2%,7���$32������ $32���
$32�������$32�������$32�����
,62�,(&����������� $������
$���������$���������$�������
1,67�63������� 5HY��� &3

,'�%(����7KH�RUJDQL]DWLRQ¶V�SODFH�LQ�
FULWLFDO�LQIUDVWUXFWXUH�DQG�LWV�LQGXVWU\�VHFWRU�
LV�LGHQWLILHG�DQG�FRPPXQLFDWHG

&2%,7���$32�������$32�����
,62�,(&������������&ODXVH����
1,67�63������� 5HY��� 30

,'�%(����3ULRULWLHV�IRU�RUJDQL]DWLRQDO�
PLVVLRQ��REMHFWLYHV��DQG�DFWLYLWLHV�DUH�
HVWDEOLVKHG�DQG�FRPPXQLFDWHG

&2%,7 ��$32�������$32�������
,6$��������������������������������
1,67�63������� 5HY��� 30

,'�%(��� 'HSHQGHQFLHV�DQG�FULWLFDO�
IXQFWLRQV�IRU�GHOLYHU\�RI�FULWLFDO�VHUYLFHV�
DUH�HVWDEOLVKHG

&2%,7���$32�������%$,�������%$,�����
,62�,(&������������$���
1,67�63��������5HY��� &3
6$���

,'�%(��� 5HVLOLHQFH�UHTXLUHPHQWV�WR�
VXSSRUW�GHOLYHU\�RI�FULWLFDO�VHUYLFHV�DUH�
HVWDEOLVKHG IRU�DOO�RSHUDWLQJ�VWDWHV��H�J��
XQGHU�GXUHVV�DWWDFN��GXULQJ�UHFRYHU\��
QRUPDO�RSHUDWLRQV�

&2%,7�� %$,������ '66�����
,62�,(&������������$��������
$���������$�������
1,67�63������� 5HY����&3
��

*RYHUQDQFH �,'�*9���7KH�
SROLFLHV��SURFHGXUHV��DQG�

SURFHVVHV�WR�PDQDJH�DQG�PRQLWRU�
WKH�RUJDQL]DWLRQ¶V�UHJXODWRU\��
OHJDO��ULVN��HQYLURQPHQWDO��DQG�
RSHUDWLRQDO�UHTXLUHPHQWV�DUH�
XQGHUVWRRG�DQG�LQIRUP�WKH�

,'�*9����2UJDQL]DWLRQDO�F\EHUVHFXULW\�
SROLF\ LV�HVWDEOLVKHG DQG�FRPPXQLFDWHG

&,6�&6&���
&2%,7 ��$32������ $32�����
('0�����
,6$�����������������������
,62�,(&����������� $��
1,67�63������� 5HY��� �
VHFXULW\�FRQWURO�IDPLOLHV�
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

PDQDJHPHQW�RI�F\EHUVHFXULW\�
ULVN�

,'�*9��� &\EHUVHFXULW\�UROHV�DQG
UHVSRQVLELOLWLHV�DUH�FRRUGLQDWHG�DQG�DOLJQHG�
ZLWK�LQWHUQDO�UROHV�DQG�H[WHUQDO�SDUWQHUV

&,6�&6&���
&2%,7�� $32������ $32�����
'66�����
,6$�������������������������
,62�,(&����������� $��������$������
1,67�63������� 5HY��� 36

,'�*9��� /HJDO�DQG�UHJXODWRU\�
UHTXLUHPHQWV�UHJDUGLQJ�F\EHUVHFXULW\��
LQFOXGLQJ�SULYDF\�DQG�FLYLO�OLEHUWLHV�
REOLJDWLRQV��DUH�XQGHUVWRRG�DQG�PDQDJHG

&,6�&6&���
&2%,7 ��%$,������ 0($�������0($�����
,6$�����������������������
,62�,(&����������� $�����
$���������$���������$�������
1,67�63������� 5HY��� �
VHFXULW\�FRQWURO�IDPLOLHV

,'�*9��� *RYHUQDQFH�DQG�ULVN�
PDQDJHPHQW�SURFHVVHV�DGGUHVV�
F\EHUVHFXULW\�ULVNV

&2%,7���('0�������$32�������$32������
'66�����
,6$��������������� ���������������������������
���������������������������������������
,62�,(&������������&ODXVH��
1,67�63��������5HY��� 6$
���30���� 30���

5LVN�$VVHVVPHQW �,'�5$���7KH�
RUJDQL]DWLRQ�XQGHUVWDQGV�WKH�

F\EHUVHFXULW\�ULVN�WR�
RUJDQL]DWLRQDO�RSHUDWLRQV�

�LQFOXGLQJ�PLVVLRQ��IXQFWLRQV��
LPDJH��RU�UHSXWDWLRQ���

RUJDQL]DWLRQDO�DVVHWV��DQG�
LQGLYLGXDOV�

,'�5$��� $VVHW�YXOQHUDELOLWLHV�DUH�
LGHQWLILHG�DQG�GRFXPHQWHG

&,6 &6& �
&2%,7 � $32�������$32�������$32�������
$32�������'66�������'66�����
,6$�����������������������������������������
��������
,62�,(&����������� $���������$�������
1,67�63������� 5HY��� &$
���5$����6$����6$�����6,

,'�5$��� &\EHU�WKUHDW�LQWHOOLJHQFH LV�
UHFHLYHG�IURP�LQIRUPDWLRQ�VKDULQJ�IRUXPV�
DQG�VRXUFHV

&,6�&6&��
&2%,7���%$,�����
,6$����������������������������������������
,62�,(&����������� $������
1,67�63������� 5HY��� 6,
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

,'�5$��� 7KUHDWV��ERWK�LQWHUQDO�DQG�
H[WHUQDO��DUH�LGHQWLILHG�DQG�GRFXPHQWHG

&,6�&6&��
&2%,7���$32�������$32�������$32�������
$32�����
,6$����������������������������������������
,62�,(&������������&ODXVH������
1,67�63������� 5HY��� 5$
��

,'�5$��� 3RWHQWLDO�EXVLQHVV�LPSDFWV�DQG�
OLNHOLKRRGV�DUH�LGHQWLILHG

&,6�&6&��
&2%,7�� '66�����
,6$����������������������������������������
,62�,(&������������$���������&ODXVH������
1,67�63������� 5HY��� 5$
���30���

,'�5$��� 7KUHDWV��YXOQHUDELOLWLHV��
OLNHOLKRRGV��DQG�LPSDFWV�DUH�XVHG�WR�
GHWHUPLQH�ULVN

&,6�&6&��
&2%,7�� $32�����
,62�,(&������������$�������
1,67�63��������5HY��� 5$

,'�5$����5LVN�UHVSRQVHV�DUH�LGHQWLILHG DQG�
SULRULWL]HG

&,6�&6&��
&2%,7�� $32�������$32�����
,62�,(&������������&ODXVH������
1,67�63��������5HY��� 30

5LVN�0DQDJHPHQW�6WUDWHJ\
�,'�50���7KH�RUJDQL]DWLRQ¶V�
SULRULWLHV��FRQVWUDLQWV��ULVN�

WROHUDQFHV��DQG�DVVXPSWLRQV�DUH�
HVWDEOLVKHG�DQG�XVHG�WR�VXSSRUW�
RSHUDWLRQDO�ULVN�GHFLVLRQV�

,'�50��� 5LVN PDQDJHPHQW�SURFHVVHV�DUH�
HVWDEOLVKHG��PDQDJHG��DQG�DJUHHG�WR�E\�
RUJDQL]DWLRQDO�VWDNHKROGHUV

&,6�&6&��
&2%,7���$32�������$32�������$32�������
%$,�������%$,�����
,6$�����������������������
,62�,(&������������&ODXVH��������&ODXVH������
&ODXVH����
1,67�63������� 5HY��� 30

,'�50��� 2UJDQL]DWLRQDO�ULVN�WROHUDQFH�LV�
GHWHUPLQHG�DQG�FOHDUO\�H[SUHVVHG

&2%,7���$32�����
,6$�������������������������
,62�,(&������������&ODXVH��������&ODXVH�
1,67�63������� 5HY��� 30
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

,'�50��� 7KH�RUJDQL]DWLRQ¶V�
GHWHUPLQDWLRQ�RI�ULVN�WROHUDQFH�LV�LQIRUPHG�
E\�LWV�UROH�LQ�FULWLFDO�LQIUDVWUXFWXUH�DQG�
VHFWRU�VSHFLILF�ULVN�DQDO\VLV

&2%,7���$32�����
,62�,(&������������&ODXVH��������&ODXVH����
1,67�63��������5HY��� 6$
��

6XSSO\�&KDLQ�5LVN�
0DQDJHPHQW��,'�6&��

7KH�RUJDQL]DWLRQ¶V�SULRULWLHV��
FRQVWUDLQWV��ULVN�WROHUDQFHV��DQG�
DVVXPSWLRQV�DUH�HVWDEOLVKHG�DQG�
XVHG�WR�VXSSRUW�ULVN�GHFLVLRQV�

DVVRFLDWHG�ZLWK�PDQDJLQJ�VXSSO\�
FKDLQ�ULVN��7KH�RUJDQL]DWLRQ�KDV�
HVWDEOLVKHG�DQG�LPSOHPHQWHG�WKH�
SURFHVVHV�WR�LGHQWLI\��DVVHVV�DQG�
PDQDJH�VXSSO\�FKDLQ�ULVNV�

,'�6&����&\EHU�VXSSO\�FKDLQ ULVN�
PDQDJHPHQW�SURFHVVHV�DUH�LGHQWLILHG��
HVWDEOLVKHG��DVVHVVHG��PDQDJHG��DQG�DJUHHG�
WR�E\�RUJDQL]DWLRQDO�VWDNHKROGHUV

&,6�&6& �
&2%,7�� $32�������$32�������$32�������
$32�������$32�������%$,�������%
%$,�����
,6$��������������� �������
,62�,(&������������$���������$���������
$���������$���������$�������
1,67�63������� 5HY��� 6$

,'�6&����6XSSOLHUV�DQG�WKLUG�SDUW\�SDUWQHUV�
RI�LQIRUPDWLRQ�V\VWHPV��FRPSRQHQWV��DQG�
VHUYLFHV�DUH�LGHQWLILHG��SULRULWL]HG��DQG�
DVVHVVHG�XVLQJ�D�F\EHU�VXSSO\�FKDLQ�ULVN�
DVVHVVPHQW�SURFHVV�

&2%,7�� $32�������$32�������$32�������
$32�������$32�������$32�������$32�������
$32�������$32�������$32�������$32�������
%$,�����
,6$�������������������������������������������
��������������������������������������������������������
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,62�,(&����������� $���������$�������
1,67�63������� 5HY��� 5$
����6$�����30��

,'�6&����&RQWUDFWV�ZLWK�VXSSOLHUV DQG�
WKLUG�SDUW\�SDUWQHUV DUH�XVHG WR�LPSOHPHQW�
DSSURSULDWH�PHDVXUHV�GHVLJQHG�WR�PHHW�WKH�
REMHFWLYHV�RI�DQ�RUJDQL]DWLRQ¶V�
F\EHUVHFXULW\�SURJUDP�DQG�&\EHU�6XSSO\�
&KDLQ�5LVN�0DQDJHPHQW 3ODQ�

&2%,7���$32�������$32�������$32�������
$32�������$32�����
,6$��������������� ��������������������
,62�,(&����������� $���������$���������$�������
1,67�63������� 5HY��� 6$
�

,'�6&����6XSSOLHUV�DQG�WKLUG�SDUW\�SDUWQHUV�
DUH�URXWLQHO\�DVVHVVHG�XVLQJ�DXGLWV��WHVW�
UHVXOWV��RU�RWKHU�IRUPV�RI�HYDOXDWLRQV�WR�
FRQILUP�WKH\�DUH�PHHWLQJ�WKHLU�FRQWUDFWXDO�
REOLJDWLRQV�

&2%,7�� $32�������$32�������$32�������
$32�������0($�������0($�������0($�������
0($�������0($������
,6$��������������� ���������
,6$��������������� 65����
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1,67�63������� 5HY��� $8
����36����6$����6$���

,'�6&����5HVSRQVH�DQG�UHFRYHU\�SODQQLQJ�
DQG�WHVWLQJ�DUH�FRQGXFWHG�ZLWK�VXSSOLHUV
DQG�WKLUG�SDUW\ SURYLGHUV

&,6�&6& ������
&2%,7�� '66�����
,6$��������������� ����������������������
,6$����������������65������65������65������65�
�����65����
,62�,(&����������� $��������
1,67�63������� 5HY��� &3
,5����,5����,5��

3527(&7 �35� ,GHQWLW\�0DQDJHPHQW��
$XWKHQWLFDWLRQ DQG�$FFHVV�
&RQWURO �35�$&���$FFHVV�WR�
SK\VLFDO�DQG�ORJLFDO�DVVHWV�DQG�
DVVRFLDWHG�IDFLOLWLHV�LV�OLPLWHG�WR�
DXWKRUL]HG�XVHUV��SURFHVVHV� DQG�

GHYLFHV��DQG�LV�PDQDJHG�
FRQVLVWHQW�ZLWK�WKH�DVVHVVHG�ULVN�

RI�XQDXWKRUL]HG�DFFHVV WR�
DXWKRUL]HG�DFWLYLWLHV�DQG�

WUDQVDFWLRQV�

35�$&��� ,GHQWLWLHV DQG�FUHGHQWLDOV�DUH�
LVVXHG��PDQDJHG��YHULILHG��UHYRNHG��DQG�
DXGLWHG IRU�DXWKRUL]HG�GHYLFHV��XVHUV DQG�
SURFHVVHV

&,6 &6&�������������
&2%,7���'66�������'66�����
,6$�������������������������
,6$��������������� 65������65������65������65�
�����65������65������65������65����
,62�,(&����������� $��������$
$������� $��������$��������
1,67�63��������5HY��� $&
,$����,$����,$����,$����,$
,$���

35�$&��� 3K\VLFDO�DFFHVV�WR�DVVHWV�LV�
PDQDJHG�DQG�SURWHFWHG

&2%,7 � '66�������'66�����
,6$������������������������������������
,62�,(&������������$���������$���������
$�������� $���������$�������
$���������$���������$���������$���������$�������
1,67�63��������5HY��� 3(
3(����3(��

35�$&��� 5HPRWH�DFFHVV�LV�PDQDJHG &,6�&6&���
&2%,7 � $32�������'66�������'66�����
,6$�������������������������
,6$��������������� 65�������65����
,62�,(&������������$�����
$���������$�������
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1,67�63��������5HY��� $&
$&�����6&���

35�$&��� $FFHVV�SHUPLVVLRQV�DQG�
DXWKRUL]DWLRQV�DUH�PDQDJHG��LQFRUSRUDWLQJ�
WKH�SULQFLSOHV�RI�OHDVW�SULYLOHJH�DQG�
VHSDUDWLRQ�RI�GXWLHV

&,6 &6&�������������� ����������
&2%,7���'66�����
,6$�������������������������
,6$��������������� 65����
,62�,(&������������$��������$��������$��������
$��������$��������$������
1,67�63������� 5HY��� $&
���$&����$&���� $&�����$&

35�$&��� 1HWZRUN�LQWHJULW\�LV�SURWHFWHG
�H�J���QHWZRUN�VHJUHJDWLRQ��QHWZRUN�
VHJPHQWDWLRQ�

&,6 &6&��������������
&2%,7���'66�������'66�����
,6$�����������������������
,6$��������������� 65������65����
,62�,(&������������$��������
$���������$���������$�������
1,67�63��������5HY��� $&

35�$&��� ,GHQWLWLHV�DUH�SURRIHG�DQG�ERXQG�
WR�FUHGHQWLDOV�DQG�DVVHUWHG�LQ�LQWHUDFWLRQV

&,6�&6&����
&2%,7���'66�������'66�������'66�������
'66�����
,6$��������������� ����������
���������
,6$��������������� 65����
���� 65����� 65����
,62�,(&�������������$��������
1,67�63��������5HY��� $&
����$&�����$&�����,$����,$
3(����36��

35�$&����8VHUV��GHYLFHV��DQG�RWKHU�DVVHWV
DUH�DXWKHQWLFDWHG��H�J���VLQJOH�IDFWRU��PXOWL�
IDFWRU��FRPPHQVXUDWH�ZLWK�WKH�ULVN�RI�WKH�
WUDQVDFWLRQ��H�J�� LQGLYLGXDOV¶�VHFXULW\�DQG�
SULYDF\�ULVNV�DQG�RWKHU�RUJDQL]DWLRQDO�
ULVNV�

&,6�&6&��������������
&2%,7�� '66�������'66�������'66�����
,6$��������������� ������
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1,67�63��������5HY��� $&
����$&�����$&�����,$����,$
,$����,$����,$�����,$���

$ZDUHQHVV�DQG�7UDLQLQJ
�35�$7���7KH�RUJDQL]DWLRQ¶V�
SHUVRQQHO�DQG�SDUWQHUV�DUH�

SURYLGHG�F\EHUVHFXULW\�DZDUHQHVV�
HGXFDWLRQ�DQG�DUH�WUDLQHG�WR�
SHUIRUP�WKHLU�F\EHUVHFXULW\�

UHODWHG�GXWLHV�DQG�UHVSRQVLELOLWLHV�
FRQVLVWHQW�ZLWK�UHODWHG�SROLFLHV��
SURFHGXUHV��DQG�DJUHHPHQWV�

35�$7��� $OO�XVHUV�DUH�LQIRUPHG�DQG�
WUDLQHG�

&,6 &6& ������
&2%,7���$32�������%$,�����
,6$�������������������������
,62�,(&������������$������
1,67�63������� 5HY��� $7

35�$7��� 3ULYLOHJHG�XVHUV XQGHUVWDQG�WKHLU�
UROHV�DQG UHVSRQVLELOLWLHV�

&,6 &6& ���������
&2%,7 � $32�������'66�����
,6$������������������������������������
,62�,(&������������$�������
1,67�63������� 5HY��� $7

35�$7��� 7KLUG�SDUW\�VWDNHKROGHUV��H�J���
VXSSOLHUV��FXVWRPHUV��SDUWQHUV��XQGHUVWDQG�
WKHLU�UROHV�DQG UHVSRQVLELOLWLHV�

&,6 &6& ��
&2%,7���$32�������$32�������
$32�����
,6$�������������������������
,62�,(&������������$�������
1,67�63������� 5HY��� 36

35�$7��� 6HQLRU H[HFXWLYHV�XQGHUVWDQG�
WKHLU�UROHV�DQG UHVSRQVLELOLWLHV�

&,6 &6& ��� ��
&2%,7�� ('0�������$32������
,6$�������������������������
,62�,(&������������$��������$�������
1,67�63������� 5HY��� $7

35�$7��� 3K\VLFDO DQG�F\EHUVHFXULW\�
SHUVRQQHO�XQGHUVWDQG�WKHLU�UROHV�DQG
UHVSRQVLELOLWLHV�
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&2%,7���$32�����
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1,67�63������� 5HY��� $7

'DWD�6HFXULW\ �35�'6���
,QIRUPDWLRQ�DQG�UHFRUGV��GDWD��DUH�

PDQDJHG�FRQVLVWHQW�ZLWK�WKH�
RUJDQL]DWLRQ¶V�ULVN�VWUDWHJ\�WR�
SURWHFW�WKH�FRQILGHQWLDOLW\��
LQWHJULW\��DQG�DYDLODELOLW\�RI�

LQIRUPDWLRQ�

35�'6��� 'DWD�DW�UHVW�LV�SURWHFWHG &,6 &6&�������
&2%,7�� $32�������%$,�������%$,�������
'66�������'66������ '66�����
,6$��������������� 65������65����
,62�,(&������������$������
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35�'6��� 'DWD�LQ�WUDQVLW�LV�SURWHFWHG &,6 &6&�������
&2%,7���$32�������'66�����
,6$��������������� 65������65������65������65�
���
,62�,(&������������$��������$���������$
$���������$���������$�������
1,67�63������� 5HY��� 6&

35�'6��� $VVHWV�DUH�IRUPDOO\�PDQDJHG�
WKURXJKRXW�UHPRYDO��WUDQVIHUV��DQG�
GLVSRVLWLRQ

&,6�&6& �
&2%,7���%$,�����
,6$��������������� ��������������������
,6$��������������� 65����
,62�,(&������������$��������$��������$��������
$��������$���������$������
1,67�63��������5HY��� &0

35�'6��� $GHTXDWH�FDSDFLW\�WR�HQVXUH�
DYDLODELOLW\�LV�PDLQWDLQHG

&,6�&6&���������
&2%,7���$32�������%$,�����
,6$��������������� 65������65����
,62�,(&������������$����
1,67�63��������5HY��� $8

35�'6��� 3URWHFWLRQV�DJDLQVW�GDWD�OHDNV�
DUH�LPSOHPHQWHG

&,6 &6& ��
&2%,7 � $32�������'66�������'66�������
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35�'6��� ,QWHJULW\�FKHFNLQJ�PHFKDQLVPV�
DUH�XVHG�WR�YHULI\�VRIWZDUH��ILUPZDUH��DQG�
LQIRUPDWLRQ�LQWHJULW\

&,6�&6&�����
&2%,7���$32�������%$,�������'66�����
,6$��������������� 65������65������65������65�
���
,62�,(&������������$���������$���������
$���������$���������$�������
1,67�63������� 5HY��� 6&

35�'6��� 7KH�GHYHORSPHQW�DQG�WHVWLQJ�
HQYLURQPHQW�V��DUH�VHSDUDWH�IURP�WKH�
SURGXFWLRQ�HQYLURQPHQW

&,6�&6&�������
&2%,7���%$,������ %$,�����
,62�,(&����������� $��
1,67�63��������5HY����&0

35�'6��� ,QWHJULW\�FKHFNLQJ�PHFKDQLVPV�
DUH�XVHG�WR�YHULI\�KDUGZDUH�LQWHJULW\

&2%,7���%$,�����
,6$�������������������������
,62�,(&������������$�������
1,67�63������� 5HY��� 6$

,QIRUPDWLRQ�3URWHFWLRQ�
3URFHVVHV�DQG�3URFHGXUHV

�35�,3���6HFXULW\�SROLFLHV��WKDW�
DGGUHVV�SXUSRVH��VFRSH��UROHV��
UHVSRQVLELOLWLHV��PDQDJHPHQW�
FRPPLWPHQW��DQG�FRRUGLQDWLRQ�
DPRQJ�RUJDQL]DWLRQDO�HQWLWLHV���
SURFHVVHV��DQG�SURFHGXUHV�DUH�
PDLQWDLQHG�DQG�XVHG�WR�PDQDJH�
SURWHFWLRQ�RI�LQIRUPDWLRQ�V\VWHPV�

DQG�DVVHWV�

35�,3��� $ EDVHOLQH�FRQILJXUDWLRQ�RI�
LQIRUPDWLRQ�WHFKQRORJ\�LQGXVWULDO�FRQWURO
V\VWHPV LV�FUHDWHG�DQG�PDLQWDLQHG�
LQFRUSRUDWLQJ�VHFXULW\�SULQFLSOHV��H�J��
FRQFHSW�RI�OHDVW�IXQFWLRQDOLW\�
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35�,3��� $ 6\VWHP�'HYHORSPHQW�/LIH�
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35�,3��� 3ROLF\�DQG�UHJXODWLRQV�UHJDUGLQJ�
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RUJDQL]DWLRQDO�DVVHWV�DUH�PHW
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35�,3����(IIHFWLYHQHVV�RI�SURWHFWLRQ�
WHFKQRORJLHV�LV�VKDUHG�

&2%,7 ��%$,�������'66�����
,62�,(&������������$��������
1,67�63��������5HY��� $&

35�,3��� 5HVSRQVH�SODQV��,QFLGHQW�
5HVSRQVH�DQG�%XVLQHVV�&RQWLQXLW\� DQG�
UHFRYHU\�SODQV��,QFLGHQW 5HFRYHU\ DQG�
'LVDVWHU�5HFRYHU\��DUH�LQ�SODFH�DQG�
PDQDJHG

&,6 &6&���
&2%,7���$32������ '66�����
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35�,3���� 5HVSRQVH�DQG�UHFRYHU\�SODQV�
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1,67�63��������5HY� � &3

35�,3���� &\EHUVHFXULW\�LV�LQFOXGHG�LQ�
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&,6 &6&������
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$32�������$32�����
,6$��������������� �������������������������������
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0DLQWHQDQFH��35�0$��
0DLQWHQDQFH�DQG�UHSDLUV�RI�

LQGXVWULDO�FRQWURO�DQG�LQIRUPDWLRQ�
V\VWHP�FRPSRQHQWV�DUH SHUIRUPHG�

FRQVLVWHQW�ZLWK�SROLFLHV�DQG�
SURFHGXUHV�

35�0$���0DLQWHQDQFH�DQG�UHSDLU�RI�
RUJDQL]DWLRQDO�DVVHWV�DUH SHUIRUPHG�DQG�
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3URWHFWLYH�7HFKQRORJ\ �35�37���
7HFKQLFDO�VHFXULW\�VROXWLRQV�DUH�
PDQDJHG�WR�HQVXUH�WKH�VHFXULW\�
DQG�UHVLOLHQFH�RI�V\VWHPV�DQG�
DVVHWV��FRQVLVWHQW�ZLWK�UHODWHG�
SROLFLHV��SURFHGXUHV��DQG�

DJUHHPHQWV�

35�37��� $XGLW�ORJ�UHFRUGV�DUH�
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35�37��� &RPPXQLFDWLRQV�DQG�FRQWURO�
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$QRPDORXV�DFWLYLW\�LV�GHWHFWHG�

'(�$(��� $�EDVHOLQH�RI�QHWZRUN�
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PDQDJHG

,62�,(&����������� $���������$���������
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1,67�63������� 5HY��� $&

'(�$(��� 'HWHFWHG�HYHQWV�DUH�DQDO\]HG�WR�
XQGHUVWDQG�DWWDFN�WDUJHWV�DQG�PHWKRGV

&,6 &6&�������������
&2%,7���'66�����
,6$��������������� �������������������������������
,6$��������������� 65������65������65�������65�
������65�������65������65������65����
,62�,(&����������� $�������
1,67�63������� 5HY��� $8

'(�$(��� (YHQW GDWD�DUH�FROOHFWHG�DQG�
FRUUHODWHG�IURP�PXOWLSOH�VRXUFHV�DQG�
VHQVRUV

&,6 &6&��� ����������������������������������������
&2%,7���%$,�����
,6$��������������� 65����
,62�,(&����������� $���������$�������
1,67�63������� 5HY��� $8
,5����6,��

'(�$(��� ,PSDFW�RI�HYHQWV�LV�GHWHUPLQHG &,6 &6&�����
&2%,7�� $32�������'66�����
,62�,(&������������$�������
1,67�63������� 5HY��� &3

'(�$(��� ,QFLGHQW�DOHUW�WKUHVKROGV�DUH�
HVWDEOLVKHG

&,6 &6&������
&2%,7���$32�������'66�����
,6$������������������������
,62�,(&������������$�������
1,67�63������� 5HY��� ,5

6HFXULW\�&RQWLQXRXV�
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LQIRUPDWLRQ�V\VWHP�DQG�DVVHWV�DUH�
PRQLWRUHG�WR�LGHQWLI\�

F\EHUVHFXULW\�HYHQWV�DQG�YHULI\�

'(�&0��� 7KH�QHWZRUN�LV PRQLWRUHG�WR�
GHWHFW�SRWHQWLDO�F\EHUVHFXULW\�HYHQWV
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'HWHFWLRQ�3URFHVVHV �'(�'3��
'HWHFWLRQ�SURFHVVHV�DQG�

SURFHGXUHV�DUH�PDLQWDLQHG�DQG�
WHVWHG�WR�HQVXUH�DZDUHQHVV�RI�

DQRPDORXV�HYHQWV�
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

1,67�63��������5HY����,5

56�0,��� ,QFLGHQWV�DUH�PLWLJDWHG &,6 &6&������
&2%,7���$32�����
,6$��������������� ���������������������
,62�,(&����������� $���������$�������
1,67�63��������5HY��� ,5

56�0,��� 1HZO\�LGHQWLILHG�YXOQHUDELOLWLHV�
DUH�PLWLJDWHG�RU�GRFXPHQWHG�DV�DFFHSWHG�
ULVNV

&,6 &6&��
&2%,7���$32�����
,62�,(&������������$�������
1,67�63��������5HY����&$

,PSURYHPHQWV �56�,0���
2UJDQL]DWLRQDO�UHVSRQVH�DFWLYLWLHV�
DUH�LPSURYHG�E\�LQFRUSRUDWLQJ�
OHVVRQV�OHDUQHG�IURP�FXUUHQW�DQG�
SUHYLRXV�GHWHFWLRQ�UHVSRQVH�

DFWLYLWLHV�

56�,0��� 5HVSRQVH SODQV�LQFRUSRUDWH�
OHVVRQV�OHDUQHG

&2%,7���%$,�����
,6$�����������������������������������
,62�,(&������������$�������
1,67�63������� 5HY��� &3

56�,0��� 5HVSRQVH�VWUDWHJLHV�DUH�XSGDWHG &2%,7���%$,�������'66�����
,62�,(&������������$���������&ODXVH���
1,67�63������� 5HY��� &3

5(&29(5 �5&� 5HFRYHU\�3ODQQLQJ �5&�53���
5HFRYHU\�SURFHVVHV�DQG�

SURFHGXUHV�DUH�H[HFXWHG�DQG�
PDLQWDLQHG�WR�HQVXUH�UHVWRUDWLRQ�
RI�V\VWHPV�RU�DVVHWV�DIIHFWHG�E\�

F\EHUVHFXULW\�LQFLGHQWV�

5&�53��� 5HFRYHU\�SODQ�LV�H[HFXWHG�
GXULQJ�RU�DIWHU�D�F\EHUVHFXULW\�LQFLGHQW

&,6 &6& ��
&2%,7 � $32������ '66�������'66�����
,62�,(&������������$�������
1,67�63������� 5HY��� &3

,PSURYHPHQWV �5&�,0���
5HFRYHU\�SODQQLQJ�DQG�SURFHVVHV�
DUH�LPSURYHG�E\�LQFRUSRUDWLQJ�
OHVVRQV�OHDUQHG�LQWR�IXWXUH�

DFWLYLWLHV�

5&�,0��� 5HFRYHU\�SODQV�LQFRUSRUDWH�
OHVVRQV OHDUQHG

&2%,7���$32������ %$,�����
,6$�����������������������
,62�,(&������������$���������&ODXVH���
1,67�63������� 5HY��� &3

5&�,0��� 5HFRYHU\�VWUDWHJLHV�DUH�XSGDWHG &2%,7 ��$32������ %$,�����
,62�,(&������������$���������
1,67�63��������5HY��� &3
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)XQFWLRQ &DWHJRU\ 6XEFDWHJRU\ ,QIRUPDWLYH�5HIHUHQFHV

&RPPXQLFDWLRQV �5&�&2���
5HVWRUDWLRQ�DFWLYLWLHV�DUH�

FRRUGLQDWHG�ZLWK�LQWHUQDO�DQG�
H[WHUQDO�SDUWLHV �H�J�� FRRUGLQDWLQJ�

FHQWHUV��,QWHUQHW�6HUYLFH�
3URYLGHUV��RZQHUV�RI�DWWDFNLQJ�
V\VWHPV��YLFWLPV��RWKHU�&6,57V��

DQG�YHQGRUV��

5&�&2����3XEOLF�UHODWLRQV�DUH�PDQDJHG &2%,7 � ('0�����
,62�,(&������������$��������&ODXVH����

5&�&2����5HSXWDWLRQ LV�UHSDLUHG DIWHU�DQ�
LQFLGHQW

&2%,7 ��0($�����
,62�,(&������������&ODXVH����

5&�&2��� 5HFRYHU\�DFWLYLWLHV�DUH�
FRPPXQLFDWHG�WR�LQWHUQDO�DQG�H[WHUQDO�
VWDNHKROGHUV�DV�ZHOO�DV H[HFXWLYH�DQG�
PDQDJHPHQW�WHDPV

&2%,7���$32�����
,62�,(&������������&ODXVH����
1,67�63��������5HY����&3

,QIRUPDWLRQ�UHJDUGLQJ�,QIRUPDWLYH�5HIHUHQFHV GHVFULEHG�LQ�$SSHQGL[�$�PD\�EH�IRXQG�DW�WKH�IROORZLQJ�ORFDWLRQV�

x &RQWURO�2EMHFWLYHV�IRU�,QIRUPDWLRQ�DQG�5HODWHG�7HFKQRORJ\��&2%,7���KWWS���ZZZ�LVDFD�RUJ�&2%,7�3DJHV�GHIDXOW�DVS[

x &,6�&ULWLFDO�6HFXULW\�&RQWUROV�IRU�(IIHFWLYH�&\EHU�'HIHQVH��&,6�&RQWUROV���KWWSV���ZZZ�FLVHFXULW\�RUJ

x $PHULFDQ�1DWLRQDO�6WDQGDUGV�,QVWLWXWH�,QWHUQDWLRQDO�6RFLHW\�RI $XWRPDWLRQ��$16,�,6$����������������������
IRU�,QGXVWULDO�$XWRPDWLRQ�DQG�&RQWURO�6\VWHPV��(VWDEOLVKLQJ�DQ�,QGXVWULDO�$XWRPDWLRQ�DQG�&RQWURO�6\VWHPV�6HFXULW\�3URJUDP
KWWSV���ZZZ�LVD�RUJ�WHPSODWHV�RQH�FROXPQ�DVS["SDJHLG ������	SURGXFW,G ������

x $16,�,6$����������������������������6HFXULW\�IRU�,QGXVWULDO�$XWRPDWLRQ�DQG�&RQWURO�6\VWHPV��6\VWHP�6HFXULW\�5HTXLUHPHQWV�
DQG�6HFXULW\�/HYHOV��KWWSV���ZZZ�LVD�RUJ�WHPSODWHV�RQH�FROXPQ�DVS["SDJHLG ������	SURGXFW,G ������

x ,62�,(&��������,QIRUPDWLRQ�WHFKQRORJ\��� 6HFXULW\�WHFKQLTXHV��� ,QIRUPDWLRQ�VHFXULW\�PDQDJHPHQW�V\VWHPV�
KWWSV���ZZZ�LVR�RUJ�VWDQGDUG�������KWPO

x 1,67�63��������5HY��� � 1,67�6SHFLDO�3XEOLFDWLRQ��������5HYLVLRQ����6HFXULW\�DQG�3ULYDF\�&RQWUROV�IRU�)HGHUDO�,QIRUPDWLRQ�
6\VWHPV�DQG�2UJDQL]DWLRQV��$SULO�������LQFOXGLQJ�XSGDWHV�DV�RI�-DQXDU\������������KWWSV���GRL�RUJ���������1,67�63����
,QIRUPDWLYH�5HIHUHQFHV�DUH�RQO\�PDSSHG�WR�WKH�FRQWURO�OHYHO��WKRXJK�DQ\�FRQWURO�HQKDQFHPHQW�PLJKW�EH�IRXQG�XVHIXO�LQ�
DFKLHYLQJ�D�VXEFDWHJRU\�RXWFRPH�

0DSSLQJV�EHWZHHQ�WKH�)UDPHZRUN�&RUH�6XEFDWHJRULHV�DQG�WKH�VSHFLILHG�VHFWLRQV�LQ�WKH�,QIRUPDWLYH�5HIHUHQFHV�DUH�QRW�LQWHQGHG�WR�
GHILQLWLYHO\�GHWHUPLQH�ZKHWKHU�WKH�VSHFLILHG�VHFWLRQV�LQ�WKH�,QIRUPDWLYH�5HIHUHQFHV�SURYLGH�WKH�GHVLUHG�6XEFDWHJRU\�RXWFRPH�

,QIRUPDWLYH�5HIHUHQFHV�DUH�QRW�H[KDXVWLYH��LQ�WKDW�QRW�HYHU\�HOHPHQW �H�J���FRQWURO��UHTXLUHPHQW� RI�D�JLYHQ�,QIRUPDWLYH�5HIHUHQFH�LV�
PDSSHG�WR�)UDPHZRUN�&RUH�6XEFDWHJRULHV�
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7KLV�DSSHQGL[�GHILQHV�VHOHFWHG�WHUPV�XVHG�LQ�WKH�SXEOLFDWLRQ�

7DEOH����)UDPHZRUN�*ORVVDU\

%X\HU 7KH�SHRSOH�RU�RUJDQL]DWLRQV�WKDW�FRQVXPH�D�JLYHQ�SURGXFW�RU VHUYLFH�

&DWHJRU\ 7KH�VXEGLYLVLRQ�RI�D�)XQFWLRQ�LQWR�JURXSV�RI�F\EHUVHFXULW\�RXWFRPHV��
FORVHO\�WLHG�WR�SURJUDPPDWLF�QHHGV�DQG�SDUWLFXODU�DFWLYLWLHV��([DPSOHV�
RI�&DWHJRULHV�LQFOXGH�³$VVHW�0DQDJHPHQW�´�³,GHQWLW\�0DQDJHPHQW�
DQG�$FFHVV�&RQWURO�´�DQG�³'HWHFWLRQ�3URFHVVHV�´

&ULWLFDO�
,QIUDVWUXFWXUH

6\VWHPV�DQG�DVVHWV��ZKHWKHU�SK\VLFDO�RU�YLUWXDO��VR�YLWDO�WR�WKH�8QLWHG�
6WDWHV�WKDW�WKH�LQFDSDFLW\�RU�GHVWUXFWLRQ�RI�VXFK�V\VWHPV�DQG�DVVHWV�
ZRXOG�KDYH�D�GHELOLWDWLQJ�LPSDFW�RQ�F\EHUVHFXULW\��QDWLRQDO�HFRQRPLF�
VHFXULW\��QDWLRQDO�SXEOLF�KHDOWK�RU�VDIHW\��RU�DQ\�FRPELQDWLRQ�RI�WKRVH�
PDWWHUV�

&\EHUVHFXULW\ 7KH�SURFHVV�RI�SURWHFWLQJ�LQIRUPDWLRQ�E\�SUHYHQWLQJ��GHWHFWLQJ��DQG�
UHVSRQGLQJ�WR�DWWDFNV�

&\EHUVHFXULW\�
(YHQW

$�F\EHUVHFXULW\�FKDQJH�WKDW�PD\�KDYH�DQ�LPSDFW�RQ�RUJDQL]DWLRQDO�
RSHUDWLRQV��LQFOXGLQJ�PLVVLRQ��FDSDELOLWLHV��RU�UHSXWDWLRQ��

&\EHUVHFXULW\�
,QFLGHQW

$�F\EHUVHFXULW\�HYHQW�WKDW�KDV�EHHQ�GHWHUPLQHG�WR�KDYH�DQ�LPSDFW�RQ�
WKH�RUJDQL]DWLRQ�SURPSWLQJ�WKH�QHHG�IRU�UHVSRQVH�DQG�UHFRYHU\�

'HWHFW��IXQFWLRQ� 'HYHORS�DQG�LPSOHPHQW�WKH�DSSURSULDWH�DFWLYLWLHV�WR�LGHQWLI\�WKH�
RFFXUUHQFH�RI�D�F\EHUVHFXULW\�HYHQW�

)UDPHZRUN $�ULVN�EDVHG�DSSURDFK�WR�UHGXFLQJ�F\EHUVHFXULW\�ULVN�FRPSRVHG�RI�
WKUHH�SDUWV��WKH�)UDPHZRUN�&RUH��WKH�)UDPHZRUN�3URILOH��DQG�WKH�
)UDPHZRUN�,PSOHPHQWDWLRQ�7LHUV��$OVR�NQRZQ�DV�WKH�³&\EHUVHFXULW\�
)UDPHZRUN�´

)UDPHZRUN�&RUH $�VHW�RI�F\EHUVHFXULW\�DFWLYLWLHV�DQG�UHIHUHQFHV�WKDW�DUH�FRPPRQ�
DFURVV�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV�DQG�DUH�RUJDQL]HG�DURXQG�
SDUWLFXODU�RXWFRPHV��7KH�)UDPHZRUN�&RUH�FRPSULVHV�IRXU�W\SHV�RI�
HOHPHQWV��)XQFWLRQV��&DWHJRULHV��6XEFDWHJRULHV��DQG�,QIRUPDWLYH�
5HIHUHQFHV�

)UDPHZRUN�
,PSOHPHQWDWLRQ�
7LHU

$�OHQV�WKURXJK�ZKLFK�WR�YLHZ�WKH�FKDUDFWHULVWLFV�RI�DQ�RUJDQL]DWLRQ¶V�
DSSURDFK�WR�ULVN²KRZ�DQ�RUJDQL]DWLRQ�YLHZV�F\EHUVHFXULW\�ULVN�DQG�
WKH�SURFHVVHV�LQ�SODFH�WR�PDQDJH�WKDW�ULVN�
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)UDPHZRUN�
3URILOH

$�UHSUHVHQWDWLRQ�RI�WKH�RXWFRPHV�WKDW�D�SDUWLFXODU�V\VWHP�RU�
RUJDQL]DWLRQ�KDV�VHOHFWHG�IURP�WKH�)UDPHZRUN�&DWHJRULHV�DQG�
6XEFDWHJRULHV�

)XQFWLRQ 2QH�RI�WKH�PDLQ�FRPSRQHQWV�RI�WKH�)UDPHZRUN��)XQFWLRQV�SURYLGH�WKH�
KLJKHVW�OHYHO�RI�VWUXFWXUH�IRU�RUJDQL]LQJ�EDVLF�F\EHUVHFXULW\�DFWLYLWLHV�
LQWR�&DWHJRULHV�DQG�6XEFDWHJRULHV��7KH�ILYH�IXQFWLRQV�DUH�,GHQWLI\��
3URWHFW��'HWHFW��5HVSRQG��DQG�5HFRYHU�

,GHQWLI\��IXQFWLRQ� 'HYHORS�WKH�RUJDQL]DWLRQDO�XQGHUVWDQGLQJ�WR�PDQDJH�F\EHUVHFXULW\�
ULVN�WR�V\VWHPV��DVVHWV��GDWD��DQG�FDSDELOLWLHV�

,QIRUPDWLYH�
5HIHUHQFH

$�VSHFLILF�VHFWLRQ�RI�VWDQGDUGV��JXLGHOLQHV��DQG�SUDFWLFHV�FRPPRQ�
DPRQJ�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV�WKDW�LOOXVWUDWHV�D�PHWKRG�WR�
DFKLHYH�WKH�RXWFRPHV�DVVRFLDWHG�ZLWK�HDFK�6XEFDWHJRU\� $Q�H[DPSOH�
RI�DQ�,QIRUPDWLYH�5HIHUHQFH�LV�,62�,(&�������&RQWURO�$���������
ZKLFK�VXSSRUWV�WKH�³'DWD�LQ�WUDQVLW�LV�SURWHFWHG´�6XEFDWHJRU\�RI�WKH�
³'DWD�6HFXULW\´�&DWHJRU\�LQ�WKH�³3URWHFW´�IXQFWLRQ�

0RELOH�&RGH $�SURJUDP��H�J���VFULSW��PDFUR��RU�RWKHU�SRUWDEOH�LQVWUXFWLRQ��WKDW�FDQ�
EH�VKLSSHG�XQFKDQJHG�WR�D�KHWHURJHQHRXV�FROOHFWLRQ�RI�SODWIRUPV�DQG�
H[HFXWHG�ZLWK�LGHQWLFDO�VHPDQWLFV�

3URWHFW��IXQFWLRQ� 'HYHORS�DQG�LPSOHPHQW�WKH�DSSURSULDWH�VDIHJXDUGV�WR�HQVXUH�GHOLYHU\�
RI�FULWLFDO�LQIUDVWUXFWXUH�VHUYLFHV�

3ULYLOHJHG�8VHU $�XVHU�WKDW�LV�DXWKRUL]HG��DQG��WKHUHIRUH��WUXVWHG��WR�SHUIRUP�VHFXULW\�
UHOHYDQW�IXQFWLRQV�WKDW�RUGLQDU\�XVHUV�DUH�QRW�DXWKRUL]HG�WR�SHUIRUP�

5HFRYHU��IXQFWLRQ� 'HYHORS�DQG�LPSOHPHQW�WKH�DSSURSULDWH�DFWLYLWLHV�WR�PDLQWDLQ�SODQV�IRU�
UHVLOLHQFH�DQG�WR�UHVWRUH�DQ\�FDSDELOLWLHV�RU�VHUYLFHV�WKDW�ZHUH�LPSDLUHG�
GXH�WR�D�F\EHUVHFXULW\�HYHQW�

5HVSRQG�
�IXQFWLRQ�

'HYHORS�DQG�LPSOHPHQW�WKH�DSSURSULDWH�DFWLYLWLHV�WR�WDNH�DFWLRQ�
UHJDUGLQJ�D�GHWHFWHG�F\EHUVHFXULW\�HYHQW�

5LVN $�PHDVXUH�RI�WKH�H[WHQW�WR�ZKLFK�DQ�HQWLW\�LV�WKUHDWHQHG�E\�D�SRWHQWLDO�
FLUFXPVWDQFH�RU�HYHQW��DQG�W\SLFDOO\�D�IXQFWLRQ�RI���L��WKH�DGYHUVH�
LPSDFWV�WKDW�ZRXOG�DULVH�LI�WKH�FLUFXPVWDQFH�RU�HYHQW�RFFXUV��DQG��LL��
WKH�OLNHOLKRRG�RI�RFFXUUHQFH�

5LVN�0DQDJHPHQW 7KH�SURFHVV�RI�LGHQWLI\LQJ��DVVHVVLQJ��DQG�UHVSRQGLQJ�WR�ULVN�

6XEFDWHJRU\ 7KH�VXEGLYLVLRQ�RI�D�&DWHJRU\�LQWR�VSHFLILF�RXWFRPHV�RI�WHFKQLFDO�
DQG�RU�PDQDJHPHQW�DFWLYLWLHV��([DPSOHV�RI�6XEFDWHJRULHV�LQFOXGH�
³([WHUQDO�LQIRUPDWLRQ�V\VWHPV�DUH�FDWDORJXHG�´�³'DWD�DW�UHVW�LV�
SURWHFWHG�´�DQG�³1RWLILFDWLRQV�IURP�GHWHFWLRQ�V\VWHPV�DUH�
LQYHVWLJDWHG�´
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6XSSOLHU 3URGXFW�DQG�VHUYLFH�SURYLGHUV�XVHG�IRU�DQ�RUJDQL]DWLRQ¶V�LQWHUQDO�
SXUSRVHV��H�J���,7�LQIUDVWUXFWXUH��RU�LQWHJUDWHG�LQWR�WKH�SURGXFWV�RI�
VHUYLFHV�SURYLGHG�WR�WKDW�RUJDQL]DWLRQ¶V�%X\HUV�

7D[RQRP\ $�VFKHPH�RI�FODVVLILFDWLRQ�
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7KLV�DSSHQGL[�GHILQHV�VHOHFWHG�DFURQ\PV�XVHG�LQ�WKH�SXEOLFDWLRQ�

$16, $PHULFDQ�1DWLRQDO�6WDQGDUGV�,QVWLWXWH
&($ &\EHUVHFXULW\�(QKDQFHPHQW�$FW�RI�����
&,6 &HQWHU�IRU�,QWHUQHW�6HFXULW\
&2%,7 &RQWURO�2EMHFWLYHV�IRU�,QIRUPDWLRQ�DQG�5HODWHG�7HFKQRORJ\
&36 &\EHU�3K\VLFDO�6\VWHPV
&6& &ULWLFDO�6HFXULW\�&RQWURO
'+6 'HSDUWPHQW�RI�+RPHODQG�6HFXULW\
(2 ([HFXWLYH�2UGHU
,&6 ,QGXVWULDO�&RQWURO�6\VWHPV
,(& ,QWHUQDWLRQDO�(OHFWURWHFKQLFDO�&RPPLVVLRQ
,R7 ,QWHUQHW�RI�7KLQJV
,5 ,QWHUDJHQF\�5HSRUW
,6$ ,QWHUQDWLRQDO�6RFLHW\�RI�$XWRPDWLRQ
,6$& ,QIRUPDWLRQ�6KDULQJ�DQG�$QDO\VLV�&HQWHU
,6$2 ,QIRUPDWLRQ�6KDULQJ�DQG�$QDO\VLV�2UJDQL]DWLRQ
,62 ,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ
,7 ,QIRUPDWLRQ�7HFKQRORJ\
1,67 1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\
27 2SHUDWLRQDO�7HFKQRORJ\
3,, 3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ
5), 5HTXHVW�IRU�,QIRUPDWLRQ
503 5LVN�0DQDJHPHQW�3URFHVV
6&50 6XSSO\�&KDLQ�5LVN�0DQDJHPHQW
63 6SHFLDO�3XEOLFDWLRQ


